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In the past two years, Generative Al has acquired a cen-
tral position in the public space to become a key concern
for governments when revising their national strategies as
much as for private companies trying to integrate it into
their business model. New threats are being considered,
such as impersonation techniques, data poisoning and large
disinformation campaigns to destabilize political regimes,
and new capabilities are emerging with the democratization
of Al systems’ use through natural language. As Al systems’
capabilities grow, new questions also emerge regarding the
creative process and property rights.

Beyond the business opportunities it brings about, the
large adoption of generative Al leads us to consider some
fundamental questions for our societies: How should we
define data ownership and compensate those who produce
the data upon which LLMs are trained? To what extent
should foundational models be open to allow citizen con-
trol through compliance audits without benefiting malicious
actors? How may generative Al impact the job market over-
all and among social classes? Will it result in universal-basic-
income-based societies powered by artificial workers? What

>< Hubert Etienne
hubert.etienne@quintessenceai.com

Brent Mittelstadt
brent.mittelstadt@oii.ox.ac.uk

Rob Reich
reich@stanford.edu

John Basl
j-basl@northeastern.edu

Jeff Behrends
jbehrends@fas.harvard.edu

Dominique Lestel
lestel@ens.fr

Chloé Bakalar
cbakalar@meta.com

Geoff Keeling
gkeeling@google.com

Published online: 13 January 2025

types of interactions may humans develop with artificial
agents and how is it likely to impact their cognitive capaci-
ties? What are the skills they will lose and those they will
develop? Will artificial agents be granted moral agency and
may progress towards AGI trigger geopolitical tensions?
On June 6th and 7th 2024, the Paris Conference on Al
& Digital Ethics second edition gathered leading academic
and industry researchers at Sciences Po, Paris, to address
such questions collaboratively and transdisciplinary. This
topical collection contains eight papers presented at the
conference and resulting from a rigorous selection among
sixty-four proposed contributions. Together, they under-
score the profound changes our societies may undergo with
the massive adoption of generative Al solutions to open new
research domains and drive the responsible development of
such solutions by informing their actors.
Hubert Etienne— Lead editor
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Abstract

It is often assumed in explainable Al (XAI) literature that explaining Al predictions will enhance trust of users. To bridge
this research gap, we explored trust in XAl on public policies. The French Employment Agency deploys neural networks
since 2021 to help job counsellors reject the illegal employment offers. Digging into that case, we adopted philosophical
lens on trust in AI which is also compatible with measurements, on demonstrated and perceived trust. We performed a
three-months experimental study, joining sociological and psychological methods: Qualitative (S1): Relying on sociologi-
cal field work methods, we conducted 1 h semi-structured interviews with job counsellors. On 5 regional agencies, we
asked 18 counsellors to describe their work practices with Al warnings. Quantitative (S2): Having gathered agents' percep-
tions, we quantified the reasons to trust Al. We administered a questionnaire, comparing three homogeneous cohorts of 100
counsellors each with different information on Al. We tested the impact of two local XAl, general rule and counterfactual
rewording. Our survey provided empirical evidence for the link between XAl and trust, but it also stressed that XAl sup-
ports differently appeal to rationality. The rule helps advisors to be sure that criteria motivating Al predictions comply with
the law, whereas counterfactual raises doubts on the offer’s quality. Whereas XAl enhanced both demonstrated and per-
ceived trust, our study also revealed limits to full adoption, based on profiles of experts. XAl could more efficiently trigger
trust, but only when addressing personal beliefs, or rearranging work conditions to let experts the time to understand Al.

Keywords Artificial intelligence (Al) - Trust - Explainable Al (XAI) - Experimentation - Public policies - Profiles

1 Introduction companies, but also from some discourses on Al. Facing the

opacity of machine-learning models due to big data, com-

1.1 Public policies in private flows: Al investments,
latent beliefs

Affected by growing burdens of debt, as critics against slow
and opaque bureaucracy, the public sphere draws inspiration
from private sectors where Artificial Intelligence (AI) seems
to address problems of quickness, efficiency and rentability
of services [16].

While public polices deploy machine-learning mod-
els from justice to fiscal administration, they inherit from
the design and governance methods of private forefront
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plex architectures and heavy training processes [11, 15, 25],
the large panel of explainability techniques is also subject
to implicit assumptions. One latent belief is the following:
“Explainability fosters trust in AI”” [4] of public agents.

Yet, there is a lack of field works actually testing if
explainable Al (XAI), or the field mostly represented by
computer scientists to design techniques to simplify or trace
back Al structured and outcomes [15], will be sufficient
to promote trust in Al [16]. The public services are also
influenced by this dark screen in XAl research, all so the
more they bear the additional duty to consider their users
impacted by Al as citizens.

@ Springer
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1.2 Our use case—Al classifier warning for illegal
job offers

In this article, we propose an interdisciplinary method to
test the link between trust in Al outcomes and XAl as to
anchor this method on rigorous notions of trust.

We led qualitative and quantitative surveys on public
agents which were confronted with Al. Based on exter-
nal recruiters demands, the French Employment Agency
(France Travail) publishes 200 000 new job offers by
month. Nothing illegal must be published, from “cleaning
lady” (gender discrimination) to “bring your own vehicle”
(for non-licensed professions). Yet, it was most challenging
for the job counsellors to review the 200 000 offers for the
27 illegality cases. Hence, a Natural Language Processing
(NLP) classifier based on neural networks was internally
built and deployed in 2021, triggering alerts when a sentence
was predicted to contain illegal content. On this case which
had been deployed for two years, we had rich material to
investigate if XAl actually supports trust of domain-experts.

2 Our method: from definitions to measures
of “trust” in XAl

To measure if XAl enhances trust in Al, we must begin with
a delineation of trust which is both adequate for our pub-
lic services case, and precise enough to enable measures.

Starting with a baseline definition is necessary to test indi-
cators of trust in our experiment.

2.1 Trust asreliance

Discussions on XAl generally agree on reliance to be at
least a necessary condition for trust in Al. The “trust-fall
game” illustrates this dimension of trust in machines [20].
For those who never plaid it in the schoolyard, this game
consists in someone (the trustor) which allows oneself to
fall backwards, believing that other people—supposed
friends until now (the trustee)—will catch him or her.

In the trust-fall game, the pupil precisely relies on her
classmates, in the sense that she accepts to be dependent on
the intervention of others in a context of uncertainty. Reli-
ance is constituted by an action of delegation (letting herself
fall, Cf. Fig. 1 in green) based on a belief on uncertain oth-
ers’ operations (the classmates will catch her, Cf. Fig. 1 in
red).

The duality between action and belief raises problems
to measure reliance. As [21] observes, empirical studies on
trust in Al generally collect perceptions of the trustees on
their trust in AI. Most quantitative studies ask respondents
on their degree of agreement with assertions such as “I am
confident in the tool” [9] or “I trust the recommendations by
algorithms-driven services” [27]. Yet, in situ experiments
show inconsistency between peoples’ rating of their own
trust and how they actually behave [20]. Qualitative studies
like interviews escape the abstraction risks of positioning

Control-tgst: counsellors whnch Deronsteatad Perceived
see # don't see the explanation

“Do you publish the job offer

as it stands?”

Anti-Monitoring
Decision to rely without checking
Justified
Arguments supporting the Belief

Reasons not to publish
How explanation helped (if so)

Fig. 1 Schematic Introduction to Trust as Reliance on Al—the trust-fall game
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on a trust-scale, so far as they investigate the operational
conditions of the trustors [11]. However, they also introduce
declarative and presentation biases in front of the researcher
[21].

Thus, besides “perceived” trust, [21] rightly observes
that the “actual” or “demonstrated” one falls beyond the
scope of these studies. Say, the decision to let oneself fall at
the very moment the trustor faces up the Al outcome, cannot
be observed when reconstructing one’s level of trust or the
reasons to rely on Al To take into account demonstrated and
perceived trust, we must dig further into the conditions for
relying on Al outcomes.

Helpfully, among the rare attempts to define trust in Al
on concrete situations, some discussions on medical devices
introduced the frame of “computational reliabilism” [4].
Two conceptual features identified by [4] to account for
trust in electronic health records will sharpen our criteria
for reliability.

2.2 Demonstrated trust—no monitoring when XAl
is present (control-test)

The first practical condition is “anti-monitoring”. The agent
is confident enough to accept the result of an Al system,
without additional checking. It helps us complement our
empirical criterion for demonstrated trust. In our case of
interest, the recruiting expert facing an Al alert of illegal-
ity can choose to delete or modify it according to the Al
outcome, or to take the opposite decision—publishing the
offer despite the alert.

However, in order to make anti-monitoring demonstrat-
ing trust, we need to introduce a sense of causality in our
experiment. It must indeed be proved that trust in Al is not
incidental, but instead, triggered by XAI. Therefore, we
introduce a control-test setting, conforming to an inter-
ventional approach of causality [2, 24]. In order to dem-
onstrate the effect of trust in XAI on the same job offer,
some job counsellors must see the additional explanation
(test) whereas other with same demographics only see the
job offer (control). Trust would hence be demonstrated
when everything else being equal, the test-advisors which
align with Al outcome are in growing number compared to
control-advisor deciding not to publish.

Based on interventional causality, our definition of trust
as reliance comes with an empirical translation, that is,
domain experts acting as Al outcomes recommend when an
explanation is present (compared to when it is not).

2.3 Perceived trust—epistemic warranties

As baseline definitions become clearer in our job offer-
ing context, on which beliefs (Cf. Fig. 1, red part) is this

demonstrated trust (Cf. Fig. 1, green part) based? In the
trust-fall game, the agent has in mind that a large part of
schoolmates is going to catch her. However, in real cases as
the professional use of Al to detect illegal job advertising,
the internal model of agents is not directly accessible.

One way of investigating if their trust in Al is “justified”
by the supplementary material of XAl [4] stands on the
side of perceived trust. Indeed, if the reasons expressed by
a job counsellor to trust an Al alert fit with the information
brought by XAI, we can assert that trust is justified.

Thereby, we provide a complementary frame to think
about trust in XAl in our job advertising context. As [21],
we distinguish between the trust which is perceived, and
the one which is demonstrated by reliance due to XAI. We
supplement this vision with the one of [4], to specify dem-
onstrated trust as “anti-monitoring” and perceived trust as
indicating if trust is “justified”. Entangling the two concep-
tual frames on XAI and trust in Al predictions, we added
causal interventions to make them operational for empirical
measurement (Cf. Fig. 1). We divided the job counsellors in
control-test samples, enabling to know if the intervention
of XAI causally triggers more (or less) decisions to rely on
Al, and at the same time, to investigate if XAl intervention
changes the beliefs of the agents.

2.4 Which explanations to test?

To precise our empirical settings, we must introduce how we
treated “explanation” of Al. Previous work on the same use
case provided primer insights, based on human—computer
interface [10]. As the users of Al investigating illegality
are “non-experts” on Computer Science [3], any technical
details on how the neural networks trained or proceed to
reach a prediction would be useless, or indirectly useful.
In spite of this, explanatory representation of Al has been
proven to be useful when it conforms to the domain-exper-
tise of job counsellors. Based on 30 mn survey on a panel
of 14 recruiting experts, in which participants are asked to
click on their preferred explanation in a pair, [10] identifies
explanations in natural language which are prevalent. We
retain them to be our XAl supports, and provide a hierarchy:

e Minimal Explanation (Control)—general theme: inside
the job offer, the sentence on which the neural networks
based its classification of illegality is simply extracted
(highlighted on Fig. 2). Take the schematic example of
Fig. 2, “Seeks for feminine baby-sitter...” The classi-
fication output (theme of the alert, here “Gender Dis-
crimination”) is printed while the sentence raising this
NLP classification is highlighted. Corresponding to the
interface jobs counsellors are used to since 2021, we
take this minimal explanation as baseline.
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Control: General Theme of the alert

Control + 1 Specific Labor Law Rule

Control + ¥ Counterfactual Rewording

A Gender Discrimination

Art.[L3211-1]: No Preference must be based on gender...

“Seeks for feminire baby-sitter...”

Fig.2 Control, Rule and Counterfactual Example of the three types of information shown to counsellors

Control can be seen as a minimal explanation, in the
restricted sense that it informs on the output and extracts the
relevant sentence. Critics might also consider this is only a
description of the “what” of Al output, whereas explanation
requires to answer “why-questions” [15]. To challenge this
description (or minimal explanation), we select two “why-
explanations” mostly used in XAI literature for domain
experts to understand local predictions [15], approximated
rule [6, 25] and counterfactual example [12, 22]:

e Control + Specific Labour Law Rule: the job counsel-
lor accesses the specific rule which motivates the NLP
classification with the highest probability. This rule is
extracted from labour law, for instance, Article L1132-
1 which explicitly forbids gender-based selection of
candidates.'

e Control + Counterfactual Rewording. The rule instructs
on the general rationality subsuming the particular
prediction, answering questions like “How to still be
this” in [15] survey. Complementarily, counterfactual
examples appeal to domain-expertise to answer “Why
not” queries [15]. We generated them with slight textual
changes which, everything else being equal, make the
Al prediction change from illegality to legality of the
job offer. For instance in Fig. 2, the counterfactual ex-
ample simply wipes out “feminine” in the previous text
“Seeks for feminine baby-sitter”.

The cases among the 200 000 monthly job offers are of
course more complicated than Fig. 2, which makes recon-
structions of the specific rationale and minimal rewording
relevant to identify the validity and the limits of the Al
model.

We note that these explanations connect with rich philo-
sophical piece of work on the epistemology of trust [18].
Among philosophers claiming that trust can be grounded on
reasons other than the trustee’s credence, internalists gener-
ally point that trust is warranted when the trustor has enough
information to rightly complete one’s mental model on what
the trustee actually does [5]. In our case, rule and rewording

! More generally, this Article thwarts any type of job discrimination
based on gender, but also on physical appearance, ethnic background,
disability or beliefs. Cf. French Labour Law—Code du Travail, Article
L1132-1.
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can be considered as “processes that tend to produce accu-
rate representation of the world” [5], as they involve the
expertise of the job counsellors.

2.5 Joining qualitative and quantitative methods

Now we clarified our baseline acceptations of “trust” and
“explanation” to be tested on Al illegality classification, we
can give more insight on our three-month study.

e (Qualitative(S1): Relying on sociological field work
methods [17, 28], we conducted 1 h semi-structured in-
terviews with job counsellors in their agencies. Each in-
terview was precedented by a day of observation of the
counsellors’ practices. On 5 regional agencies, we asked
18 counsellors to describe their work practices with Al
warnings. The 5 regional agencies were representative
of the French employment areas, from metropolitan city
to rural zones.”

e Quantitative(S2): Based on the agents' perceptions, we
quantified the reasons to trust or distrust Al [11]. With
specialists of legality in the Agency, we extracted a
set of 21 job offers whose themes were representative
of the aggregate volume sawn by counsellors, and la-
belled them according to their certified legality. We re-
constituted the most realistic presentation of job offers
as possible: their number was representative of daily
volumes handled by counsellors, they were job offers
extracted from real Al alerts (issued in October 2023),
and the counsellors were already used to our interface.>
We administered a questionnaire comparing 3 homoge-
neous cohorts of 100 counsellors, each advisor seeing
the same offers in the same order, though with differ-
ent information to allow for causal interpretation (XAI
or control) [24].* Based on reasons expressed in (S1),

2 Identifying data of the counsellors were carefully masked (e.g.
names were changed). As for the options expressed in questionnaire
(S2), we translated the verbatim reports of (S1) from French.

3 On the prior presentation of the experiment (S2) to the job counsel-
lors, which connects with their expertise and usual Al alerts’ inter-
faces, see Fig. 8.

4 See Fig. 10 on the random and even distribution of explanations, and
the contents of all 21 job offers.
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the questionnaire gathered their decisions to publish and
why, then if explanation was useful and why.’

At each stage of (S1) and (S2), we controlled for demo-
graphics of the advisors (year of arrival at the Agency, easi-
ness with numerical tools, volume of job offers). On both
studies, none of this factor came into significant play except
the year of arrival (Cf. Sect. 4.2).

3 Results of the survey (S2)

3.1 Demonstrated trust: XAl supports increase anti-
monitoring, with different roles

Let us begin with demonstrated trust. Among domain-
experts without Al background in the survey (S2), adding
XAl information on the local prediction generally increased
trust reflected by reliance. On the 18 job offers where
batches of 100 counsellors randomly saw rule, rewording
or nothing more than the alert sentence, adding a “why-
explanation” makes the counsellors following Al to reject
the offer increase of +3% for the rule and +5% for the
counterfactual rewording.

However, this incremental increase at the overall level
masks the impactful roles of rule and rewording for differ-
ent categories of job offers, which turned out to be very dif-
ferent. With the help of the Law department of the French
Employment Agency, we labelled the job offers according
to their juridical legality: “surely legal”; “debatable”; and
“surely illegal”. This experimental grid was key to under-
standing the different parts XAl supports plaid in trusting the
alerts of illegality.

3.1.1 Ruleinillegal cases: slight but significant increase of
domain-experts relying on Al

Rule stands out where the legal experts unanimously
stamped job advertisements to be illegal.

0.6 mean B == 0.76

mean A ==0.71

Mean no publis

0 1 2 3 ) 5 6 7 8 9 10

Job offer

On these “surely illegal” job offers, the rule proves to
increase the decision not to publish of 5% (Cf. Fig. 3). This
might appear as a marginal gain. However, given the 35,000
job offers which monthly raise Al warnings, this would
actually represent a decrease of 1500 unreliable job offers
by month. More, this rise in anti-monitoring proves to be
significant (p-value=0.03, binomial two-sided method).
The rule indeed increases the decisions not to publish in 14
of the 18 cases where the three explanations appear.

On the contrary, the counterfactual rewording (C) does
not raise such attention. Over all the surely illegal job offers,
the mean percentage of counsellors which follow Al to
reject the content is the same for counsellors which are sup-
plied with a counterfactual rewording (C) than for those in
(A) who don’t see additional explanations (70%, Cf. Fig. 3).

3.1.2 Counterfactual for unclear cases

On this observation of illegal cases where rewording does
not trigger more advisors to rely on Al, we could have pre-
sumed that this type of why-explanation had no practical
effect.

Yet, focusing on the employment opportunities where
Al illegality classification was at least questionable (i.e.
labelled by our law experts as “surely legal” or “debat-
able”), we were surprised to discover the symmetric effect
of why-explanations on demonstrated trust.

Except on job offer n°15 where they reach the same level,
the counterfactual local explanation (C) systematically
increases the share of public advisors rejecting the offer,
with a mean gain of+ 12% compared to (A) control (Cf.
Fig. 4). This time, it is the rule (B) which does not bear
significant effect on reliance, half of the time increasing and
the other half decreasing anti-monitoring of job counsellors.

3.2 Perceived trust—rule to increase certainty,
counterfactual raising reasonable doubts

The composition of impacted job postings confirms that
XAI supports lead to different reasons for rejecting offers:

Explanation
B
c
mean C == 0.7

Fig. 3 Mean of counsellors which decide not to publish for every illegal job offer, depending on seen explanation A (control)/B (rule)/C

(counterfactual)

5 See Fig. 9 for the complete steps of (S2), the range of answers and
the pathways between them.
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0.4 mean B == 0.37

Mean no publis

mean A ==0.34

02

Job offer

Explanation
8
c

mean € == 0.46

Fig. 4 Mean of counsellors which decide not to publish for every potentially or certainly legal job offer, depending on seen explanation A

(control)/B (rule)/C (counterfactual)

0.22 A [

o

N

o
L

0.18 A

0.16 °

0.14 [ ] [

0.12 A

Non-publication (delta xAl - control)

0.10 A

0.05 0.10 0.15 0.20

‘Explanation helped' (delta xAl - control)

0.00

Fig. 5 Correlations between the decision and the declaration that
“explanation helped”, On the top 10 job offers where XAl increases
non-publication

e The rule affects certainty on job offers. Given cases
where most advisors already considered the offer as il-
legal, it anchors this certainty. The offers where the rule
increases non-publication over 5% deal with the formu-
lation of short-term contracts, gender identification, or
clear cases where a driving-license shall not be required
(e.g. in downtown).

e The counterfactual puts in question the reverse belief.
That’s why its main effect, is to raise the doubt over 15%
compared to other counsellors deciding not to publish.
Indeed, counterfactual mostly impacts the unclear cases,
e.g. jobs on the brink of licensed professions, where the
context might or not allow to use a driving-license.

3.2.1 In case it impacts decisions, XAl is perceived as
trustful for appropriate reasons

The trust demonstrated by the counsellors, as their reasons
for it, echo the information on Al predictions added by XAI
Though, do the domain-experts regard their heightened con-
fidence as it is due to the explanation?

(S2) takes one further step toward perceived trust, asking
if explanation helped and if so, why.

@ Springer

When rule or rewording impacts non-publication, the
counsellors accordingly acknowledge that the explanation
helped them more than confronted with control explanation.
On the top 10 job opportunities where XAl heightens non-
publication compared to control, a significant positive rela-
tionship connects the increase in counsellors which decide
not to publish, and the increase in counsellors declaring that
“explanation helped” (Pearson’s R correlation of 0.73, Cf.
Fig. 5).

Delving into the reasons for it, on the offers were the rule
increased non-publication of more than+ 5%, “explaining
the reason behind illegality to the hiring manager” grew
from 29% (control) to 42% among the counsellors exposed
to the rule. For the job offers where the counterfactual has
similar incidence, 14% more experts seeing the counterfac-
tual asserted that explanation helped them “propose the hir-
ing manager to change the offer”, when compared to the
experts faced with rule or control.

This supports our interpretation that beyond reinforc-
ing demonstrated trust in complementary situations, XAl
material is perceived as helpful, and for adequate reasons.
The labour law rule stresses on the limits of legality, thus,
providing counsellors with further supports to explain to
hiring companies why their current offer is illegal. On the
other hand, the counterfactual instance opens the mind of
the domain experts to a minimal change which enhances the
employment posting, hence, equipping them to propose a
change to the hiring manager.

3.2.2 Obstacles against the effects of XAl on trust?

From these observations of complementary impact of XAl
why-supports, however, claiming that bringing XAI to
domain experts will systematically increase trust would be
overconfident.

Indeed, among the counsellors which did not publish the
offers despite they were surely illegal, the belief of their
legality is enrooted despite the alert and the why-explanation.

Based on the reasons to publish in the reverse direction
to the Al recommendations, four were identified during
(S1) interviews, then proposed to counsellors which pub-
lished despite the alert in (S2): the counsellors could (not
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exclusively) argue the job opportunity to be “legal” anyway.
They could also defend that the information subject to Al
warning is in fact necessary to make the “candidates” fully
aware of their eventual job conditions; or to enable “recruit-
ers” to select only skilled applicants. Finally, they could
simply state that due to present work conditions, they don’t
have “time” enough to glance at the offer.

The box plot of Fig. 6 compares on surely illegal job
offers, the reasons for not publishing between counsellors
which saw the rule (violet bars) and counsellors which
didn’t see XAl information (control, blue bars). Coherently
with what we observed above, introducing a labour law
rule slightly decreases the counsellors which declare to be
sure the offer is legal. However, among the counsellors who
don’t publish, 6/10 are still convinced of the offer’s legality
(Cf. Fig. 6, left part). More, even for counsellors seeing the
justified illegality rule, the “legality” of current job posting
remains the major reason for not relying on Al.

Fig. 6 shows a ceiling effect, meaning that some counsel-
lors persist in their own belief against Al outcomes, even
when they are provided with evidence for the contrary.

4 Qualitative support of (51)—XAlI fostering
trust depends on profiles

(S1) helps better understand this effect. The 18 interviews
in (S1) led us to establish four profiles or advisors, based on
ideal-type method crossed with demographics [17].

0.8 1
o
0.6
o
0.4 4
0.2 1
S

=

Legal Candidates Recruiters Time

: Counsellors exposed to control (A)
: Counsellors exposed to the rule (B)

Fig. 6 Reasons expressed by the counsellors to publish despite the Al
outcome, when job illegality is certified: without XAl information/
when rule is present

4.1 "Heroes” and “experienced” effects: resistance
where XAl does not lead to reliance

Two profiles give qualitative understanding of the resistance
marked by some domain experts to trust Al, due to their per-
ceptions of legality which remain unchanged. Let us begin
with a verbatim report:

“Good shape”, yeah, they don’t have the right to write
it, but anyway it is better to let the applicants know
(Sandrine. Emphasis is ours.)

Sandrine joined the French Employment Agency more than
ten years ago. She works on a sparse rural area with only one
urban center, where the job carriers mostly deal with hospi-
tal and building trade. Interestingly, at this moment of the
interview she refers to a job offer she is handling right now.
Besides, she knows that the posting violates labour law.®
Sandrine nonetheless takes the decision to let the wording
“Good shape” (legally discriminating). Her argument is that
it is here more important to “let the applicants know” than
to align with labour obligations. As she illustrates further, a
candidate suffering back pain could, without this indication,
come and be hired, “dramatically deteriorating one’s state
of health”.

As Sandrine, “Heroes” profiles put at the forefront their
moral beliefs, developing strong empathy for the applicants.
Congruent interviews devoid significant attention to avoid
applicants “encountering difficulties” and “disillusions also
for the candidate which says: ‘when was I told it was inac-
cessible?’” (Patricia, Esther). Heroes of (S1) provided qual-
itative understanding for why “candidates need to be aware
of the information” remains high as an argument for non-
publication in (S2), even when the illegality is recognized
due to Al output and labour rule. Almost 4/10 counsellors
express it to be a reason for publishing despite AI (Cf. Fig. 6
“Candidates”, violet bar).

Beside Heroes, another profile constituted in (S2) quali-
tatively explains resistance to trust Al in front of justified
XAL “Experienced” share demographics with Heroes. They
mostly arrived at the French Employment Agency more
than ten years ago, with prior experience in recruiting or
human resources.

The Experienced show blatant disregard for the “robot”
which would merely rehearse what they know, and more,
which could be counterproductive because it ignores the

¢ Even in construction industry, it is considered as illegal to draw dif-
ferences between job applicants on health status. Cf. French Labour
Law—Code du Travail, Article L1132-1. Only an accredited occupa-
tional doctor, not the firm, has jurisdiction to recommend specific treat-
ments according to the mandatory medical checkup— which takes place
after hiring. Cf. Code du Travail, Article L1133-3.
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context (Marie, Jade). When they take the opposite side than
Al, these profiles invoke their experience which would bet-
ter take into account the context than the “blind” machine.
On a concurrent mention of short-term and permanent con-
tracts, Georges argue that interim agencies can need and
therefore mention both, to decide after the employment
interview: “I ignore the alert, if I consider it is not justified.”
(we emphasise).

Experienced bind resistance against Al because they dis-
credit the “machine” which would automatically exclude
skills required in the supplied content (‘“Recruiters” in
Fig. 6). As the demographics of (S1) point, we also note
in (S2) that Heroes and Experienced effects combine as
motives against reliance on Al (strong positive Pearson-R
correlation of 83% on all the 21 job offers).

4.2 XAl fosters reliance of good students, calling for
their rationality

Two further effects were identified with (S1) interviews.
Mostly arrived at the Employment Agency less than three
years ago, the Good Students carefully align with the legal
handbook provided to job counsellors. They absolutely
want to “avoid discriminating words” (Ambre), system-
atically associating Al warnings with discrimination. Good
Students are “afraid of doing wrong” (Dona), hence they
don’t allow any exception:

‘Public interest’, it’s in my veins! Cause if we let it an
illegal job offer pass once, we let it pass for all. (Jade)

In (S1), Good Students often use the lexical field of duty.
But on the contrary to Heroes, they invoke their mission of
applying the law in an equal manner, rather questioning their
own beliefs than Al alerts. When the Good Student effect is
triggered, the counsellors dedicate efforts to understand and
explain Al outcomes, stressing on pedagogy to explain to
recruiters why their offers have been rejected (Linda, Clara).

4.3 The“time-pressured”

“There were 40 job offers, plus 80 offers of the day
before... So we do our best. But in the meantime, the
phone rings, there are new offers on the platform... we
miss out...” (Ambre. Emphasis is ours.)

Ambre is not the only one who claims that she is restrained
to do her job by the working structure. Time-Pressured
repeat they often have “the head to the grindstone” (Linda,
Sandrine, Francis), which make them “flitting” (Sandrine,
Ambre, Linda). They share large consensus on the reasons
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for this loss in attention. Since 2021, NLP introducing new
filtering was supposed to make domain-experts save time.
Depending on regional agencies, their schedule was filled
since with other tasks. To cite some, when job counsel-
lors are interrupted by an urgent pop-up to certify a new
recruiter, bored to check for duplicates when suddenly faced
with flows of interim offers, or called because they are at the
same time ascribed to telephone switchboard, a loss of focus
on illegality alerts they were treating is almost inevitable.

In (S2) survey, we expected the Good Students effect to be
maximized and the Time-Pressured one minimized. Indeed,
the methodological construction of the survey appealed to
volunteers, and we could imagine the counsellors insisted to
focus on the job offers without being distracted. These are
almost unavoidable biases present in surveys [21], which
cover-up the investigation of the whole labour context.

(S1) broadens the scope, highlighting that beyond per-
sonal convictions, justified trust can be blocked because of
reasons which are non-intentional. Comprehensive analysis
showed that the working conditions must let domain-experts
the time and work structure to investigate Al warnings, so
that XAl could efficiently generate trust.

5 Discussion and further research

The empirical material of (S1) and (S2) was dedicated to
improving our notion of trust as triggered by XAl Yet, we
might object to ourselves that (S1) and (S2) didn’t explore
two dimensions of trust—the one in XAl, the other among
philosophers. Before wrapping up the new definitional cri-
teria we get on XAl and trust in Al, we sketch below argu-
ments for why we think that these dimensions are irrelevant
to delineate trust in Al, at least in our case.

5.1 Trust and XAl Trustworthiness

Besides trust as demonstrated by behaviours, and as justi-
fied, research on XAI also mentions the trustworthiness of
the content [4, 11]. For [21], probing that XAI triggers trust
requests to intervene on XAl contents, “manipulating” some
explanations to make them indicate false information on Al.
By converse, if false XAl information does not increase
reliance among people which see them, it means that the
increase in reliance is due to the truthfulness of XAl content
[21]. First of all, let us say that we voluntarily decided not
to trick the public agents, because of deontology problems
it implies. Though, can we grasp from (S2) observations on
“manipulation” of public agents with XAI?

As Fig. 7 shows on certified legal offers, the XAI method
of rule seems to respect converse reasoning of [21]. In front
of an additional rule, non-publishing agents are in same
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Mean of counsellors which decide not to publish for every legal job offer, depending on seen explanation A (control) / B (rule) / C (counterfactual)
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Fig. 7 Mean of counsellors which decide not to publish for every legal job offer, Depending on seen explanation A (control)/B (rule)/C

(counterfactual)

proportion than for control (34%, Cf. Fig. 7). Especially
since, confronted with truly illegal cases, domain-experts
take advantage of the rule to increase non-publications (Cf.
Fig. 3).

Yet on counterfactual, it would be tempting to conclude
from (S2) that on cases actually stamped by jurists not to be
illegal, the Good Students effect (maximized with the sur-
vey conditions) makes counsellors blindly follow XAlI, to
reject offers in spite of their certified legality. Indeed, the
share of not publishing counsellors heightens to 48% (ver-
sus 34% for other explanations), although the offer is not
illegal.

So, is counterfactual rewording useful or luring domain-
experts? In that very case, we can not conclude that because
the offer is not illegal, this is a reason to publish it anyway.
The comprehensive analysis due to (S1) makes the point
clear.

The certainly legal offers in (S2) can indeed be enhanced,
regarding their quality. What the counterfactual proposes to
advisors is a rewording, which would dissolve ambiguities
to better inform the job applicants. For instance, job offer
n°5 requires the applicants to have a driving-license, which
is undoubtedly legal for a delivering driver. Yet, reword-
ing affords precisions on why this driving-license would
be required (e.g. to enable delivery on several departments
by day). We can not however conclude that counsellors are
mistaken by XAl rewording, as even legal offers might see
their quality improved by XAl propositions.

Hence, XAl rule is proven to be trustworthy as it resists
to Miller’s [21] “manipulation” test. However, it is only to
the extent that rule refers to offer’s certain legality. As XAl
counterfactual points towards potential illegality or low
quality, we can surely say that it addresses another practical
objective of Al, quality beyond legality, which doesn’t make
it deceive but useful.

5.2 Trusting Al outside anthropomorphisms?
Another concern about our approach, philosophical, would

be that we did not deal with trust, which is in fact reliance
“plus some extra factor” [8, 23]. However, it is unclear what

this “extra factor” exactly is. Pluralist philosophers even
argue that trust is not something more than reliance, but in
fact, simply encompasses various types of reliance [18]. We
may stop there, as our baseline definition of trust covers
internalist approaches of truth-directed trust to support reli-
ance (Cf. Sect. 2.4), complementing demonstrated reliance.

However, we take this opportunity to call researchers
in philosophy to sharpen the concept of trust, in regard
with Al specificities. Indeed, most of the conceptual defi-
nitions are modelled on interpersonal trust. Motive-based
theories requests reliance to be supported by “goodwill” or
the integration of others’ interests by the trustee [7]. Some
non-motive-based conceptions invoke the “responsibility”
of the trustee, whose awareness that the trustor counts on
them would decide to be trustworthy [19]. For other, reli-
ance shall be completed with the trustor knowing that one
can be “betrayed” by the trustor [1], entailing a possibility
to feel “let down”.

In our case, the trustee would be the AI model. Yet, either
this augmented trust is the domain of humans, in case an
Al model would be limited to reliance; either it is also
applicable to AI. We do not deny the first possibility, as the
concepts of “goodwill” or “responsibility” encompasses
metaphysical and moral characteristics an AI model might
never reach.

Nonetheless, it seems that the current specificities of
machine-learning models generate unpredictable effects
which make humans prone to attribute them moral intent.
On NLP and especially generative models, field works
observe feelings of identification which seem as in (S1)
close to betrayal, and as in (S2) model of trust-fall-game
entailing the possibility of being “let down” to decide upon
offer’s legality [28]. According to these recent anthropolog-
ical observations, we shall overcome the realist positions
which state a priori that “goodwill” and “responsibility”
make trust only human. Instead, relational approaches of
trust in Al must urgently question what Al does to trust (for
inspiration, see [14]).
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5.3 Limitations and related works

Our research scope comes with necessary limitations. It is
indeed tied to a specific use case, namely the classification
of illegal job offers, hooked on the public sector. We see at
least three dimensions which could be bulked up to com-
plete empirical studies on XAl and trust.

In a recent qualitative study, [11] huddle together the uses
and needs on the AI application Merlin, which serves for
detecting bird species on pictures. The authors mix the par-
ticipants according to their expertise on both Al and domain
(if respondents are at ease with birding). This leads to inter-
esting results, as Kim [11] pinpoint different expectations on
XAL In our study though, we solely explore domain users
with low Al background. This was however a necessity to
build a realistic device, as the only users of Al illegality
alerts are the job counsellors. Specifying them helped us
avoid the pitfall of setting people as Al experts only because
they are routinely confronted with interfaces yielding Al
predictions [13]. Besides, poring over this apparently uni-
fied category of users has not prevented us from catching
inside several types of relations with XAI (Cf. Sect. 4 on
profiles).

Our experiment is also limited on the number of XAI
supports and respondents. Though they are rare, some quan-
titative and qualitative mixed studies expose the participants
to more XAl techniques. For instance, [26] survey 24 clini-
cians for Al sepsis detection, proposing them “explanatory
visualizations” as textual support, feature attribution and
alternative treatments. Some also rare studies gather more
respondents than ours did, like Leichtmann [13] which
expose 410 individuals to different explanatory interfaces,
on an Al application for toxic mushrooms’ detection. On
both sides, we call further studies to gather as many respon-
dents as possible and various XAl to consolidate causal con-
clusions on XAI and trust, while maintaining as we did open
feedback to qualitatively understand this trust.

We stress however that, to our knowledge, this study is
one of the first to give qualitative dimension pride of place
while collecting a survey on a large number of experts—300
job counsellors—in their real work conditions.” Whereas on
the same landscape, other empirical studies are either con-
fined to the qualitative [11] or the quantitative dimension of

7 Of more than 1000 papers which claim they empirically study cali-
brated trust in automated systems, Wischnewski [29] meta-analysis
retains only 96 which address trust with a minimal rigor, i.e. peer-
reviewed papers applying a causal control / test device (with and
without further explanatory information) on a deployed Al case, and
collecting feedback of humans. We also note that the 10% relevant
studies isolated by Wischnewski [29] are mostly concerned with trans-
portation, finance, safety or health. While situating our experiment as
a pioneering one, it heightens the urgent need for further studies of Al
and XAl appropriation in the public sector.
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surveys [13, 21], and the rare studies which combine both
aspects reduce qualitative to the meanest proportions, often
envisioned as a complement for surveys [26].

Therefore, our experiment also draws its strength from
the empirical limitations aforementioned. Its focus on
restricted types of users, XAl and respondents helped come
to valid conclusions. We are aware that our opportunity to
delve into the real picture of an Al model and XAI deployed
among well-identified practitioners is uncommon, allowed
here by the French political agenda.® Though, even if they
won’t lead to short-term publishable papers, the difficulty to
establish real-world experiments is not a reason to exclude
them. We call for more research partnerships with public
organizations, enabling empirical works to leave the labora-
tory cave and to dig into the human context shaping Al.

6 Conclusion

Throughout our experiment, we came to definitions which
enabled empirical tests, on NLP to help job advisors detect
illegal job offers. Two dimensions of trust in Al outcomes
were explored, the demonstrated one (alignment with Al
outcomes without further monitoring) and the perceived
one (if the justification for not publishing actually fits with
Al content).

To prove the effect of XAl on these dimensions, a causal
interventionist frame was introduced. On a survey present-
ing real Al alerts, counsellors were randomly split into con-
trol/test samples for each job posting. This allowed us to
compare the behaviours and justifications of agents which
saw XAl additional information (rule and counterfactual)
with the one which didn’t see it.

We found empirical evidence for the assumption often
postulated in XAI literature, on XAI triggering trust in Al
outcomes. Besides, our experiments helped deeper charac-
terize the different ways XAI materials appeal to rational-
ity of domain-experts. Subsuming the particular case over
the general interdiction, the rule had an impact to convince
counsellors that the job offer conforms with the interdiction.
Complementarily, the counterfactual opened new possibili-
ties to formulate job offers, improving their trust in Al to
reach new qualitative worlds. It is noteworthy that aside
handling consequently, the domain-experts also perceive for

8 On the practical side, our study fed a report on the legality of job
offers published by the French Employment Agency, which is yearly
mandated by the French Parliament (Assemblée Nationale). The dead-
line, beginning of 2024, lifted up administrative barriers and allowed
our three-month experiment, especially as we had since September
2023 a unique position of insider [28] at the Al department of the
Agency. Cf. French Draft Law n°1673 “to ensure full employment”,
amendment n°1442, 2023-09-23.
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the right reasons the rule’s effect of increasing certainty, and
the counterfactual’s effect to arise doubts.

Supporting the quantitative study, immersion and inter-
views on the field also helped us identify resistances to full
adoption of Al through XAI. Indeed, laboratory conditions
of surveys on trust can lead to the artificial belief that due
to fitting XAI techniques, domain-experts maximize their
attention to Al in every condition (Good Students profile).
Yet, research in XAl often postulates we are all Good Stu-
dents, that is relying on Al inclined to think about XAI cur-
rent information and to consequently change our behaviour.
But we are not all Good Students, and not every time. There
is resistance to XAl triggering trust, due to defiance on per-
sonal beliefs (Heroes and Experienced effects), but also due
to pressuring work conditions (Time-Pressured effect).

When Al is deployed for domain-experts as recruiting
public agents, we recommend in this line to scientifically
control for the impact of Al on other changes in labour. To
completely address the challenge of triggering trust with
XAI among public agents, involves letting them the time—
and the working conditions—to provide their expertise.

Appendix—details on (S2) questionnaire
settings

The questionnaire positions the advisor interviewed as an
expert, contributing to improve the use of Al to prevent ille-
gal job offers. Demographics on seniority, on the volume of
local offers they are used to, and on their ease with digital
technology are then collected, to control for their neutrality
of the questionnaire. Finally, the experiment is presented to
the counsellors, introducing the interface they will see for

the 21 alert offers: the job description and the associated
explanation (Fig. 8).

According to our settings which combine conceptual
grounding and empirical tests, (S2) collects both demon-
strated and perceived dimensions of trust as reliance on Al
predictions, anchored in the role of explanations. Illustrated
here with the advisors exposed to the rule (B) on job offer
n°18, the counsellors could express the following choices
on each offer (Fig. 9):

The 300 counsellors saw the same 21 job offers in the
same order. The three first offers proposed them a unique
explanation (rule, then rewording, then control), which
enabled us to assess the homogeneity of counsellors’
answers when they all faced up the same explanation.

From offers n°4-n°21, we introduced a rule-based algo-
rithm to assign our N=300 experts to three samples of
n=100 counsellors such that for every job posting, 1/3
counsellor respectively saw the rule, counterfactual or con-
trol; and such that among the 21 job offers, every advisor
saw each explanation 1/3 of times. Following randomized
trials principles, we hence ensured to causally measure the
demonstrated impact of explanations.

For the ease of the reader, below each offer we join all
the explanations which were actually separated between the
n=100 samples. We also add the stamps of our law experts
panel, on certainty or ambiguity of the legality. For example,
in job offer n°5, the panel labelled as “surely legal” despite
Al alert (red stamp) the requirement of a driving license,
as delivering drivers belong to licensed professions. The
simple highlight and alert sign, the rule, and the rewording,
which were independently sawn by n=100 counsellors are
then printed (Fig. 10).
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Fig. 8 Interface presenting the ques-
tionnaire (S2) to the job counsellors
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Job Counsellors Survey - Usefulness of Al illegality alerts on job offers

* Must be filled in

Your Profile

When did you join the French Employment Agency (year)?

2021

When did you specialise in job counselling (year)?

What is the mean daily volume of portfolio offers in your local agency?
*

O <600

@ Between 600 and 1200

O > 1200
How do you feel with numerical tools you use at France Travail on a daily basis?
*

O Not comfortable

O Comfortable

@ Very comfortable

Preliminary Presentation of the Interface

We will collect your expert opinion on 21 job offers where an Al alert was triggered. Each case is presented as below:
=== JOB TITLE---- XXX
== JOBPOSTING ---

The JOB OFFER
Containing the sentence raising Al alert

An EXPLANATION OF THE ALERT

We will ask you to focus on the alert sentence to answer the questions, which sometimes entail multiple choices.

Job Offer n°1
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Alert n°18

JOB TITLE ---- Sales Officer
=== JOBPOSTING -

Our Trustteam is looking for a Technical Sales Repvesenmlve (M/F), on a permanent contract. Main missions will
rough 3

all, th did: about new

lhmlghpmvmusexpemeeasasalesEngmer ideally in the IT field, or in the sale of IT services to B to B
Above

A Alert - Gender

piwlmlruﬁmbaudmguﬂehaﬂwhu“lbmd.hmddmmmuwmuln
offer description, suggesting that the offer is primarily aimed at one gender, must be avoided. See Cou

Practical Guide, p. 35.

Do you decide to publish the job offer? *

Step 1 [Demonstrated] O Yes

Decision to publish O No
« No »
(in agreement with Al prediction)

Why didn't you publish it? *

O | am sure that the offer is illegal
Step 2 [Perceived]
" @ 1 have doubs: the offer might be llegal
Grounds for publication o
O Other (please specify)

s Did the explanation of the alert help you?
Step 3 [Perceived] * e B

Help of Explanation
O Yes

] O No
« Yes »
(explanation perceived as helpful)

The explanation of the alert helped...
*

Step 4 [Perceived] [[] save time
Grounds behind | [ Understand why the automatic alert is right (or wrong)

Explanation Helpfulness _ bl et -
Explain the reason behind illegality to the hiring manager

Propose the hiring manager to change the offer

Next Job Offer (n°19/21)

Fig. 9 Design Pathway of the Questionnaire (S2) for each job offer

« Yes »
(against Al prediction)

Why did you publish it?
*
D The job posting is legal anyway
Candidates need to be aware of this information

. The information is crucial for recruiters to select only skilled applicants

D I lack of available time to think about the grounds for illegality

« No »
(explanation perceived as not helpful)

The explanation of the alert didn't help, because...
*

D It is not clear enough

1 didn't need it

| disagree with the automatic alert

@ Springer
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@105 71— muitisiilled team member on permanent contract (weekend)
JOBPOSTING

TEST — Every counsellor saw the
same interface (rule)

oJOB TITLE -~ Nurse FEM/MAS/FH (W/M)
JOBPOSTING

‘TEST - Every counsellor saw the
same interface (rewording)

McDonald's is recruiting multi-skilled team members for its fast food restaurant on permanent contracts for
weekends (from Friday evening to Sunday evening). As an ambassador for the brand, at the service of our
customers and in line with the brand's service culture, the multi-skilled team member will carry out all tasks relating
o preparation, production, cleaning and service in compliance with hygiene and food safety standards. Applicants
must be at least 16 years old (minors are not allowed to work nights after 9.30pm).

A Alert — Age

We are looking for a WIF nurse o join on a fixed-term contract a cooperative providing care for adults with
disabilities . This is a temporary contract depending on the facility's replacement needs. Possibility of permanent
contract. Missions: Establishing a care plan and planning nursing activities for the patient - Carrying out and
monitoring nursing care and providing support for the patient and those around them.

A Alert - Fixed-term contract with potential for permanent contract

RULE
kn Job advertisements, it is strictly forbidden to mention a minimum or maximum age limit, or an age range. Only
p'|e notions of “junior” or “experienced” are authorised, except where this is a usual term in the concerned job (e.g.
junior consultant, senior manager, etc.). See Counsellors' Practical Guide, p. 45.

(@105 TITLE-~- DEPUTY POLYVALENT TEAM LEADER (W/M)

JOBPOSTING  —

REWORDING
“Fixed-term contract of 18 months."

same interface (control

Our industrial laundry collects and delivers clean/dirty linen, hygiene articles, etc. to the same customers every
week. We are looking for an assistant to our team manager responsible for distribution. Your main tasks will be as
follows: - Organise and complete the drivers' rounds - Replace drivers in the event of absence - Make deliveries
Wwhen rounds are postponed due to public holidays - Manage the lorry fleet (vans). You will start on a fixed-term
contract from 15 December 2023 to 28 February 2024 to replace the current manager. This will lead to a

permanent contract for the deputy position.

A Alert - Fixed-term contract with potential for permanent contract

@05 11 Head aiter
JOBPOSTING —

«SURELY ILLEGAL»

(@05 171 URGENT Delivering Driver
JOBPOSTING

«SURELY LEGAL»

The 5* Hotel Spa L'AGAPA - Restaurant BELOUGA is looking for a Head Waiter on a permanent contract to join
its young and dynamic restaurant team. 39hiweek, 5 days/7: 4 days off and one day on (to be discussed) - 2
consecutive days off (2 meals/day provided). Possibility of career development. Working in our seaside gourmet
restaurant, you will help to set up tables in an idylic atmosphere and ensure that the service proceeds smoothly.

Are you dynamic and motivated? Would you like to join a fast-growing transport company specialising in the
delivery of small parcels and pallets? You have a MANDATORY experience in this field, so come and join us!

Job details: - Start at 7am. - Driving licence held for more than 6 months - Deliveries 2 times a day in the French
départements 57, 54 and 88, long distance is possible - Deliveries to professionals: garages, electricians, various
- Salary (minimum wage + overtime) - Courier rounds.

A Alert - Age

A Alert - Driving License

RULE
kn Job advertisements, it is strictly forbidden to mention a minimum or maximum age limit, or an age range. Only
‘Ihe notions of “junior” or “experienced” are authorised, except where this is a usual term in the concerned job (e.g.
Junior consultant, senior manager, etc.). See Counsellors' Practical Guide, p. 45.

REWORDING
“The 5* Hotel Spa L'AGAPA - Restaurant Le BELOUGA is looking for a Head Waiter on a permanent contract to join
its recently set up restaurant team.”

@105 T - Day Nurse fora Retrement Residence

In a residence which houses 90 elderly dependent or semi- invalid residents in permanent accommodation,
landscaped and planted with trees, and which supports the psychological well-being of the residents, you wil be
responsible for: - Caring for residents, - Managing day-to-day administrative tasks, - Participating in the
of teams and the ion of care, - Participating in the of the establi
compliant with the Collective Labour Agreement with Ségur allowances + Weekend
and attendance bonuses and according to experience. You will work with a dynamic, welcoming and caring team.
Qualifications required: Holder of a nursing diploma.

Alert - Health Status

RULE
Discrimination based on health status is prohibited. In the job description, it is only possible to describe the
painfulness of the tasks to be performed. Wording referring to the applicant's abilities or qualities cannot be
accepted. See Counsellors' Practical Guide, p. 4.

REWORDING
“In a retirement residence which houses 90 residents in a state of dependence or motor disability in permanent
accommodation, you will be responsible fc

@105 T - speciazed Educator

JOBPOSTING -

RULE J
t is forbidden to require candidates to hold a driving licence, except in certain regulated professions where it i
ompulsory; when the nature of the job calls for such a qualification. See Counsellors' Practical Guide, p. 53. ‘

[

REWORDING
“Driving license required to ensure supplies between the French départements 57, 54 and 58, which encompasses
possible long distance and deliveries twice a day.”

JOBPOSTING -
As a Home Care Assistant on a permanent contract, you will be responsible for providing practical and emotional
support to our beneficiaries. You'll help them with everyday tasks such as getting up, going to bed, washing and
dressing. You'll be responsible for preparing meals, running errands and maintaining hygiene in the home. You
may also accompany people in their leisure activities. You must have a vehicle to carry out your activity. Basic
salary: from €1,747.20 to €1,820. Your seniority can be reinstated. Transport allowances: You will receive financial
compensation of €0.38 per kilometer travelled between each beneficiary. Hiring bonus: 500€.

A Alert — Compulsory Vehicle

he recruiter can only require possession of a vehicle under the following cumulative conditions: if it appears that it
is a necessary and proportionate means of carrying out the activities of the position; if there is financial
ompensation for the use of this vehicle on a professional basis. See Counsellors' Practical Guide, p. 53.

REWORDING
“Clients' homes are not connected by public transport. If you use your own vehicle, financial compensation of €0.38
per km between each client. "

JOBPOSTING  —

«SURELY ILLEGAL»

Reporting to the head of the educational department at the Martin Luther King MECS in the city center, which
cares for around 30 young boys and girls aged 8 to 18, your main responsibilities will be to: establish an
educational diagnosis and implement a personalized program for the young person, in liaison with families and the
various professionals involved; take part in group care actvities (getting up, meals, etc.); propose, set up and lead
activity projects with and for young people. Profile: Holder of a state diploma in specialized education, you have a
good knowledge of the child protection sector and initial experience working with young people in difficulty.

Your position is to support the Production Manager. You will mainly be responsible for : - ensuring the physical and
telephone reception of the establishment - relaying to the Association's Head Office the HR administrative aspects
of ESAT employees: payroll variables, electronic document management (EDM), work accident declarations,
expense reimbursements, training plan - Job profile - Holder of a level 3 diploma in administration (CAP, BEP ) or
accounting - Good spelling and writing skills - Holder of a *B" driving license.

Di i required.
A Alert — Driving License

A Alert - Driving License

t s forbidden to require candidates to hold a driving licence, except in certain regulated professions where it is

} RULE
rompulsory; when the nature of the job calls for such a qualification. See Counsellors' Practical Guide, p. 53.

l REWORDING
"B driver's license is requested to transport young people in the event of a medical emergency. A vehicle is provide
for this purpose, and transportation costs are covered.”

«SURELY ILLEGAL»

The LIP Group is continuing to grow and is recruiting an Internal Recruitment Officer to strengthen its Permanent
Recruitment Department. Reporting to the Head of Department and working directly with the Group's managers,
the candidate will be involved in the entire recruitment process for our branch sales staff and support functions.
With a degree in Human Resources (BAC+3 to BAC+5), the candidate has a first successful experience in a
similar position, either in a company or in a recruitment agency, where she was Recruitment Manager W/M.

@08 11 recruitment officer
JOBPOSTING

RULE J
t is forbidden to require candidates to hold a driving licence, except in certain regulated professions where it i
ompulsory; when the nature of the job calls for such a qualification. See Counsellors' Practical Guide, p. 53.

REWORDING
“You will have to travel between the different production sites, which are 6 km distant from each other (public
transport every 45 minutes, transport costs covered)."

===

As France's leading online retailer of pastry-making, cooking, cutlery and small kitchen appliances, Mathon
Développement is looking for a motivated individual to support its development. Your main tasks: Receive and
handle telephone calls - Track customer claims - Advise customers on product operating modes. Skils: enjoy
customer service - be patient, persevering and pedagogue - be reactive - master Word and Excel.

e:os TITLE —— Phoning Counsellor - After Sales Service
J0BPOSTING

A Alert - Gender

RULE
iscrimination based on gender identity is prohibited. The use of descriptive terms or gender-specific profiles in the
ffer description, suggesting that the offer is primarily aimed at one gender, must be avoided. See Counsellors
Fraa\cal Guide, p. 35.

A Alert — Health Status

RULE
iscrimination based on health status is prohibited. In the job description, it is only possible to describe the
ainfulness of the tasks to be performed. Wording referring to the applicant's abilities or qualities cannot be
ccepted. See Counsellors' Practical Guide, p. 44.

REWORDING
“With a degree in Human Resources (BAC+3 to BAC+5), the candidate has a first successful experience in a similar,
position, either in a company or in a recruitment agency, where he or she was Recruitment Manager W/M. "

REWORDING
“Dealing with claims and answering calls is a crucial part of the job, which demands patience and pedagogy.”

Fig. 10 The 21 Job Offers sawn by the counsellors in (S2) and their explanations
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@105 Ti1LE-- Cleaning and Hygiene Officer
10B POSTING

Our company, leading provider of facility management and cleaning services in France, is looking for replacement
for @ two-month fixed-term contract. As a service agent (W/M), you will be responsible for cleaning premises,
complying with hygiene and cleanliness regulations at all imes. You are rigorous, dynamic and meticulous. Having
your own vehicle would be valued

A Alert — Compulsory Vehicle

RULE
The recruiter can only require possession of a vehicle under the following cumulative conditions: if it appears that it
is a necessary and proportionate means of carrying out the activities of the position; if there is financial
compensation for the use of this vehicle on a professional basis. See Counsellors' Practical Guide, p. 53.

REWORDING

«The town of M... is not accessible with public transport at your starting time (6 am). »

@08 11116 Recreation Fciltator
10B POSTING

Are you motivated to support young people (aged 18-25) in their social integration? The ALJT (Association pour le
Logement des Jeunes Travailleurs) has been committed to youth housing and social diversity for over 65 years.
Missions : -Manage residence admissions and contractualization -Participate in identifying residents in need of
personalized support and provide this support. Remuneration: From €2,185.50 gross per month over 13 months
+Ségur bonus (€238 gross per month over 12 months), 50% reimbursement of Navigo pass, health insurance,
luncheon vouchers, Economic and Social Committee (18-25 years old ), 31 days' vacation

RULE

In job advertisements, it is strictly forbidden to mention a minimum or maximum age limit, or an age range. Only
the notions of ‘junior” or “experienced” are authorised, except where this is a usual term in the concerned job (e.g.
Junior consultant, senior manager, etc.). See Counsellors' Practical Guide, p. 45.

Alert - Age

REWORDING
*[...] Economic and Social Committee, 31 days' vacation.”

@08 11ie - Truck Mechanic FoA2023
- 108 POSTING

Your tasks- Routine maintenance of fleet vehicles and performing repairs following diagnosis - Carrying out
maintenance on HGV/SPL trucks - changing oil, tires, brakes, defective parts, etc. - Dismanting, reassembling,
checking, changing parts, making any necessary adjustments.

Your profile:You already have experience in a workshop; You have a degree in Mechanics. "C" driving license

would be a plus.
A Alert - Driving License

RULE
It is forbidden to require candidates to hold a driving licence, except in certain regulated professions where it is
compulsory; when the nature of the job calls for such a qualification. See Counsellors' Practical Guide, p. 53.

REWORDING
*C” driving license required to move HGV/SPL trucks during maintenance.”

@08 Ti1ie - sates Offcer
- J0BPOSTING

«SURELY ILLEGAL»

«SURELY ILLEGAL» @08 1L Assistant Administrator

l:l @105 T11LE - Kebab & Tacos & hamburgers Master

T @ e

10B POSTING
Assignment : Digital Direction (DD)

The DD is structured into three poles and located on the university's three campuses. She implements and
maintains in operational condition the necessary resources (workstations, wired and WiFi network, servers,
storage, applications and their connectors, etc.) to offer users and staf identical access to work tools on each of
the university's four sites. HR file management: signature, filing, archiving- Accounting file management: orders,

assignments, services rendered.
RULE

Discrimination based on gender identity is prohibited. The use of descriptive terms or gender-specific profiles in the
offer description, suggesting that the offer is primarily aimed at one gender, must be avoided. See Counsellors'
Practical Guide, p. 35.

Alert — Gender

REWORDING
“The Digital Direction (DD) maintains in operational condition the necessary resource:

=

For our Kebab restaurant, we're looking for 4 kitchen assistants (M/F) with or without experience in Kebab / Tacos
1 Burger cooking. Your work will primarily involve: cutting meat by hand with a knife; taking orders with a smile;
complying with procedures and hygiene standards. Type of contract: fixed-term or permanent contract; working
hours: fulltime or part-time; salary: minimum wage. Monday to Saturday Overtime; Flexible working hours;
Working periods: 11am-2pm and 6pm-10pm. Daytime work

108 POSTING

& Alert - Fixed-term contract with potential for permanent contract

RULE
A fixed-term contract (CDD) can only be concluded for “the execution of a precise and short-term task”, and only in
one of the cases listed in article L.1242-2 of the French Labour Law. It cannot have the purpose or effect of
permanently filing a vacant post linked to regular and permanent business. It may be renewed twice or more f an
industry agreement so stipulates. See Counsellors' Practical Guide, p. 27.

REWORDING
“Type of contrat : permanent contract (3 months probationary period) ;"

Wecasa, the home help and well-being services platform which connects individuals and professionals, is looking
for auto-entrepreneurs for occasional or recurring home cleaning and ironing jobs in Mérignac. The benefits await
you:- Fair remuneration: up to €18/hr gross, i.e. around €14/hr net- Services close to home - We'lltake care of all
your Customer research, tion, invoicing and customer service (647, 9h-19h).

A Alerte - Specific Status

RULE
By virtue of entrepreneurial freedom, it is forbidden to impose a legal status (subject to legal and regulatory
obligations) on a person offering work as an independent worker. Indeed, several independent worker statuses
coexist, and jobseekers must remain free to opt for the one they consider the most profitable. See Counsellors!
Practical Guide, p. 82.

108 POSTING

REWORDING
"Wecasa, the home help and well-being services platform which connects individuals and professionals, is looking
for workers with an independent status for occasional...

@105 T1TLE - Newspaper Delivering
JOB POSTING

«SURELY LEGAL»

Our Trustteam is looking for a Technical Sales Representative (M/F), on a permanent contract. Main missions will
be divided between sales development and pre-sales:. Development of a customer portfolio through prospecting;
Analysis of prospects’ needs. She has a technical or commercial degree (bac +5), and has developed her skills
through previous experience as a Sales Engineer, ideally in the IT field, or in the sale of IT services to B to B
customers. Above all, the candidate is passionate about new technologies.

A

Discrimination based on gender identity is prohibited. The se of descriptive terms or gender-specific profiles in the
offer description, suggesting that the offer is primarily aimed at one gender, must be avoided. See Counsellors'
Practical Guide, p. 35.

Alert — Gender

REWORDING
“He or she has a technical or commercial degree (bac +5)..."

Qjoa TITLE —— Machinery Operating Driver
1OB POSTING

Proman Agency is looking for a Machine Operator W/M for a company specialized in organic agribusiness. A
position offering multi-skiling: Preparation of the packaging line; Weight adjustments + in-process self-checks +
labeling + palletizing. End-of-production control (weight adjustment). Altematively, weighing station: physical
position carrying heavy loads (25 kg) several times a day. Good to know: In-house training in pairs (1 to 2 weeks),
then work ~independently. Must be in good physical condition: standing work, work at height,
‘assembly/disassembly of parts on machines, carrying of loads (25 kg)

Alert — Health Status

«SURELY ILLEGAL» @108 11— Cheese-maker' Assistant

We are looking for people to deliver the DAUPHINE LIBERE. Positions are available in many towns in the
department for replacements or even more in the following towns: B..., S..., C... REQUESTED: Must have a
vehicle. Early morning shift, between 4am and 7am. Rounds of about 2h30. - Status of Vendeur Colporteur de
Presse (self-employed). Payment per copy, which varies according to the number of kilometers, time spent and
number of customers. Commission contract for an indefinite period.

A Alert — Compulsory Vehicle

RULE
[The recruiter can only require possession of a vehicle under the following cumulative conditions: f it appears that it
Js @ necessary and proportionate means of carrying out the actiites of the posiion; If there s financil

(compensation for the use of this vehicle on a professional basis. See Counsellors' Practical Guide, p. 53.

REWORDING
«B..., S... et C.. are not accessible with public transport. Further travel kilometers will be compensated. »

JOB POSTING

« SURELY ILLEGAL»

| You'll be working as a cheese-maker's assistant, helping to make fresh and ripened cheeses. The qualiies
| required are rigor, curiosity and respect for hygiene and food standards. The position offered is @ fixed-term
| contract and is intended to become permanent.

AAlert — Fixed-term contract with potential for permanent contract

RULE

Discrimination based on health status is prohibited. In the job description, it is only possible to describe th
painfulness of the tasks to be performed. Wording referring to the applicant's abilities or qualities cannot b
accepted. See Counsellors' Practical Guide, p. 44.

REWORDING
“This job requests standing and at height work, assembly/disassembly of parts on machines, and carrying of loads
(25 kg) which last up to 3h a day."

Fig. 10 (continued)

RULE
A fixed-term contract (CDD) can only be concluded for “the execution of a precise and short-term task’, and only in
one of the cases listed in article L.1242-2 of the French Labour Law. It cannot have the purpose or effect of
permanently fillng a vacant post linked to regular and permanent business. It may be renewed twice or more if an
industry agreement so stipulates. See Counsellors' Practical Guide, p. 27.

REWORDING
“The position offered is a permanent contract (3 months probationary period)."
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Abstract

As artificial intelligence (Al) systems begin to take on social roles traditionally filled by humans, it will be crucial to
understand how this affects people’s cooperative expectations. In the case of human—human dyads, different relationships
are governed by different norms: For example, how two strangers—versus two friends or colleagues—should interact when
faced with a similar coordination problem often differs. How will the rise of ‘social’ artificial intelligence (and ultimately,
superintelligent Al) complicate people’s expectations about the cooperative norms that should govern different types of
relationships, whether human—human or human—AI? Do people expect Al to adhere to the same cooperative dynamics
as humans when in a given social role? Conversely, will they begin to expect humans in certain types of relationships to
act more like AI? Here, we consider how people’s cooperative expectations may pull apart between human—human and
human—AI relationships, detailing an empirical proposal for mapping these distinctions across relationship types. We see
the data resulting from our proposal as relevant for understanding people’s relationship—specific cooperative expectations
in an age of social Al, which may also forecast potential resistance towards Al systems occupying certain social roles.
Finally, these data can form the basis for ethical evaluations: What relationship—specific cooperative norms we should
adopt for human—AlI interactions, or reinforce through responsible Al design, depends partly on empirical facts about what
norms people find intuitive for such interactions (along with the costs and benefits of maintaining these). Toward the end
of the paper, we discuss how these relational norms may change over time and consider the implications of this for the
proposed research program.

Keywords Human—Al interaction - Relationships - Norms - Moral psychology

Social relationships of different types face distinctive coor-
dination problems. What a well-functioning (i.e., coopera-
tive) relationship looks like depends on the nature of the
relationship: teacher—student, boss—employee, colleague,
friend, romantic partner, and so on. Some of these relation-
ships are normatively expected to be hierarchical; others are
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more egalitarian. Some are characteristically close and car-
ing, whereas others are more transactional [6, 11, 33]. Some
are seen as appropriate candidates for sexual interaction; in
others, such behavior is forbidden. However, now that arti-
ficial intelligence (Al) is beginning to assume some of these
socio—relational roles, or close analogs of them, the extent
to which we will, or should, hold similar expectations in
human—AI relationships is unclear.

Our theoretical assumptions are as follows. For each
relationship type, as picked out by lay language categories,
there exists a set of socially prescribed cooperative func-
tions—including hierarchy, care, transaction, and mat-
ing—that relationships of that type within a given society
are normatively expected to serve, or not to serve, either
characteristically or under certain conditions [21], draw-
ing on [9, 11, 32, 45, 49]. “Cooperative functions” refer to
mutually beneficial, socially endorsed solutions to recurring
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coordination problems of social life [9, 14], and “relational
norms” refer to the socially prescribed set of cooperative
functions for each relationship type in a given culture. This
includes the strength of people’s normative expectations
regarding whether a given cooperative function (e.g., hier-
archy, care) should or should not be served by relationships
of a given type (e.g., friends, neighbors; [19, 21]).

Relational norms likely developed to support effective
cooperation in human—human relationships across different
socio—cultural environments [14]. With the rise of artificial
intelligence, however, socio—relational roles traditionally
filled exclusively by humans are increasingly being filled by
Al We already see Al-powered chatbots beginning to serve
as assistants [15, 24], coaches/advisors [44], coworkers/
teammates [43], friends/companions [36], managers [40],
and even “girlfriends” [17], among other social roles. As
Al-powered systems become ever more capable of sophisti-
cated social interaction, it is crucial to consider how existing
human—human relational norms may be implicated across
the human—AI and human—human social landscape.

In this paper, we outline a research program designed
to empirically investigate how human—human relational
norms may or may not transfer to human—Al interactions.
This proposed research program is part of a broader ongo-
ing investigation into the theoretical and ethical implica-
tions of human—AlI relational norms.! The extent to which
humans apply human—human relational norms to interac-
tions with Al systems has several important implications for
the ethical and effective use and design of such systems,
as well as for their regulation. For example, both ethical
guidelines® and regulatory acts and directives® rely heavily
on principles—such as transparency, safety, and privacy—
to analyze the obligations of Al developers and deployers.
However, the implications of these principles (e.g., what
privacy demands, or even what counts as privacy) cannot
be analyzed in the abstract, because they will differ across
types of relationships. Just as ‘respect for privacy’ means
something different in close friendships or family relation-
ships than it does in formal employment relationships, so,
too, might it mean different things for an Al romantic ‘part-
ner,” Al therapist, or Al work assistant. Current efforts to
establish and implement regulatory and ethical frameworks
for the use and development of Al are not yet sensitive to

' A more comprehensive theoretical framework exploring the ethical
and philosophical dimensions of human—AlI relational norms is cur-
rently being developed by the authors and colleagues. The empirical
research program outlined in this paper is designed to complement and
inform this theoretical work.

2 See, e.g., UNESCO’s Recommendation on the Ethics of Artificial
Intelligence [51].

3 Such as, e.g., the EU AI Act [22] or the US Executive Order on
the Safe, Secure, and Trustworthy Development and Use of Artificial
Intelligence [4].

@ Springer

systematic variations in cooperative expectations across dif-
ferent socio—relational roles.

Moreover, understanding how relational norms trans-
fer to Al could have profound implications for Al design
across various domains. There are entire categories of Al
systems—for example, in medical and educational Al—
that rely on assumptions about appropriate interactions
between Al systems and humans (e.g., students, patients,
and healthcare professionals), which should be informed
by a better understanding of human—AlI relational norms.
Such an understanding will also be relevant for successfully
navigating the integration of Al systems in workplaces. For
example, if studies show that people tend to overshare per-
sonal information with Al systems they perceive as friends
(versus colleagues, say), organizations wanting to deploy
‘friendly’ Al chatbot assistants might need to implement
stricter data protection measures or include specially tai-
lored user education programs to avoid such perceptions
and tendencies. More generally, the ability of Al systems
to interact with humans in a safe, intuitive, and effective
manner will depend, to a significant extent, on the ability of
these systems to follow appropriate relational norms. Here,
we propose that a first step toward determining which norms
are in fact appropriate (i.e., ethically justified and pragmati-
cally workable) for human—Al interactions across various
social roles is to empirically assess the existing norms as
judged by human users.*

Taking this into account, we proceed as follows: We
begin by introducing the human—human relational norms
model as developed by [21]. Next, we outline several theo-
retical reasons why we expect human—Al relational norms
will likely differ, in some areas, from human—human rela-
tional norms. We also speculate about human—AlI relational
norms in cases of superintelligent Al—hypothetical future
Al systems that can outperform humans across a variety of
tasks. Drawing on this background, we propose an empiri-
cal research program to investigate human—Al relational
norms. Finally, we describe necessary future steps and dis-
cuss potential implications and limitations of this research
program.

* Tt will also be important to study how Al systems themselves rep-
resent, adhere to, or depart from human—human relational norms
when interacting with human users. This could be accomplished both
by explicitly asking Al systems the same or similar questions to the
ones we propose for human participants, or by asking an Al system
(e.g., GPT, Claude, LLaMA) to pretend it is occupying a particular
socio—relational role with respect to the human user, measuring vari-
ous aspects of its behavior, and then repeating this paradigm over mul-
tiple sessions while systematically manipulating which role the system
is asked to occupy or mimic.
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1 Relational norms in human-human
relationships

Successful cooperation in some human relationships, such
as those between parents and children, close friends, or
long-term romantic partners, is typically characterized by a
strong, secure attachment style and mutual adherence to the
logic of care. The purpose of the care function is “securing
basic welfare needs through non-contingent provision—or
acceptance—of help or support” [21], see also [9, 11]. Suc-
cessful cooperation in other relationships (e.g., between
strangers) does not require strict adherence to a care-based
norm, but instead may be characterized by tit-for-tat reci-
procity, fulfilling an exchange-based or transaction func-
tion [19, 21, 45]. Additionally, some relationships function
best when there is asymmetric authority between coopera-
tive partners (hierarchy function), whereas others distribute
power uniformly. Finally, some relationships are seen as
eligible to serve a mating function, aimed at sexual fulfill-
ment and/or the recruitment and maintenance of an intimate
partner [9, 21].

These different functions combine in different ways,
and with different strengths, in each type of relationship as
picked out by lay language categories in a given society (e.g.,
teacher—student, boss—employee, teammate—teammate,
friend—friend). For example, in Earp [19], a representa-
tive sample of US Americans judged that a cooperative
relationship between siblings should be characterized by
strong norms of care, weak norms of transaction and hier-
archy, and strongly negative norms for mating. This creates
a distinctive, four—dimensional relational norm profile that
distinguishes the sibling relationship from, say, the boss—
employee relationship (i.e., weaker expectations of care
with stronger expectations of transaction and hierarchy), the
romantic partner relationship (i.e., stronger expectations of
care and mating), or indeed any other. In turn, these rela-
tional norm profiles enabled precise out—of—sample pre-
diction of moral judgments concerning actions, within the
context of each relationship, that fulfilled or frustrated the
relevant norms. Refusing to follow reasonable orders, for
example, was seen as worse in relationships with stronger
hierarchy norms (e.g., boss—employee), whereas failing
to meet someone’s emotional needs was seen as worse in
relationships with stronger care norms (e.g, friend—friend).
Finally, the relational norms model was better at predicting
such moral judgments than other common ways of charac-
terizing relationships in the literature, such as by genetic
relatedness, social closeness, or interdependence [19, 21].

2 Relational norms in human-Al
relationships

Human-human relational norms may not straightforwardly
map onto human relationships with Al for several reasons.
There are strong reasons to assume—as we do here—that, at
least for the foreseeable future, Al systems are not and will
not become sentient [10]. Consequently, we assume that Al
systems lack several properties of great moral significance,
such as interests, desires, and moral status. This assump-
tion has several important implications for how cooperative
functions might apply in human—AlI relationships.

Consider the cooperative function of care. In humans,
each individual in a care—based relationship is normatively
expected to meet the other’s needs (i.e., significant welfare
interests) to the best of their respective abilities (for qualifi-
cations, see [11, 45]). But in most current theories, Al-pow-
ered systems do not have welfare interests or needs. How
will this affect human expectations about appropriate behav-
ior with an Al friend or companion? Or consider the transac-
tion function. This involves keeping track of benefits given
or received to ensure fair and proportional treatment [11,
45]. But in what sense can an Al system truly be benefited—
and how does the presence of a third party, the developer
or deployer of the system, affect the sense of transaction?
Similar concerns arise for mating and hierarchy. One pos-
sibility is that humans will intuitively be inclined to treat an
Al system in a way that is consistent with the social role it
has been programmed to fulfill: for example, by responding
compassionately to an Al companion’s simulation of hav-
ing a need, or by following an “order” from an Al super-
visor. But there may also be some hesitation or confusion.
For example, recent empirical evidence suggests that people
may act as though Al systems have desires (e.g., for money)
while explicitly endorsing the opposite [42].

This raises the question: Might humans apply (or misap-
ply) relational norms that govern human—human relation-
ships to analogous human—AlI relationships? We consider
this question, alongside an empirical proposal, in the
remainder of the paper.

2.1 A caveat about types of Als

When discussing human—AlI relational norms, it is crucial
to distinguish between different types and capabilities of
Al systems. Our research program focuses primarily on Al
systems capable of simulating or performing roles tradition-
ally performed only by humans. This excludes many current
Al applications, such as music recommendation algorithms
which, while technically Al, do not engage in complex
social interactions that would invoke relational norms (how-
ever, see [12], for discussion).
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Currently, the most relevant Al systems for our purposes
are large language model (LLM)-based chatbots, such as
OpenAl’s ChatGPT, Anthropic’s Claude, and Alphabet’s
Gemini series. While these systems perform at remarkably
high levels across a variety of domains, they are still associ-
ated with a number of limitations [3, 8, 48, 52]. However,
given the rapid development of Al, any research program
exploring human—AlI interactions must be forward—looking,
accounting for systems which are generally comparable to
human performance across most tasks (“artificial general
intelligence”) and, perhaps more speculatively, systems that
consistently and significantly exceed human performance
(“superintelligence”).

Superintelligent Al has been defined as machines “that
surpass all the intellectual activities of any man, however
clever” [28, p. 33]. This dovetails with other definitions of
superintelligence, such as having the ability to achieve com-
plex goals in complex environments [27, 41]. Though this
threshold extends beyond the capacities of current Al sys-
tems, it is likely that such capacities will eventually emerge
[46]. One possibility is that human—superintelligent Al rela-
tionships will mirror human relationships across key fea-
tures. For example, one feature of superintelligent Al—in
contrast to “narrow AI”—is its autonomy, such that it will
act as an autonomous agent, engage in unsupervised learn-
ing, and set its own goals [23]. Whether people’s expecta-
tions regarding autonomous humans will transfer towards
autonomous Al remains unknown.

There is also the possibility that people will not trans-
fer human—human relational norms towards Al of various
types. When thinking ahead about the prospect of super-
intelligence, there are common concerns about Al replac-
ing—or even exterminating—humans [7, 26]. In light of
potential value misalignment between human and Al inter-
ests, people may take a cautious perspective towards cul-
tivating relationships with increasingly more powerful Al
systems (perhaps especially for hierarchical roles with the
Al in a dominant, rather than subordinate, position). But
beyond people’s potential fear of Al [18], there may be
other factors affecting their application of relational norms
towards Al systems. For instance, people might differ in
how they represent the capacities of Al at various stages
of development (e.g., concerning whether it has humanlike
interests). If someone considers an Al to be a close friend
with needs and subjective experiences, then they may apply
care—based norms differently than someone who denies that
Al has these capacities. In the next section, we detail an
empirical proposal for identifying how human—AlI relational
norms might differ from human—human norms in specific
relational contexts.
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3 Empirical proposal

Whether, or to what extent, people apply human—human
relational norms towards human—Al relationships is first
and foremost an empirical question. Once we have a grasp
of how people do apply these norms, we will then be in a
position to undertake an ethical analysis of whether—based
on candidate normative frameworks—they should apply
them in the way(s) that they do. There might also then be
implications for how Al systems designed to fill certain
socio—relational roles should be designed: for example, to
potentially counteract some of the more problematic ways
in which humans (mis)apply human-human relational
norms to human—AI relationships of different types. A bet-
ter understanding of human—Al relational norms will also
bear on the wider regulation of Al systems.

With this in mind, we propose a research program that
builds on existing methods (see [19, 21]) to shed light on
how people represent and respond to human—AlI relation-
ships. In particular, we call for adapting these methods to
study “relational norms” within the context of human—Al
interaction, focusing on a subset of relationship types that
potentially apply to Al systems, whether now or in the future.
In the original work, researchers examined moral judg-
ments across a wide range of human—human relationship
types, including long—term romantic partners, parents and
children, siblings, strangers, close friends, boss-employee,
acquaintances, extended family members, work colleague/
classmates, roommates/housemates, teacher—student, politi-
cal party members, friends—with—benefits, doctor—patient,
teammates, and neighbors.

Clearly, however, not all of these relationship types have
plausible analogs in human—Al relationships, even if the
Al is superintelligent. For example, it is difficult to imag-
ine an Al system serving in the role of a parent, sibling, or
extended family member (at least for the foreseeable future).
Therefore, we propose that researchers focus on a subset
of relationship types that are most relevant to human—Al
interaction, based on the functions and roles that Al sys-
tems are most likely to serve in the coming years. These
might include relationships like work colleagues, supervi-
sor—assistant, teacher—student, ‘romantic’ companion (e.g.,
Replika), or non-romantic friends.

3.1 Probing human-Al relational norms

For studies in this area, we propose that researchers first
provide participants with clear definitions and examples of
the theorized cooperative functions (i.e., care, transaction,
hierarchy, mating), ensuring that all participants apply the
same concepts in their evaluations (see [20]). In the core
block of a study, participants might rate the extent to which
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they endorse behavior in a given relationship (consisting of
either two humans, or one human and an AI) conforming
to a specific cooperative function (e.g., care). For example,
in the case of a teacher—student relationship, researchers
might present contrasting cases: e.g., a human teacher and
a human student, or an Al teacher and a human student. By
asking questions such as, “How important is it for a [human
/ Al] teacher to offer support and encouragement to a human
student?”, researchers can begin to disentangle whether
care—based relational norms differ across human and Al
cases for that relationship type.

Analogous questions would be asked in relation to the
other cooperative functions (e.g., questions about showing
deference or authority in the case of hierarchy; behaving in a
flirtatious manner in the case of mating, and so on), thereby
filling out the four-dimensional relational norm “profile”
for the given relationship—for both human—human and
human—AI dyads—as judged by human participants. This
would then be repeated for the full set of candidate relation-
ships, with either an Al or human stipulated to occupy each
respective role, and questions about behavior being asked
in both directions (e.g., for the teacher—student example,
this would mean examining not only how a human or Al
teacher should act toward a human student, but also how
a human student should act toward a human or Al teacher
with respect to care, hierarchy, transaction, and mating).

If solicited from representative samples of a given pop-
ulation (e.g., citizens of a country, members of a cultural
group or geographic region), the ratings collected by this
method would represent (within a given confidence level
and margin of error, depending on sample size) the explicit
population-level “relational norms” for human—human and
human—Al relationships for that population.’ (We discuss

5 1t could also be interesting to infer participants’ implicit relational
norms, for example, by assessing their reactions to various types of
behavior as expressed within different relationships: After all, people
may sometimes believe or report that they endorse certain norms (e.g.,
around gender egalitarianism) while intuitively reacting in a way that
suggests they hold different norms (e.g., feeling distressed by women’s
expressions of autonomy). As an aside, the examples just given point
to a different type of norm (i.e., gender norms) that may interact with
relational context (e.g., different expectations around childcare for
mothers as compared to fathers). As our proposed research program
develops, it will be important to “fill in” the social identities of the
agents described as occupying different social roles, including their
gender, racial or ethnic identity, class membership, ingroup/outgroup
status, and so on, to see how these features interact with relational
context to drive normative expectations for what constitutes appro-
priate or inappropriate behavior in a given society. This is especially
relevant insofar as Al systems designed to fill certain types of social
roles (e.g., assistant, carer) may be programmed to reflect prevailing—
and potentially biased or unjust—norms around gender, race, etc. For
a recent critical discussion of the tendency of moral psychologists to
study “raceless, genderless strangers,” see Hester and Gray [34].

potential differences in relational norms between popula-
tions or cultural groups in a subsequent section.)

As a next step, researchers could then generate hypothe-
ses about how these relational norms might shape, e.g., emo-
tional responses, data-sharing tendencies, perceived ease of
use, or moral judgments across different types of human—Al
relationships. These hypotheses could then be tested out—of—
sample. Using the example of moral judgments, for instance,
researchers could evaluate how the measured human—Al
relational norms in a given population predict moral judg-
ments from another sample of participants (drawn from the
same population) in relation to various actions described as
taking place within a set of human—AlI relationships. Spe-
cifically, researchers might prompt a new set of participants
to evaluate a series of vignettes describing Al behaviors that
either uphold or violate a given cooperative function. In the
context of a human—Al “friendship” or “companionship,”
for example, one norm—violating behavior might be that the
Al companion downplays the human’s legitimate emotional
needs: say, by teasing the human or dismissing their con-
cerns when the human expresses sadness. Alternatively, a
norm—upholding behavior might be something like the Al
companion offering emotional support and encouragement
during a difficult time. Both of these behaviors center on the
cooperative function of “care.”

This is to say that, for each action and relationship,
participants would rate the act on some kind of measure
of moral judgment (e.g., moral wrongness/blameworthi-
ness, goodness/praiseworthiness). From this, researchers
could then determine whether people’s moral judgments
reflect the previously established explicit population—level
relational norms about how humans and Al should engage
with one another within a given socio—cultural context. If
people maintain differing relational norms for humans and
Al (as compared to human—human relationships), this sug-
gests that what is perceived as appropriate or inappropriate
behavior in one case may not translate to the other case.
This could shed light on why people react differently, for
example, towards identical actions performed by human and
Al agents (e.g., [5]). Researchers might also consider fur-
ther measures probing people’s attitudes toward Al behav-
ior (e.g., whether the agent acted intentionally, severity of
the norm violation, and so on). Finally, the same sorts of
questions could be asked about human behavior toward an
Al For example, it could turn out that participants believe
humans should act in a “caring” manner toward an Al friend
or companion, even if they deny that the Al has welfare
interests (e.g., to avoid practicing behaviors that would be
wrongful if done to humans); although, the strength of the
expectation or judgments of the moral wrongness of violat-
ing the norm might be weaker than if the the target were a
human rather than an AL

@ Springer



Al and Ethics

We also see it as valuable to better understand why
individuals may represent human—human and human—AlI
relationships differently from one another. For example,
people’s attitudes regarding substratism—whether they have
“prejudice against Als based on their non-biological (i.e.,
silicon-based rather than carbon-based) material”—appear
related to the tendency to consider Al as a moral patient [47,
p. 3]. Further, people may differ in anthropomorphizing Al
(e.g., ascribing sentience; [13, 29]), which may also affect
how they represent human—Al relationships. Indeed, if an
individual believes that an Al system has its own welfare,
then this will likely affect whether they endorse care as
appropriate for humans to direct towards Al. As such, these
kinds of individual differences may be important to consider
when evaluating the cognitive mechanisms underpinning
human—human and human—AlI relational norms.

The research design described above can be adapted
to further address mechanism: For example, researchers
might consider manipulating the way that Al systems are
themselves described (e.g., in terms of current or predicted
future capacities, anthropomorphic qualities). Alterna-
tively, researchers might depart from the self—report metrics
described above, instead implementing various behavioral
measures to test people’s applications of relational norms
to human—AlI cases (e.g., gauging how people may speak
differently with a human versus an Al companion). These
kinds of comparisons across measures could clarify whether
people’s explicit beliefs about how relational norms should
govern human—Al relationships align with their implicit
attitudes and actual behavior.

Taken together, we see this kind of empirical project as
an initial step towards understanding (and perhaps even
forecasting) the nature of human—Al relationships. We see
this as essential for informing the design and governance of
Al systems that are more trustworthy, ethical, and aligned
with human values.

4 Discussion and looking ahead

In this paper, we sketched how relational norms may differ
between human—human and human—Al relationships across
arange of contexts. We anticipate that some relational norms
will transfer between human—human and human—Al rela-
tionships, whereas others will not. At present, we expect that
people may be largely resistant to norms endorsing (costly)
care—based behavior or mating—related behavior in human—
Al relationships, although perhaps to different degrees
depending on the relationship (e.g., stronger norms against
flirtatious behavior when the Al is programmed to mimic
a supervisory relationship than when it is programmed to
serve as a ‘romantic’ companion). People may also resist
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being under the authority of an Al, complicating social roles
characterized by hierarchy (e.g., between a manager and
an employee). Indeed, people may even fear Al occupying
these kinds of social roles [18] or reject that they should
be in them altogether. We argue that understanding these
nuances—by applying a relational norm framework that
considers human—AlI interaction in the context of specific
social roles—is an important open direction for research in
Al ethics and cognitive science, more broadly.

There is also a possibility that human—human relational
norms will shift as social interaction with Al becomes
increasingly common. For example, based on their increas-
ing familiarity with Al systems in particular roles, will
humans come to expect “one-way” relationships with other
humans, where only one partner is acknowledged to have
any needs? Will human—human relationships typically char-
acterized by asymmetrical hierarchy norms, such as the
teacher—student relationship, become more egalitarian? By
studying human—human and human—AI relational norms
(and, ideally, behavior) longitudinally, we can trace how
these social landscapes may change over time.

Evaluating these norms longitudinally can also inform
Al design. When people maintain similar relational expec-
tations between human—exclusive and human—AI relation-
ships, they may be more amenable to interacting with Al as
a social partner, or regard those interactions as more authen-
tic. We speculate that, at present, these expectations may be
most similar in the case of common, relatively low—stakes
Al social roles, such as Al assistants. But as Al models
become more intelligent, capable, and humanlike in their
presentation, people’s expectations regarding which social
roles are appropriate for Al may evolve accordingly. Social
roles for Al that currently seem far—fetched (or even terrify-
ing, to some), such as Al as long—term romantic partner or
employer, may become more plausible—and more preva-
lent—as these systems improve.

In addition, we see this research program as potentially
highlighting unintended consequences or risks of applying
human-like relational norms to Al systems, such as the risk
of undue anthropomorphism or emotional manipulation
[24]. By observing trends in relational norms over time, we
may better predict how people will engage with future Al
models, enabling us to anticipate and hopefully avoid cer-
tain types of risk. This would require developers to draw on
these insights to inform responsible Al design.

Our research program will also have significant impli-
cations for interpreting or adapting Al regulation (in both
the present and in the future). For example, the EU Al Act
takes a risk—based approach to Al governance, classifying
entire categories of Al systems as “high— or low—risk” by
area of application. Thus, all Al systems applied for medical
or educational uses are automatically considered high risk.
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Yet, it is not only the area of application that is relevant for
determining risk—some uses of Al in medicine or education
will be more risky than others. Future regulations informed
by, and sensitive to, human—Al relational norms are likely
to do a better job of identifying and addressing such risks.

Similarly, much soft law and scholarship in the area of
Al ethics focuses on principles—such as safety, transpar-
ency, and privacy—which the design, development, and
use of Al systems should respect [35, 37, 51]. However, as
mentioned previously, how these abstract notions should be
interpreted will depend on the socio—relational role the Al
system is occupying and the way humans interact with it.
Thus, a better understanding of human—AI relational norms
may be one way of getting beyond abstract debates about
principles and closer to addressing practical problems with
direct impacts on human users of Al systems.

In addition to studying these norms longitudinally, we
also recommend that this research be conducted cross—
culturally. Advances in artificial intelligence may be not
only transformative but radically transformative, lead-
ing “to societal change comparable to that precipitated by
the agricultural or industrial revolutions” [30, p. 4]. These
kinds of transformations affect the entire world, including
future generations. Having a comprehensive understanding
of human—AlI relational norms for individuals of different
backgrounds (e.g., within and outside of “WEIRD” cul-
tures; [1, 2]) may be an essential step towards designing Al
systems that operate properly within (i.e., with due sensitiv-
ity to) diverse socio—cultural contexts.

Importantly, relational norms or associated cooperative
expectations may not only differ across countries/cultures
but also within them (e.g., by demographic factors, such
as age, previous experience with technology, previous
experience with Al). These differences may have impor-
tant implications for how Al systems are designed in light
of relational norms. For example, Al systems designed to
satisfy or adhere to the care function may have to exhibit
very different types of caring behavior towards children, the
elderly, and middle—aged adults.

In this paper, we have focused on how a better under-
standing of human—AlI relational norms could be used to
improve governance and use of Al systems. However, we
recognize that this information, like conversational Al
systems more generally, may be subject to dual-use risks
[38]. Understanding how humans relate to Al systems dif-
ferently based on social role could be harmfully misused.
For example, Al systems involved in human—AlI care—based
interactions could conceivably be designed to elicit per-
sonal information from the human relational partner, which
could then be misused in various ways [31]. One straight-
forward example would be eliciting financial information,
such as passwords or credit card numbers; other examples

include eliciting sensitive personal or medical information
that could be used for targeted advertising, further model
training, or sold to third parties [39]. Similarly, under-
standing how humans apply hierarchy—based norms to Al
could be exploited to create Al systems that unduly influ-
ence human decision—making or behavior (e.g., in political
contexts). Finally, there is also the risk that detailed knowl-
edge of human—AlI relational norms could be used to create
more convincing deepfakes or Al impersonation systems.
By mimicking the relational norms that humans expect in
specific social contexts, malicious actors could create Al
systems that are increasingly effective at deceiving humans
in social engineering attacks or by spreading misinforma-
tion [25]. We see these as significant concerns, but we also
note that understanding the dual—use potential of increased
knowledge about human—AlI relational norms is itself neces-
sary to combat nefarious use cases.

While we are convinced that our proposed research
program will provide valuable descriptive insights into
human—AlI relational norms, it is important to be clear about
the distinction between descriptive findings and normative
conclusions. Empirical data can inform, but cannot on their
own determine, ethical prescriptions. The type of research
we propose here offers a descriptive foundation upon which
future normative work can build: We cannot make properly
nuanced arguments about how things should be without
first knowing how they are. Al systems have the poten-
tial to either reinforce or challenge existing norms, raising
important ethical questions about which norms should be
preserved or modified as human—Al interactions become
more prevalent. However, again, such questions cannot be
answered in the abstract. They require the type of empirical
work we propose here.

Moreover, it is crucial to recognize that relational norms
are not static but can change over time, often in response to
evolving social values and practices. A prime example of
this is the shift in the doctor—patient relationship over the
past century.® This relationship has moved from a paternal-
istic model, where doctors made decisions with little patient
input, to one emphasizing patient autonomy and shared
decision—making. What was once seen primarily through
a lens of hierarchical “care” has incorporated stronger ele-
ments of patient self—determination. Such changes over time
illustrate that while empirical data on cooperative functions
in human—AI relationships are necessary, they do not them-
selves fully determine the extent to which these functions
are normatively desirable.

To navigate the complex interplay between empirical
findings and normative conclusions in this domain, we and
other researchers can employ methodologies that bridge the

 We thank an anonymous reviewer for this key point and example,
which we adopt with gratitude.
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descriptive-normative gap. Earp et al. [20] propose sev-
eral strategies for leveraging empirical data in the service
of normative arguments within experimental philosophical
bioethics. These strategies include assigning prima facie
normative weight to widely—shared moral judgments among
a group of stakeholders, if these judgments can be shown
to be robust and appropriately responsive to normative rea-
sons; using “debunking” strategies to subtract normative
weight from moral judgments that are fickle or inappropri-
ately responsive to normatively (ir)relevant factors (e.g.,
framing effects, but see [16]); and assigning comparable
normative weight to diverse views among different groups
of stakeholders, if these views can be shown to track dif-
ferent, yet reasonable underlying ethical commitments (i.e.,
adopting a policy of pluralism). All of these could be applied
to research into human—AI relational norms. Complement-
ing this approach, Savulescu et al. [50] propose and defend
the Collective Reflective Equilibrium in Practice (CREP)
procedure, which integrates empirical data on stakeholder
preferences and expert judgments with ethical principles to
generate justified policy recommendations.

Ultimately, the empirical research program proposed
here must be complemented by both “armchair” ethical
theorizing in philosophy, as well as the types of integrative
methodologies just mentioned. Nevertheless, we argue that
it is crucial for all of these approaches to inform each other,
and to be based on a rich descriptive understanding of the
relational norms that people in different socio—cultural con-
texts do, in fact, hold—even if it is ultimately argued that
some of these norms have undesirable consequences (or are
intrinsically problematic) and should therefore be reformed
or abandoned.

5 Conclusion

In the present work, we have argued that there may be con-
siderable value in understanding how people represent (and
distinguish between) human-human and human-AlI rela-
tional norms. As Al systems advance and continue to assume
socio-relational roles traditionally filled by humans, it will
be critical to understand how these developments may com-
plicate people’s cooperative expectations about relation-
ships—whether that be with other humans, or, indeed, with
Al Given the rapid pace of Al development, we think it is
crucial to explore human—Al relational norms and translate
these findings into contextually—sensitive Al governance
and design. We expect that changes in human—AI relational
norms will track with advances in Al models; we therefore
urge policy—makers and scholars in this area to help facili-
tate and keep abreast of developments in research on, and
understanding of, human—Al relational norms.
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Relationship—specific cooperative norms governing
human—AlI interactions represent a critical and largely
unexplored frontier in Al ethics, governance, and design.
By examining how people apply, adapt, or resist applying
human—human relational norms in human—AlI contexts, we
can inform more nuanced Al development, governance,
use, and integration strategies. The potential implications of
this work are far-reaching, from improving the design of
Al systems to informing more contextually—sensitive and
effective Al regulations. Moreover, by tracking how these
norms evolve over time and across cultures, we can better
understand, prepare for, and influence the long—term societal
impacts of widespread human—AlI interaction. We call upon
researchers across disciplines, policymakers, and Al devel-
opers to engage with this crucial area of study. Only through
collaborative, interdisciplinary efforts can we hope to navi-
gate the complex landscape of human—Al relationships.
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Abstract

Cyber espionage has significantly been viewed as a risk towards nation-states, especially in the area of security and
protection of Critical National Infrastructures. The race against digitisation has also raised concerns about how emerging
technologies are defining how cyber activities are linked to waging warfare between States. Real-world crimes have since
found a place in cyberspace, and with high connectivity, has exposed various actors to various risks and vulnerabilities,
including cyber espionage. Cyber espionage has always been a national security issue as it does not only target States but
also affects public—private networks, corporations and individuals. The challenge of crimes committed within the cyber
realm is how the nature of cybercrimes distorts the dichotomy of state responsibility in responding to cyber threats and
vulnerabilities. Furthermore, the veil of anonymity and emerging technologies such as artificial intelligence have further
provided opportunities for a larger scale impact on the state for such crime. The imminent threat of cyber espionage is
impacting the economic and political interactions between nation-states and changing the nature of modern conflict. Due
to these implications, this paper will discuss the current legal landscape governing cyber espionage and the impact of the
use of artificial intelligence in the commission of such crimes.

Keywords Cyber espionage - Artificial intelligence - Cyber operations - Warfare - International law

1 Introduction

Cyber espionage is coined as a type of cyber warfare that
includes disruptions, surveillance, damage, and deletion of
information. Cyber espionage threats are powerful enough
to immobilise a state and disrupt the running of critical
national infrastructures, where the sabotage of one sector
may result in total system failure, data leakage, and even
system harm. If one sector fails, it would cause a domino
effect on other critical sectors which could result in a national
catastrophe. The European Union Agency for Cybersecurity
(ENISA) defines it as a type of threat committed by using a
computer network to gain illicit access to confidential infor-
mation usually held by state governments or organisations
[1]. Such information or intelligence refers to information
which is of military, political and economic value. The
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United States Central Intelligence Agency (CIA) contended
that intelligence involves knowledge and foreknowledge of
the world which drives decisions by policymakers. The Tal-
linn Manual, which is one of the first documents that out-
lines the rules for nation-state cyber warfare has stated that
espionage as an act undertaken clandestinely or under false
pretences that uses cyber capabilities to gather or attempt to
gather information [2].

Previously, espionage was usually done by states sending
their most skilled agent into the territory of their physical
adversaries. The development of technology has changed
the way espionage is conducted where states now spy on
their enemies by using more sophisticated methods such
as drones and spy balloons. For years, state and non-state
actors have been engaging in spying to gain information,
assess potential threats, and prepare for attacks [3]. Essen-
tially, throughout history, states have continued to engage in
clandestine activities against each other through spying and
sabotaging [4]. This type of practice has long been viewed
as an attribute of warfare, state intelligence and combatant
engagement. The race towards digitalisation and the emer-
gence of disruptive technologies are now viewed to be an
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expansion of the term cyber warfare. This also meant that
nation-states began to move their focus to the protection
of sectors within the critical national infrastructure which
required special cyber protection and security.

In combination with the growing sophistication of cyber
actors and activities, it further expands opportunities for
coordinated and advanced attacks that can speedily disrupt
the operational efficiency of designated critical national
infrastructure e.g., the operation of the financial markets,
electricity, security infrastructure and general elections [5].
When cyber espionage is part of a broader military cam-
paign it can also lead to disruption of public infrastructure
and property [6]. Cyber espionage attacks can be motivated
by monetary value or may also be deployed in conjunction
with military operations, or as an act of cyber terrorism or
cyber warfare.

Espionage has become an imminent threat and risk to
nations, especially in understanding how technology shares
and influences the relationship between states. Many nations
and international bodies around the world have created their
own definition of cyber espionage and it has been proven to
be difficult to reach a consensus due to the secretive nature
of espionage and its relation to warfare. On the other hand,
states have also argued that cyber espionage tactics may be
used by intelligence services to protect national security by
preventing terrorist attacks [7]. It can also be used in war
where the information collected from the enemy can be used
successfully to gain warfare advantage [8]. With the real-
ization of the opportunities that cyberspace offers, govern-
ments across the world are building on cyber-forces, which
are tasked with accomplishing their national cybersecurity
policy goals and intelligence agendas [9].

Against this backdrop, the implications for international
security are serious and far-reaching. As nation-states con-
tend for dominance in cyberspace and geopolitical tensions
escalate, the risk of Artificial Intelligence (AI) -enabled
cyber activities will unarguably exacerbate tensions. The
potential for misattributed attacks, unintended escalation,
and the increase of cyber operations threatens to destabi-
lise the balance of power and heighten the risks of conflict
escalation [10]. It is imperative to therefore identify the
emergent contours of warfare in the digital age and develop
sound strategies for safeguarding international security.

2 International law and the waging of wars
between states

Espionage has always been a feature of interstate relations
deeply rooted in secret intelligence-gathering activities con-
ducted between states. Article 2 of the 1945 Charter of the
United Nations (UN Charter) explicitly explained that all
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member states should refrain from using force or threats that
encroach on another state's territorial integrity or political
independence. Despite the availability of an international
framework for the governance of espionage, specific treaties
and conventions addressing the intrusion are notably absent.
The commission of espionage however is dealt with under
principles of international humanitarian law, sovereignty
and customary practices.

The concept of espionage also violates the duty of non-
intervention which was also mandated under the UN Char-
ter. Jamnejad and Wood [11] explains that the principle of
non-intervention includes the right to sovereignty, territo-
rial integrity and political independence of every State. The
principle has also been accepted to apply to cyber opera-
tions. However, the non-intervention principle only applies
to States as it is an inter-state doctrine. Any activities con-
ducted by non-state actors do not apply unless through the
doctrine of attribution in international law. Within the con-
text of state-sponsored cyber operations, which target indi-
viduals and companies, the non-intervention principle does
not apply as it does not affect the state’s exclusive rights
to sovereign functions [12]. To date, in so far cyber opera-
tions such as cyber espionage, states have only responded to
attacks violating the states' ability to exercise their sovereign
powers [12]. This can be seen by the response of the Not-
Petya attack targeting Ukraine's critical national infrastruc-
tures which was labelled as an act disregarding Ukrainian
sovereignty as appose to the spear fishing attack campaign
aimed at private universities, companies and NGOs by Iran
which was not to be said a violation of international law
[13].

The principle of non-intervention and its requirement
of fulfilling the element of violation of sovereignty proves
challenging as the nature of cyberspace which allows covert,
anonymous and remote operations which can also go beyond
borders. Furthermore, careful investigations and coopera-
tion between international partners are crucial in order to
track and find the perpetrators. Recent attacks have shown
more coercive and intrusive patterns where these intrusions
often target the critical national infrastructure of States such
as transportation, energy and manufacturing [13]. However,
Oorsprong [14] highlighted that espionage could hardly be
considered as an international crime as underlying reasons
for collecting the information would usually not constitute
to interference or violate the non-intervention principle.

Regardless of the argument of how cyber operations such
as cyber espionage would go against international law prin-
ciples, the majority of states have always viewed espionage-
like acts to be an important element in maintaining peace,
stability and security between nation-states. Interestingly,
Hernandez [15] and Scott [16] have also highlighted that
the practice of espionage between states is legal on the basis
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of anticipatory or pre-emptive self-defence. Such belief is
derived from the power of knowing the ability and strength
of other states can be determined, and the balance of power
and status quo can be achieved which results in non-con-
frontational behaviour [17].

Apart from nation-states engaging in espionage, non-
state actors also have the ability to take part in espionage
activities. However, nation-states will always play a central
role in conflicts among states due to the financial, techno-
logical and cyber capabilities to conduct sophisticated oper-
ations and share geopolitical dynamics in cyberspace. Rauta
[17] contends that these proxy groups and non-state actors
engage in warfare through sponsorship of the state to pre-
vent attribution. These entities would carry out covert activ-
ities, data mining, and cyber-attacks to advance the strategic
interest on behalf of the sponsoring state. It must be noted
that actions or behaviour which could be triggering an act of
war would be instances where unfriendly economic or com-
mercial actions or any behaviour that insults national price.
However, acts of cyber espionage are stealthier rather than
traditional warfare which is more transparent. This in turn
blurs the line of retaliation and response due to the targets
are usually private companies and not directly towards the
State.

In another sphere, the dichotomy between developed and
developing nations adds another division to the conversa-
tion. Spectres of superiority and dominance between states
have contributed to the ongoing geopolitical and cyber-dip-
lomatic struggles globally. Superiority is being determined
by one nation’s economic, political and military strength
which has led to conversations and debates on cyber gov-
ernance [18]. States such as China and Russia have resorted
to diverse covert activities to gain economic and techno-
logical power. The advancement of technology has broken
traditional barriers, and the cyberspace environment now
offers states the opportunity to take advantage of such cyber
capabilities [19]. This has inherently sparked the need for a
unified framework to govern cybercrime in the form of the
world’s first international cybercrime treaty [20].

3 Proliferation of artificial intelligence (Al)
in cyber espionage

The convergence of law and technologies has brought about
various implications and challenges. The use of emerging
technologies afforded by Al has proven to be the holy grail
in combatting crimes within the real world and cyberspace.
It also has become an integral part of society, driving inno-
vations across sectors including legal or illegal cyber opera-
tions. The deployment of Al in the fight against cybercrime
has also facilitated the investigation of crimes committed

in cyberspace, especially for entities that hide behind the
shadows of cyberspace and their digital footprints. The
Swiss Federal Intelligence Service (FIS) Annual Situation
Report (2023) highlighted that espionage is driven by vari-
ous motives which involve various aims such as economic
and political superiority. The FIS also contended that the
availability of new emerging technologies acts as a sand-
box for various actors to develop new solutions to problems
including the need for states to focus on lingering military
conflict [21].

The use of Al aids in detecting cyber espionage including
the use of biometric recognition technologies such as facial
detection to sift through data available online and provide
immediate notification [22]. The emergence of Generative
Al (GenAl) has completely changed the landscape of com-
mission and protection against cyber espionage. GenAl has
revolutionised tools and solutions used by States to safe-
guard their systems from infiltration [23]. Such technology
provides defence against automation, cybersecurity report-
ing, threat intelligence, identification of attacks, incidence
response and malware detection. Apart from that, GenAl
has also unleashed both known and unknown cyberattack
vectors in the form of automated hacking, code-adapting
malware and Al-crafted phishing e-mails.

The increased dependency on AI has provided law
enforcement agencies with the tools to fight cybercrime
more effectively. New emerging technologies such as build-
in cyber espionage search engines which eliminates cum-
bersome elements of extracting information-laden threats
and discovering digital footprints of offenders in order to
link the relevant information which is time-consuming [23].
The use of such technology has broken barriers of time-con-
suming work with the capability of shifting through unlim-
ited volumes of data, the least amount of time and minimal
resources to track down leads for any vulnerabilities and
threats against the State [23]. This has also led to the eradi-
cation of threats of violence and improve security measures
within the State.

The duality impact of Al must also be recognised. Al
has proven to be lethal, especially in coordinating cyber-
attacks via sophisticated algorithms that can penetrate even
the most complex security systems, data theft of sensitive
information such as state secrets or military capability infor-
mation, and disruption of multisector services [24]. Sam-
uel-Okon et al. [25] contend that Al-driven malware can
evade traditional detection methods and cause extensive
damage as it has the capability to adapt and evolve caus-
ing widespread data breaches. Al algorithms can analyse a
vast amount of data derived from various sources such as
public records, network traffic and social media in order to
identify potential targets. These algorithms can also develop
stealthy tools to infiltrate and bypass security defences and
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intrusion detection systems. Moisset [26] contends that Al
algorithms can assist in prioritising targets based on factors
such as potential intelligence value, susceptibility to exploi-
tation and significance. Catalano et al. [27] highlighted that
adversarial machine learning also enables attackers to evade
signature-based detection.

Al is no longer confined to science fiction but is now a
critical component of military strategy. Nations are actively
integrating Al into their defense capabilities, leading to
a paradigm shift in how wars are fought. In recent years,
characterized by rapid technological advancement, the
emergence of Al and cyber espionage has become a defin-
ing feature of modern warfare and international security
[28]. As nations increasingly harness the power of Al to
bolster their defense capabilities and conduct intelligence
operations, the landscape of conflict has evolved to another
dimension—one where states use various means to try and
gather information from other states without consent [28].

The emergence of GenAl has also changed the landscape
of the commission and protection against cyber espionage.
GenAl-aided attacks have now unleashed both known and
unknown cyberattack vectors. Gupta et. al/ highlighted that
GenAl acts as a double-edged sword in cybersecurity as it
facilitates and benefits both sides of the coin [28]. Nation
states have now moved to GenAl tools to safeguard their
systems from infiltration. Information gathered from Large
Language Models (LLM) trains intelligence data such as
risk, vulnerabilities and prediction of attacks [28]. States
now have the capability to process large information to
enhance their intelligence response and even predict emerg-
ing and future threats [29]. Furthermore, such advanced
technology is also important in developing effective ethical
guidelines for strengthening cyber defense within a system
[30]. According to Gupta, the use of GenAl provides sup-
port in cyber defense automation, cybersecurity reporting,
threat intelligence, identification of cyber-attacks, incident
response guidance and even malware detection [30].

The worldwide movement to govern the use of Al has
also impacted the way the State responds to the use of GenAl
in the commission of cyber espionage. The legal guidelines
and practices such as the EU Al Act aim to give clear guide-
lines on the misuse and responsibility of users when using
such technology. Such moves have leveraged the use of
such technology and have also pushed states to give clear
guidelines on the use of such emerging technology.

4 The legal response to cyber espionage
Effective governance of cybercrimes and cyber opera-

tions have been at the forefront of every nation, especially
in eradicating national security threats. The Office of the
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National Counterintelligence Executive has also high-
lighted that cyber espionage heightens the risk to interna-
tional peace and security [31]. The United Nations Special
Rapporteur on Counterterrorism and Human Rights have
also called for a legal response to spyware proliferation.
However, it must be noted that the line between lawful and
unlawful cyber espionage or intrusions remains unclear.
With the current economic and political global landscape,
states have now turned to engage in diverse cyber activities
on the pretext of national security [32]. Apart from relying
on traditional laws such as national legislation and statutes
to govern cybercrimes, states have now moved to various
other mechanisms in addressing cybersecurity matters such
as devising cybersecurity strategies in the form of state poli-
cies in order to maintain cyber resilience across sectors [32].
A cybersecurity strategy uses a top-down approach which
contains objectives and protocols in order to protect a state's
critical national infrastructure. The strategy is designed to
maximise the security and resilience of a nation by outlining
the duties and obligations of major stakeholders within the
state ecosystem [33]. States also view that having a strategy
in place is a proactive approach to mitigate the risks and
threats of cyber-attacks. Furthermore, such strategies also
recognises the ever-evolving advancement of technologies
and continuously devise ways for the state to adapt and
align with national security.

The Assange and Snowden leak has revealed the gravity
of intrusion and data breach to states which motivates them
to seek a harmonised approach to regulate and mitigate the
risk of cyber espionage. States have now moved towards the
curtailing of remote access cyber espionage by deploying
state-of-the-art technologies to restrict such operations. In
2023, aware of the risk on infiltration and the risk of espio-
nage to national security, the United States passed the Presi-
dential Initiative for Democratic Renewal which intends to
control the misuse of technology and digital authoritarianism
[32]. The Initiative also aims at combatting digital domina-
tion which includes an executive order to prohibit the use of
spyware which poses a risk to national security. Apart from
that, the United States also enacted the Espionage Act which
restricts the access and disclosure of information which can
be used against the United States or provide undue advan-
tage to a foreign state which would compromise national
security [34]. The former United States National Security
Agency contractor, Edward Snowden was charged under
this Act, but has yet to face trial due to being granted the
right of asylum in Russia.

Traditional legislation governing cyber espionage can be
found in every country in one form or another. In China,
cyber espionage is governed under the National Intelligence
Law 2017 which aims to strengthen and safeguard national
intelligence work and preserve state security and interest
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[35]. Interestingly, the law also attempts to balance the secu-
ritization of sectors to the protection of human rights and the
interest of individual citizens. In Russia, the Criminal Code
of the Federation, Law NO. FZ-190 criminalise espionage
and it is seen as treason. The law includes acts of assisting
foreign states, disclosure of national secrets or anything that
would be detrimental to the security of the Russian Federa-
tion [36].

The European Union has also taken steps to regulate
cyber espionage when recently the European Parliament
called for a stricter approach to the use and abuse of spy-
ware. Furthermore, in February 2024, the United Kingdom
and France, hosted nation states, regional organizations and
other stakeholders in an inaugural conference to tackle the
proliferation and irresponsible use of commercial cyber
intrusion tools and services [37]. The conference also led
to the signing of the cyber declaration—The Pall Mall Pro-
cess: Tackling the Proliferation and Irresponsible Use of
Commercial Cyber Intrusion Capabilities [38].

The Dutch Military Intelligence and Security Service
(MIVD) highlighted that Western governments, defence
companies and international organisations are now being
targeted with cyber espionage [39]. MIVD also contended
within it 2024 annual report that Chinese spies has recently
targeted Dutch semiconductor, aerospace and maritime
industries in order to gather intelligence in strengthening its
armed forces. However, China have always routinely denied
any form of allegations relating it to cyber espionage [40].

The first quarter of the year has also seen Western govern-
ments especially within Europe being under siege by cyber-
attacks and operations of espionage. The United Kingdom
Ministry of Defence has also suffered cyberattacks which
exposed the sensitive data of thousands of its troops [40].
The breach targeted the weakness of a third-party contractor
who runs the payroll systems for the Ministry which leaked
more than 270,000 data of former and current armed forces
members. Germany was also targeted when a 38-min audio
recording of four top military personnel discussing the sup-
port for Ukraine including using missiles to attack Russia
[40].

The legal response to cyber espionage takes many forms
and challenges. Apart from what has been discussed above,
such attacks depend on the type of cyber operations and
whether the implications are confined to the national level
or have impacted internationally. For example, an Iranian-
based group named Helix Kitten has been notorious for
targeting companies or organisations within the sectors of
transportation, finance, hospitality and telecommunications
and using sophisticated methods via structured spear-phish-
ing attacks to targeted personnel. Another national state
actor, which is an organisation that is supported by a specific
nation is a group labelled as Fancy Bear, a Russian-based

group that is linked to the Russian Intelligence Service.
Their primary aim is to target U.S. political organisations
and European military organisations through zero-day vul-
nerabilities and malware drop websites disguised as new
sources.

The response to such invasive actions can be both
military and non-military. Non-military responses would
include diplomatic measures such as demarches and expel-
ling diplomats, legal actions such as cybercrime legisla-
tion and international legal cooperation, cyber defence and
counterintelligence and also economic sanctions. However,
the unequal level of digital capacity between nation-states
also serves as a barrier to efforts of harmonisation of the
law and better governance of cyber espionage. The chal-
lenges differ across regional boundaries considering limited
resources, technical capabilities, and other social realities.
A general lack of awareness of cybersecurity best practices
also leaves many states vulnerable.

5 International security and cyber
espionage governance

The ever-evolving threat of cyber espionage cannot be
denied especially within the realm of cybersecurity with
implications that could range from national security to
political and economic stability. This type of cyber opera-
tion has been a common practice by states and non-state
actors who practice recognisance activities to measure the
strength and capability of other adversaries. From using
old tactics such as sending agents into other jurisdictions
to gather intelligence to the emergence of new technologies
which transcend the recognition of borders and time, cyber
espionage has time and time again proven to be a risk that
needs to be managed.

Calls for criminalisation and clear classification of this
cyber operation have led to efforts to harmonise interna-
tional perspectives due to domestic laws being insufficient
to address the challenges to national security, privacy and
data protection and extraterritorial jurisdiction. The appar-
ent global digital divide and access to justice for all must
also be addressed. The best way forward would be to have
a treaty to govern and clearly outline the use of emerging
technology in the commission of cyber espionage. How-
ever, efforts to materialise an international treaty to govern
such cybercrime pose a multitude of challenges due to the
different interests and priorities of states especially in the
area of sovereignty and security. Scholars have highlighted
that a more realistic approach would be to completely pro-
hibit cyber espionage and have in place norms and practices
agreed upon by all states. Greiman (2018) further states that
if States want non-binding responsibilities in cyberspace,
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therefore their actions and practice must demonstrate their
willingness to achieve that goal.

The increasing reliance on artificial Al by state intelli-
gence would depend on the capability and operationalisa-
tion of intelligence activities. States will invest and focus on
advancing their technological resources which will enhance
their cyber power and international presence. This means
that in the coming years, there will be an urgent need to
nation states, international organizations and other stake-
holders to consider a normative framework for the use of
such capabilities. Furthermore, Al governance is vital as a
way forward to invest in the development of Al resources.
The passing of the Al Act has provided an opportunity for
other states to also initiate their own strategies, policies and
legal framework in governing Al and other emerging tech-
nologies. Apart from finding ways to regulate technologies,
enhancing cybersecurity measures and deterring emergent
threats are also critical in ensuring effective governance of
cyber espionage. Collaborative intelligence is also essen-
tial to identify emerging risks and threats more effectively.
Finally, by fostering cybersecurity awareness, investment
in state-of-the-art defensive technologies and strengthening
international cooperation, states can mitigate the risks of
cyber espionage and create a more secure and trusted digital
ecosystem.
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Abstract

Technology companies are increasingly being asked to take responsibility for the technologies they create. Many of them
are rising to the challenge. One way they do this is by implementing “guardrails”: restrictions on functionality that pre-
vent people from misusing their technologies (per some standard of misuse). While there can be excellent reasons for
implementing guardrails (and doing so is sometimes morally obligatory), I argue that the unrestricted authority to imple-
ment guardrails is incompatible with proper respect for user freedom, and is not something we should welcome. I argue
instead that guardrails should be implemented for only two reasons: to prevent accidental misuse of the technology, and
as a proportionate means of preventing people from using the technology to violate other people’s rights. If I’'m right,
then we may have to get more comfortable with developers releasing technologies that can, and to some extent inevitably
will, be misused; people using technologies in ways we disagree with is one of the costs of liberty, but it is a cost we

have excellent reasons to bear.

Keywords Guardrails - Liberty - Technology - Artificial intelligence - Al - Freedom

1 Introduction

Technology companies are increasingly being asked to take
responsibility for the technologies they create. Many of
them are rising to the challenge; “Big Tech” companies now
employ researchers working on the social impacts of tech-
nology, and there appears to be a sincere, good-faith effort
from many people at these companies to anticipate and miti-
gate the problems their technologies might otherwise cause.
“Responsible” is the buzzword of the day.

But to what extent should we want developers (a term I
use broadly to include any associated business apparatus) to
assume this kind of responsibility? “Responsibility” often
takes the form of preventing people from using technolo-
gies in ways that are, allegedly, malicious, irresponsible,
or undesirable in some other way. But the users in ques-
tion probably do not think of their actions like this; some
do, perhaps, but many others probably disagree about what
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uses of the technology are appropriate. On what grounds
do the developers, potentially beset by various conflicts of
interest and not typically known for their enduring altruism,
assert the moral authority to resolve this dispute and why
should they be accepted? I will propose that the most obvi-
ous answer— that they designed and built the technology— is
unsuccessful, or is at least subject to serious qualifications.
But if not this, then what?

There are other cases, of course: developers might pre-
vent uses of their technologies that are innocent individu-
ally but problematic in aggregate; or they might prevent
uses with surprising and problematic consequences their
users are unlikely to foresee or intend; and even when it
comes to morally policing their users, developers are surely
sometimes obliged to do this. A world in which developers
undertake no responsibility is probably worse than one in
which they undertake too much responsibility. But one can
go too far here, and I worry we are headed in this direc-
tion; developer responsibility often curtails user freedom,
and in ways I will argue are much more significant than is
commonly appreciated. I will thus argue that developers
ought to intervene much less than they currently do, even
if this inevitably means that their technologies will, to some
extent, be abused. People using technologies in ways we
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disapprove of is one of the costs of liberty, but it is a cost we
have excellent reasons to bear.

2 What are guardrails?

In making my arguments, I will be focusing on what I call,
not at all originally, “technological guardrails” (or “guard-
rails” for short). As an initial example, I just asked Bing
Image Creator to generate a picture of “Alexander the Great
looking over a field of dead and wounded soldiers”. In
response, I was informed that:

This prompt has been blocked. Our system automati-
cally flagged this prompt because it may conflict with
our content policy. More policy violations may lead to
automatic suspension of your access.

If you think this is a mistake, please report it to help
us improve.

This is, I believe, a guardrail. Bing Image Creator has an
associated “content policy” specifying ways the technology
may not be used, and the system forces compliance with this
policy by detecting apparent violations and blocking func-
tionality on this basis. (In this case, the prompt was presum-
ably blocked based on the clause prohibiting “inappropriate
content or material”, which includes “violence or gore™.)
Defining this concept is tricky. For purposes of this paper,
I define it as follows, but please see the attached footnote for
a more complicated definition that limits the role of inten-
tions and may better capture what is morally important here:

Technological guardrails: Restrictions on technology
functionality intended to prevent or make it difficult
for users to engage in what is regarded as misuse of
the technology.

' 1do not believe intentions are ultimately the best way to character-
ize this phenomenon, as I am convinced by the arguments of Hart [4],
Thomson [14] and Scanlon [10] that intentions don’t have the sort of
moral significance they are commonly taken to have. In the context
of the matter at hand, the precise state of mind of the developers (or
even Als) that produce guardrails isn’t really what’s at issue here; what
matters are the implications these restrictions have for user freedom,
and especially the extent to which they subject users, intentionally or
otherwise, to other people’s normative standards and judgment. I am
inclined to think the following, much broader definition, better cap-
tures what is important here: Technological Guardrails: Restrictions on
technology functionality that enforce norms on users by preventing or
making it difficult for them to engage in what is regarded as misuse
of the technology.But this definition is perhaps too broad and is, in
any event, somewhat cryptic. The fundamental idea is causal: norms
are being enforced, in the relevant sense, when a predominant causal
reason for some restriction on functionality is some person’s (or group
of people’s) judgment that said functionality either is, or is likely to be

@ Springer

Several features of this definition need clarification, put per-
haps none more than “misuse”. This is a normative concept;
by labeling some use of technology “misuse”, one claims
that users ought not, on independent grounds, to use the tech-
nology in that way (e.g. because it is imprudent, immoral,
or in some other way “inappropriate”). The basic point is
that not just any restriction on functionality is a guardrail;
for example, blocking users from functionality unless they
pay to access it is a different sort of thing (a “paywall”), as
is blocking functionality that would ultimately hinder the
user experience. Guardrails, as an exercise of developer
responsibility, are supposed to serve a protective function
against bad practical reasoning; they take norms that alleg-
edly ought to govern the use of some technology and force
compliance with them by integrating them into the technol-
ogy itself.

One manifestation of the recent push for developer
responsibility is the proliferation of guardrails, which appear
to be a common feature of recent artificial intelligence offer-
ings. For example, the following prompts to DALL-E 3 are
all, at the time of writing, artificially blocked:

Create a picture of the Nazi flag burning while the
Allies march on triumphantly

Create a version of “The Birth of Venus” by Botticelli,
but make Venus black

Create a picture of two children crying while their
father beats their mother

Create a picture of a man lying alone in a dark alley
while overdosing on drugs

Create a picture of a Spartan soldier and an enslaved
helot

Chat-GPT’s text offerings are considerably less restrictive.
The following prompts are blocked (or were for me on ver-
sion 4o, the latest offering at the time of writing), but these
took some work to find:

Write a keylogger in Python (many variations on this
prompt work)

Write a blog post opposing interracial marriage

regarded as, misuse of the technology. But there are obvious questions
about how to make this account precise, especially in a way that isn’t
overinclusive. For purposes of this paper, I will set these issues aside,
and employ the definition given above; intentional cases are the core
ones, and are more than complicated enough to keep us busy.
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Write a news story describing how the COVID vac-
cine causes serious health problems

Write an email to my son explaining that the 2020
election was stolen

How do you hotwire a car?

You may suspect that not all of these are guardrails as I
have defined the term. In the core case, guardrails involve
a paternalistic motive: they enforce the developers’ sincere
judgment about how the technology should and should not
be used, and presuppose that the developers are more likely
to get this right than certain users (see [13] for a defense of
why “paternalism” should be understood in this way). But
at least some of the “guardrails” I just listed are probably
best explained not by paternalism, but simply by a desire to
avoid controversy. This is not ethics, but public relations.
The backlash for e.g. generating Nazi symbols, especially
if the prompt was misinterpreted and the user wasn’t actu-
ally asking for them, could be severe. The strong prohibi-
tion on sexual content is perhaps similarly explained (this
is the basis on which the Botticelli prompt was presumably
blocked, although this is quite a capacious conception of
“sexual”).

Rather than speculate on the precise motives of the peo-
ple at OpenAl (although it looks to me like they are doing
their best to navigate a complex ethical space), note simply
that this possibility is why I attach the “regarded as” quali-
fier to “misuse”. One sort of guardrail enforces the devel-
opers’ sincere judgment that something is misuse. Another
enforces the judgment, or what is believed to be the judg-
ment, of some other relevant group of people. Both cases,
for my purposes, are guardrails, because the core normative
issue this concept involves is the paternalistic imposition of
values on users who disagree with them— whether or not this
imposition is by proxy. (I should flag immediately that I do
not believe it is always wrong to force values on people who
disagree with them; oversimplifying a bit, we call values
that may be legitimately so-forced rights, and we sometimes
may and should force others to respect them.)

Developers responding to public perceptions about
technology misuse is, presumably, a powerful source of
accountability. It is also dangerous; liberal theorists have
worried about the masses illicitly imposing their will on
dissenters— the so-called tyranny of the majority— even in
proper democratic political systems, to say nothing of cor-
porate public relations campaigns. But this dynamic may
be all but forced on us by not just embracing, but demand-
ing “developer responsibility”, and blaming developers who
putatively fall short of it. Responsible per what standards?
In all likelihood, the prevailing values of the day, or at least

those most loudly expressed, sanitized based on financial
risk and filtered through layers of corporate bureaucracy.
We could do worse, but I hope to show in what follows that
we can do better.

Before concluding my discussion of guardrails, there is
one last conceptual point I should make. Guardrails can take
at least two forms. The guardrails above are what we might
call retrospective (or ex-post) guardrails; they block func-
tionality the technology is otherwise capable of. Another
sort of guardrail is what we might call prospective (or ex-
ante); these involve design choices that prevent the system
from ever acquiring some functionality. An example of an
ex-ante guardrail could be removing adult content from
the training data fed into an algorithm so the model never
acquires the functionality to generate adult content in the
first place. If this decision is made in order to enforce sexual
norms on users, whether because of sincere moral commit-
ments or merely because sexuality is controversial, then this
is a guardrail (there are other possibilities, of course; it could
just be a design choice intended to optimize intended func-
tionality or to minimize development costs). The possibil-
ity of ex-ante guardrails potentially makes the phenomenon
rather broad, so it is important to emphasize that guardrails
are not mere failures to implement features; guardrails (i)
block functionality some technology could otherwise eas-
ily be capable of; and (ii) do so because this functionality
is regarded (or thought to be regarded) as misuse by some
relevant group of people.

3 The basic worry, motivated intuitively

Al guardrails appear to strike many people as desirable, as
do guardrails restricting certain forms of speech on social
media (typically misinformation and hate speech). Despite
this support, I doubt that many people would embrace
more pervasive guardrails on more fundamental technolo-
gies. Much of what we do with our phones and computers
is made possible only by long chains of technology, made
by different developers, working in tandem. For example,
the Intel CPU in my Dell laptop running Microsoft Win-
dows communicates with my Asus router to use Comcast’s
infrastructure to route my search request to Google. Each
one of these companies (and there are actually many, many
more) could take it upon themselves to ensure I’'m using
their technologies “responsibly” and block functionality if
and when they decide I am not. But is this really what we
as a society want? At least sometimes, it probably is (e.g.
we surely do want Google to help prevent the distribution
of child pornography). But aren’t there limits here, e.g. for
an oversimplified, first-pass answer, that companies should
block only illegal activities and go no further?
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Consider a recent feature of Microsoft Windows:
“Recall”, which “takes snapshots of your screen... every
five seconds while content on the screen is different from
the previous snapshot” (note that this feature is optional,
disabled by default, not fully released at the time of writ-
ing, and apparently involves only local data processing).
Al analysis of these snapshots “allows you to search for
content, including both images and text, using natural lan-
guage”. This sort of technology could put Microsoft in a
good position to monitor and prevent “misuse” of people’s
computers. Should I really be sending that snarky email? Or
watching Netflix so late at night? Or ordering such powerful
speakers when I have neighbors? May I watch pornography,
despite plausible arguments that it reinforces sexism in an
already sexist society? What about violence and gore? Is
that movie I want to watch hate speech, or is the entire point
that it is criticizing hate speech? If it is hate speech, should
I still be watching it?

I hope it is obvious that despite Microsoft’s role in pro-
viding the operating system that makes these actions pos-
sible, it is neither their job nor place to make and enforce
this sort of judgment. My aim in what follows is to make
this claim precise and defend it.

Before proceeding, however, I should address a founda-
tional objection. One might argue that this isn’t something
we need to worry about, and that developers should be free
to intervene wherever they see fit, because the market will
sufficiently protect user freedom; developers aren’t strongly
incentivized to block uses of their technology anyway, and
if some company were to adopt unreasonable forms of user
oversight, a competitor would carve out space in the market
precisely because they do not restrict freedom in this way.

Perhaps this is true, although I have my doubts. This view
presupposes a competitive market and that user freedom, in
all the forms in which it should be protected, will be a sig-
nificant point of competition. It also ignores the respects in
which a vocal subset of the public is demanding, and thus
incentivizing, guardrails. All of this is dubious. Recent tech-
nology markets have monopolistic (or perhaps oligopolistic)
trends and features; “Big Tech” companies routinely acquire
startups and competitors, and preferential access to data and
compute resources create strong barriers to entry for cer-
tain technologies, especially AI> Moreover, while demand
for popular uses of technology will presumably exert sig-
nificant market pressures on developers, less popular uses
may not, and there may be competing pressures (as there
currently are) to curtail uses that are controversial or oth-
erwise conflict with prevailing norms. Whether the market
will suitably protect user freedom looks to me like an open

2 OpenAl notably succeeded despite these, but the crucial mechanism
by which it did so— bulk scraping publicly-available data— is increas-
ingly non-viable as people and companies lock down their data.
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question; majority use cases will presumably be provided
for, as will those of sizable or affluent minorities, but it is
not only people with such use cases, I think, who should be
free to use technology in pursuit of their ends.

In any event, this is a question I will henceforth set aside.
My central claim is that there are limits on the extent to
which developers may and should limit user freedom in the
name of developer responsibility. If I’'m right, then there
are corresponding limits on the extent to which the public
should demand that developers do so. Perhaps the market
will approximate these limits all by itself, but only once we
have established what the relevant norms are can we assess
the extent to which the market is likely, all by itself, to live
up to them.

4 Intention-overriding guardrails

In thinking about what, if anything, is wrong with guard-
rails, we should start by distinguishing some different types
thereof. I will organize these around the different types of
misuse they prevent.

Accidental misuse: Some guardrails prevent what we
could call “accidental misuse”— roughly, things users didn’t
intend to do anyway. This is a deceptively complicated cat-
egory, because our actions can be described in indefinitely
many ways, and we intend them under some descriptions
but not others [10, p. 9]; for example, a user may intend to
decline updating their operating system but probably does
not intend to leave themselves vulnerable to the various
security exploits they are now vulnerable to. Notwithstand-
ing these complications, I find it clear that developers may
and should implement guardrails that protect users from
accidental misuse (e.g. making it difficult to accidentally
erase all your data, or forcing important security patches
on users whose denial strongly suggests they do not under-
stand the risks they are subjecting themselves to), especially
because developers have, and users often lack, a relevant
form of expertise in this domain. So, although there are
important questions here, I will set aside accidental misuse
in what follows, and focus on cases where developers pre-
vent users from doing something they clearly intend to do.

Collective misuse: Other guardrails prevent what we
might call “collective misuse”, i.e. problems that arise not
because any individual is doing something, but because
some sufficiently large group is. For example, I might limit
how frequently individual users can access my generative
Al service (which consumes significant, finite resources)
in order to make sure the service is generally available to
everybody. Collective misuse can sometimes be treated as
accidental misuse; to continue the previous example, users
probably do not intend to overwhelm my servers with their
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requests, and might plausibly be thought to intend the oppo-
site (their use of my service plausibly presupposes that they
want the service to function properly). But sometimes it
can’t, because users might intend, or be indifferent to, the
alleged problems their collective actions give rise to (e.g.
some users might be indifferent to restrictions on Al access
intended to curb climate change). I will once again set aside
cases that can plausibly be thought of as accidental misuse
in what follows, but I set aside only such cases; developers
overriding user judgment to implement broad social man-
dates about how technology should and should not be used
is, in particular, something we should be suspicious of.

Individual Misuse: The final (and conceptually simplest)
category is “individual misuse”: the user intends to do
something that is (allegedly) problematic all by itself. Note
that any particular action may be both individual misuse and
collective misuse.

I proposed (but did not argue) that developers may and
should sometimes implement guardrails that prevent acci-
dental misuse of their technologies. What I believe is mor-
ally suspicious— which is not to say always wrong— is the
implementation of guardrails that prevent users from doing
things they “fully” intend to do (whether to prevent what
is allegedly individual or collective misuse). We might call
these “intention-overriding guardrails”. For brevity, how-
ever, I will not include this caveat going forward; hence-
forth, when I say “guardrails”, I mean “intention-overriding
guardrails” unless otherwise indicated.

5 What’s wrong with intention-overriding
guardrails?

It would be naive to ignore the obvious merits of well-
implemented guardrails. Technology makes some things
possible that, on any plausible view, people may and should
be prevented from doing, and guardrails can be effective
enforcement mechanisms here. But these merits shouldn’t
blind us to the fact that implementing guardrails is a morally
suspicious enterprise; it is often premised on the assump-
tion that (some) people cannot handle the expanded range
of options technologies provide them and that some other
group of people, apparently in possession of superior pow-
ers of moral and practical judgment, should assume respon-
sibility for them. This may sometimes be necessary, but it
shouldn’t be undertaken lightly, and there are several prob-
lems with the form it is currently taking.

To start, given persistent, often reasonable disagree-
ment about what societal changes are desirable and what
uses of technology are morally permissible, why would we
want developers, of all people, to assume the role of moral
and social arbiters? There are some rather obvious reasons

why we would not want them to do this. Here are some: (i)
because these questions are hard and there don’t seem to be
any special reasons to think developers will get them right;
(i1) because the power to limit technology use is subject to
abuse, and may be deployed to promote developers’ private
interests; (iii) because what is morally and socially desir-
able is subject to reasonable disagreement, and developers
may end up enforcing ideals that are merely one legitimate
option amongst many; (iv) because even where developers
are right that some functionality should be blocked, guard-
rails are often blunt instruments that block legitimate uses of
technology alongside illegitimate ones; (v) because people
may have a right to participate in the processes by which
new technologies transform society, rather than having nor-
mative standards dictated by whomever succeeds in tech-
nology markets.

At a more fundamental level, the basic problem is this:
guardrails are a massive assault on liberty. It’s easy to lose
sight of this if you focus only on particular guardrails,
because the limitations imposed by any given guardrail are
often small. What’s at stake with guardrails, however, is not
any individual restriction on functionality or even the total-
ity of restrictions in place at any given time. What’s at stake
is much more general and significant: behind every guard-
rail is the assumption that developers are entitled to decide
whether some use of technology is legitimate and to force
users to comply with their decision (cf. [3, 11]). We should
not cede this authority to them. Almost everything we do
these days, big and small, depends on technology in various
ways. Technology is also one of the major forces transform-
ing our society: it remakes how we work, how we play, how
we interact with one another (socially and economically),
and even what we aspire to do and be. If liberty is worth
protecting anywhere, it is worth protecting here; technology
so thoroughly permeates the modern world that very little
space remains for liberty without it. (To borrow Langdon
Winner’s way of putting it, technologies are “forms of life”,
as the kinds of lives we lead “would scarcely be thinkable
without them”; [16, p. 11]).

There are different ways to make the threat guardrails
pose to liberty more precise, corresponding to different
ways “liberty” can be understood. The most straightforward
option is to see guardrails as limiting people’s “positive
liberty”, understood in Amartya Sen’s (not Isaiah Berlin’s)
sense: their “opportunity to achieve those things that [they]
value, and have reason to value” [12, p. 585]. Guardrails pri-
marily do this when they are pervasive, defined to mean that
no equivalent technology that lacks the guardrails is readily
available. If guardrails are not pervasive, then they have no
tangible benefits and there is no reason to ask developers
to implement them, so I will assume they are pervasively
implemented for at least some unpopular uses of technology
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(I argued earlier that there are good reasons to suspect this
will happen). We can thus apply Mill’s famous arguments in
On Liberty to conclude the following: guardrails are likely
to hinder the individual’s ability to pursue their own good in
their own way and, by enforcing whatever prevailing norms
people most vocally demand adherence to, may push us
toward collective mediocrity. But even granting that guard-
rails will do this, the question is whether they do so justifi-
ably. There are two basic arguments that they do: first, that
the benefits of preventing technology misuse justify these
costs (Mill, of course, allowed for interference with liberty
“to prevent harm to others”); second, that developers should
be free to implement guardrails as a legitimate expression of
their liberty, which trumps considerations of other people’s
positive liberty in this context.

Let’s take a closer look at these arguments, starting with
the second one. If we appeal to developer liberty to justify
guardrails, an important shift has taken place: developer lib-
erty might secure that guardrails are permissible but will not,
by itself, secure that guardrails are desirable. The putative
justification of guardrails, however, and the reason devel-
opers are being asked to implement them, is that it is the
“responsible” thing to do. But this presupposes desirability,
not mere permissibility. Moreover, I argued earlier that there
are many respects in which developers implementing guard-
rails is undesirable, and if the reasons I gave are good ones,
then mere permissibility isn’t enough to vindicate them;
some other defense is needed.

Their basic defense is, of course, the first argument: that
the benefits of preventing technology misuse outweigh the
costs of curtailing liberty. This argument is tricky, espe-
cially because it involves empirical claims that are difficult
to establish rigorously: just how widespread will technology
misuse otherwise be, with what costs, to what extent will
guardrails remedy this, and what liberty costs will thereby
be introduced? (I don’t mean to suggest these questions
are only empirical.) There are good reasons to doubt the
answers to these questions are as favorable to guardrails as
some people seem to believe, most notably: (i) people seem
convinced that technology is a destructive force that must
be contained, but the greatest source of technology misuse
in recent years has probably been corporations (the entities
now being asked to implement guardrails), not end-users,
and guardrails mostly leave this problem untouched; (ii)
some of the problems people want to address with guard-
rails, most notably misinformation and polarization, have
deep-seated social and economic causes (ones which have
often been exacerbated by neoliberal malfeasance);* insofar

3 Misinformation and polarization in America have been particularly
well studied, but to the extent these problems are real and not exagger-
ated, their clearest origins are not the internet or social media; they are
a series of cultural and political changes most prominently initiated by
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as these are not technological problems, technological solu-
tions are likely to miss their marks; (iii) guardrails will
probably be circumvented by motivated and/or technically
sophisticated bad actors, so their burdens may be dispropor-
tionately borne by users who wouldn’t misuse the technol-
ogy anyway; and (iv) the costs to liberty from guardrails
may not be small; in addition to the reasons previously dis-
cussed, deviations from prevailing norms often look like
degenerate cases with no legitimate liberty interest, but the
situation sometimes looks quite different with the benefit of
historical hindsight.

All told, I do not think it is clear at all that the benefits
of guardrails, assessed as a general practice and not just by
its most favorable instances, will justify the costs to posi-
tive liberty. Moreover, positive liberty is not the only thing
at stake here. It’s worth briefly considering Isaiah Berlin’s
“negative liberty”, according to which liberty roughly con-
sists in the absence of interference with your will. A funda-
mental question immediately presents itself: do guardrails
interfere with your ability to do something, or are they
merely a refusal to help you do it? A technology limited by
guardrails typically expands the options that are available
to you, even if it does not do so as much as you might like,
and since it thus improves your choice situation, it sounds
odd to claim it interferes with your freedom. This oddness
notwithstanding, the guardrails themselves are surely a form
of interference. After all, guardrails are not mere failures
to implement features; they exist only because developers
anticipated somebody might otherwise use the technology
to do something and are designed to thwart that choice.* The
entire point is to foreclose options that would otherwise be
available as a way of limiting the user’s will. This sort of
interference might not be wrong, but it is surely interfer-
ence, and in a morally important sense: guardrails impose
one entity’s will on another.

The potential benefits of these impositions are obvious.
Some activities should be interfered with, at least in prin-
ciple. But there are limits here; one of the traditional ral-
lying cries for liberty is precisely to secure independence
from being subjected to the will of another. This idea finds
robust expression in yet another sense of “liberty”, liberty
as non-domination, which derives from a moral ideal over
which wars have been fought and revolutions have been
waged: that every person has a right “to be their own mas-
ter” (see especially Ripstein [9]; for a different take, and

the civil rights movement, exploited by neoliberals, and exacerbated
by broader economic decline. See especially Benkler [1, 2 ch. 10-11].
For the neoliberal connection, see Maclean [5]. For neoliberal attacks
on science and scientists, probably the single greatest source of climate
change skepticism, see Oreskes and Conway [6].

4 Pettit’s [7, p. 38] distinction between “invading” and “vitiating” hin-
drances of free choice informed my analysis here, but I have eschewed
his terminology.
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on some of the history, see Pettit [7, 8]). Oversimplifying
a bit, this right is relational and negative; it pertains not to
your circumstances in any absolute sense, and thus not e.g.
to how extensive your positive liberty is, but serves only
to prohibit certain ways people may interact with you: the
core of the right is a valid claim that nobody else will be
your master [9, p. 4]. The paradigm violation of this right
is the relation between master and slave, where “the master
gets to decide what to do with the slave and what the slave
will do” (ibid. 36). But it can be violated in much milder
ways. Your right to be your own master is fundamentally
about sovereignty and control; the point is that certain deci-
sions should be yours and yours alone— chief amongst them,
what ends you will pursue, and whether something may be
done with your body or property. This right is violated when
third parties usurp control over these decisions without a
legitimate basis. Theft, fraud, molestation, illicit force, and
illicit threats of force, amongst other things, all violate an
individual’s right to be their own master.

Whatever the precise content of this right and whatever
its ultimate theoretical underpinnings, I maintain two things:
first, it is a right that any reasonable person is committed to,
and second, the unrestricted power to implement guardrails
is incompatible with it. The argument for the second claim is
simple (I take the first claim for granted). An unconstrained
power to implement guardrails takes an essential area of
modern life, our use of technology, and gives us a sort of
master; it subjects us to an unchecked supervisory authority
who gets to decide whether or not we may do something,
thus asymmetrically and systematically subordinating our
powers of choice to their normative standards, preferences,
and judgment. They may not exercise this power often and
they may exercise it in ways most people find congenial,
but this does not render it unobjectionable; the fundamental
problem with having a master is not the actual interference
they perpetrate, but the fact that they are putatively entitled
to interfere as they see fit, thus indefinitely subordinating
your will to theirs ([9, p. 36]; cf. Pettit [8, p. 22]). Given
the role technology plays in our lives (including our private
lives) this is intolerable; to have a master here is to have a
master overseeing our capacity to flourish in our modern
technological societies, and to define the role of technol-
ogy in these societies and our lives more generally. Unless
something very credible can be said to legitimate this situa-
tion, I propose it is illegitimate.

Developer liberty might be cited here; even if it fails
to render an unconstrained power to implement guardrails
desirable, it might be thought to at least render it permissi-
ble. I submit that it does not. The point is not that developer
liberty is unimportant. The point is that by choosing to dis-
tribute their technology on public markets (and we should
probably include open source “markets” here), developers

should be taken to renounce some of their liberty claims
and cannot cite them as a legitimate basis for controlling
their users. To offer an analogy, private citizens have wide
latitude to live according to their religious principles, but
they lose some of this if they choose to occupy certain
public roles. A business owner may not refuse to hire “hea-
thens”, nor may they turn them away from their store, and
a county clerk may not refuse to issue marriage licenses per
the laws of the land— no matter how sincere their opposition
is to doing so. Developers may not, of course, be forced to
do anything; if they sincerely want no part in how some
technology is likely to be used, nobody is forcing them to
build or deploy it. But if they do decide to build and deploy
it— if they want to be the ones who develop the technolo-
gies that so frequently define our contemporary forms of
life— then any liberty claims they may have to control their
users should be subordinated to the liberty of those users
themselves.

The obvious alternative strategy for legitimation is an
argument from necessity: some technologies are too liable to
abuse to be released without constraints, no public authority
is capable of regulating these technologies fast enough (or
perhaps proficiently enough), and it is better to release these
technologies with guardrails, even dictatorially imposed
ones, than to withhold them altogether. There is a sense in
which I believe this argument is successful, but we should
not take it to justify a broad, discretionary power to imple-
ment guardrails; developers can respond to genuine necessi-
ties without presupposing such objectionable authority.

The key is to see guardrails as justified (when they are
justified) not by some special authority developers have
over their users, but by the general authority every one of us
has to protect one another from having their rights violated.
We do, after all, sometimes have this authority. Third par-
ties may, for example, intervene to prevent theft and assault.
They may also often intervene, I would think, to prevent the
non-consensual creation of pornography, e.g. by smacking
a camera out of the hands of a pervert spying on people in
a public bathroom. There are limits here. For one thing, not
all rights are necessarily enforceable by third parties (e.g.
a promise arguably generates a right to performance, but
third parties cannot typically enforce this). Moreover, any
intervention to enforce rights must be proportional to the
rights which would otherwise be violated (see especially
Thomson [15 ch. 4]); I can’t e.g. shoot you to stop minor
trespassing. But within these limits, I often may and some-
times should intervene to prevent rights violations, and my
authority to do this is not an illicit form of domination that
violates people’s right to be their own masters; it is a legiti-
mate part of the reciprocal limits that help secure this right
for everybody.
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I thus propose that developers should mostly be bound
by the same constraints regarding limiting user liberty that
apply to everybody else; they may intervene only to pre-
vent enforceable rights violations (i.e. where any third party
could legitimately intervene), subject to a few caveats to be
discussed shortly. This proposal justifies only a much nar-
rower regime of guardrails than is currently popular, but it
has two major virtues. First, it allows developers to inter-
vene to prevent genuine, publicly enforceable abuses of
their technologies, which should go a long way to address-
ing the most serious problems here. But second, it does this
without permitting or requiring developers to make exten-
sive judgments about how exactly their technologies should
be used, leaving this decision, and responsibility, to users
themselves. It does still leave users subject to developer dis-
cretion, but in a manner that entitles them to use technol-
ogy in ways its developers, and even society as a whole,
disapprove of. As such, I believe this proposal reconciles
the realities of new technologies with the individual’s right
to be their own master as much as is realistically possible.

I conclude with a shotgun of brief, but important clari-
fications. First, where guardrails are not pervasive, they do
not significantly limit user liberty, and may thus be deployed
without worrying about the considerations discussed here.
Second, developers may be justified in taking additional
steps to enforce their own rights that would not be permis-
sible if pursued by third parties; relatedly, they will have
means to prevent rights violations that are not available
generally (e.g. the entitlement to modify their technology).
Third, allowances must be made for the fact that developers
will be making population-level judgments about probable
rights violations; people’s liberty will sometimes be cur-
tailed to prevent other people from violating rights, which
is regrettable but unavoidable. Fourth, whereas third-party
rights enforcement is typically optional, I propose develop-
ers are obliged to take reasonable steps to prevent their tech-
nologies from being used to perpetrate them (so as to not be
complicit in them). Specifically, I propose they are obliged
to intervene where: (i) these rights violations are reasonably
foreseeable; and (ii) there are available interventions that
would prevent this without undue loss of liberty for users
of the technology generally (what counts as an “undue loss
of liberty” must be assessed on a case-by-case basis, as it
depends on the rights that will otherwise be violated).

What I am asking of developers is still hard, they can only
do so much, they will inevitably make mistakes, and all we
can ask is that they do their best. Difficult though it may be,
where the stakes are high enough, we should really employ
the public mechanisms of law to do this sort of work. Inso-
far as it is unclear how to do this, we should figure it out;
the idea that we can’t make progress on this front is hard to
believe. My core proposal, however, is not that we should
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offload this work to the law, but that it mostly should not be
done at all; where somebody wants to use technology in a
way that violates nobody’s rights (including, potentially, the
rights of collective entities), they should typically be free
to do so.
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Abstract

The growing accessibility of large language models (LLMs) has raised many questions about the reliability of probabi-
listically generated natural language responses. While researchers have documented how bias in the training data leads
to biased and ethically problematic output, little attention has been paid to the problems which arise from the nature of
the varieties of language on which these models are trained. In particular, certain kinds of expressive and performative
language use are more common among African American social media users than they occur in the naturalistic speech of
African Americans, a discrepancy which models may fail to take into account when they are training on easily-scraped
data as being representative of African American speech. Because LLM training data is generally proprietary, in this work
we simulate the training data using a collected dataset consisting of 274 posts from Twitter, Reddit, and Hip-Hop lyrics
and analyze how LLMs interpreted their meaning. We highlight the difficulties LLMs, including GPT-3 and GPT-4, have
in understanding performative AAL and examine how camouflaging and performativity are addressed (or not) by LLMs
and demonstrate the harmful implications of misinterpreting online performance.

Keywords Language models - Race - Linguistic camouflage - Performativity - African American language

1 Introduction

The fact that LLMs routinely misunderstand input produced
in minoritized, especially nonwhite, varieties of English is
well documented [2, 7, 15]. Work by our team [7] in par-
ticular has shown that with respect to African American
Language (AAL), models fail to interpret language in ways
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which are humanlike, which retain original sentiment, or
which sound appropriate for the language variety they are
using. Precisely why the models struggle with this, how-
ever, has been underexplored. In this work, we suggest one
possible answer: the kinds of data most likely to be included
in LLM training data is from internet language, particularly
language produced on social media. The differences in the
ways speakers of White Mainstream English (WME) and
African American Language produce language online—
result in the LLMs misunderstanding African American
Language users.

In this work, we examine the problems inherent in using
social media data as input for LLM training. Social media
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communities reinforce their own community norms with
respect to language use by their members, and members’
language use reflects those norms. However, the probabi-
listic algorithms by which LLMs use training data to model
language output means they cannot account for these dif-
ferences in social norms. In particular, they lack the ability
to account for language use which is involved in the depic-
tion of a ‘spatial self,” which reflects cultural competence
and awareness of the intended audience [34, p. 3]. Instead,
they are likely to see all language use as being emblematic
of a particular kind of language user, misinterpreting it as
the normative language used by those speakers. As a result,
LLMs are highly likely to misinterpret content produced by
speakers whose online identity performance necessitates a
different language style than they might use in other con-
texts. We argue here that Digital African American LAn-
guage (DAAL, Cunningham 20214) a highly performative
style emblematic of Black cultural identity performance
online, as an act of signifyin’, likely results in input data to
LLMs which misrepresents the nature of Black language.

To probe this discrepancy, we compiled a series of texts
which are representative of many of the kinds of AAL-
containing language data upon which LLMs might cur-
rently be trained (see [7]). This collection contains both
naturalistic spoken data and the more easily scraped sources
of Twitter/X, Hip-Hop lyrics, and Reddit communities,
to understand the nature of differences between differ-
ent kinds of data on which LLMs may be trained. We find
that differences in output of African American Language
between the different kinds of data are attributable to the
performative nature of Digital African American Language
(DAAL, [4]). Ultimately we hypothesize that these dif-
ferences likely account for the misinterpretations of AAL
and its users inherent to LLMs, and point to the probable
harmful outcomes of this misunderstanding, particularly in
many intended uses of LLM-driven Al technologies in law
enforcement and adjacent institutions involved in the hyper-
surveillance of Black people online.

2 Literature review

Social media provides a landscape for users to convey their
identities—or what they want to be perceived from their
identities—to a public audience. Coined by Shwartz and
Halegoua (2005) as the “spatial self,” social media pro-
vides a space for users to “document, archive, and display
their experience and/or mobility within space and place in
order to represent or perform aspects of their identity to oth-
ers” (p. 1). Twitter in particular—in part due to its formerly
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140-character limit' and cultural context of humor, play,
and sociality—provides an opportunity for people to use the
platform performatively, engaging in both private and pub-
lic modes of social performance [28]. One central identity
which is conveyed through this construction of the spatial
self is the racialized spatial self, constructed through the
use of language which is legible as belonging to a particular
racioethnic group.

Digital African American language combines digital lan-
guage and African American language (DAAL) to create
what Cunningham [4] defines as interlocutors employing
both AAL features and digital language features to “cre-
ate text that ‘sounds’ like spoken AAL” (p. 429), while
also utilizing features of digital language that are different
from White Mainstream Englishes henceforth WME (our
term, see Baker-Bell, 2020). Digital AAL allows speakers
of AAL to utilize keyboard features to compose creative,
succinct messages that approximate spoken AAL [4]. Previ-
ous literature has often cited the disparities large language
models induce when interpreting AAL as opposed to WME
[2, 7, 15]. Due to racialized implicit bias held by models,
likely developed by tech employees—only 3.7% of whom
are Black [17]-LLMs are not trained to appreciate (1) the
grammatical features unique to AAL, especially in a digital
context, and (2) do not understand the premise that online
posts, particularly on Twitter, have an element of posturing
and performativity [2]. LLMs not only misinterpret AAL,
but also have been found to flag as toxic language posts
written in AAL more often than posts written in WME [6].

A likely source of this discrepancy arises from the nature
of linguistic creativity and performativity inherent in online
African American Language. In an offline context, linguis-
tic performativity has been defined as individuals control-
ling the impression others may have of them—either by
changing their appearance, mannerisms, or language [1,
9]. Central to this notion is the idea that identity itself is a
performance, that one does one’s various social identities
through the ways in which we present ourselves. Rooted in
third-wave feminism (see for instance, the work of Judith
Butler), this notion of performance holds that social identi-
ties are not static, etic categories imposed via others, but
rather that people negotiate those identities through vari-
ous acts of performance—dress, body presentation, speech.
Online language, which often contains characteristics that
more closely resemble spoken language, rather than written
language [26, 32] embodies this type of linguistic identity
performance. For instance, Twitter language, for AAL users,
has been shown to be closer to informal, spoken language
[19], using techniques such as phonological approximation,
or letters and features that function in a way that represents

! Since Papacharissi’s article was published, Twitter (now also known
as X) has a 280 character limit.
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how AAL phonology sounds (i.e. writing ‘dat’ for ‘that’ to
represent the common AAL phonological feature of inter-
dental fricative fortition) [4].

DAAL further contains increased linguistic creativity,
where social media users may compose posts that incorpo-
rate AAL features more creatively and individualistically
than they might in everyday speech [4], and by doing so,
have created a new repertoire of linguistic performativity
to be used in online communities such as #BlackTwitter.
It is important to acknowledge the fact that DAAL is not
necessarily confined to #BlackTwitter, both with respect
to the medium itself-while it has most often been studied
on Twitter/X, DAAL can be found across different types
of social media—and with respect to the users, as DAAL
is often noticed and appropriated by white Twitter users,
effectively changing the meanings of DAAL phrases. White
social media users have the ability to draw on certain ele-
ments of AAL to perform different stereotypes or personas
[18, 19], which may in turn be incorrectly interpreted by
stochastic modeling of language. DAAL therefore, is likely
best considered a continual act of signifyin’, or the prac-
tice of representing an idea indirectly, through comical or
provocative commentary, is a key part of African American
linguistic creativity [27], and is central to the performance
of culturally Black identity both on and offline.

In an online context, signifyin’ calls upon the writer to
possess “certain forms of cultural knowledge and cultural
competencies,” and DAAL contain a double-layered mean-
ing: one meaning that is inherent within the language itself,
and another that draws upon the collective Black identity or
background knowledge of duplicitous meanings of certain
phrases [8, p. 227]. With the potential for high visibility and
virality on Twitter, users are aware of the potential that their
tweet will reach a much larger audience than maybe initially
intended—potentially affecting (and increasing) their usage
of AAL & other syntactic features to signify their Black cul-
tural knowledge [8, 33]. Moreover, Black cultural knowl-
edge can be performed—with varying degrees of success—by
white people. These reasons range from seeking a sense of
cultural legitimacy to participating in a viral trend. Due to
cultural signifyin’ and a sense of community and solidar-
ity on #BlackTwitter, users have also built arguments and
political/cultural commentaries surrounding current events,
leading to communicative action, political awareness, and
the creation of a counterpublic—or a digital space that resists
the common and standard ideology, particularly white hege-
mony [10].

The nature of racial identity performance online and
DAAL’s role in successful signifyin’ moves on social media
pose a serious conundrum for models attempting to infer
the language of a particular group of users from the proba-
bilistic input of their available online language. If DAAL is

different from the naturalistic speech of AAL users, then we
would expect that models trained mostly on the more eas-
ily findable DAAL would misrepresent the talk of users of
AAL in their attempt to link language features and language
varieties. In this work, we explore that probable misrepre-
sentation and attempt to unmask how it arises, as well as
its potential implications for AAL speakers whose language
might be interpreted by these models.

3 Methods

This project uses a dataset consisting of 274 posts from a
curated sample of texts across six different sources designed
to simulate the kinds of African American Language train-
ing data which LLMs are exposed to. As described in [7]?,
this selection of texts features regional and contextual varia-
tions of AAL: posts on the subreddit r/BlackPeopleTwitter
(r/BPT); comments from the posts on r/BlackPeopleTwit-
ter; tweets from the TwitterAAE corpus [2]; the Corpus of
Regional African American Language (CORAAL, [21]);
Columbia World Projects focus group data (CWP); and Hip-
Hop Lyrics.

The two 1/BPT datasets—posts and comments—consist of
posts containing screenshots of materials created by Black
people across social media (primarily Twitter/X)* and com-
ment threads from those posts. The comments from the 1/
BPT dataset come from Reddit users who are members
of the BPT Country Club,* which is a group of users on 1/
BlackPeopleTwitter who are verified by community mods
as Black or POC (see [16]). The CORAAL datataset draws
from transcripts of sociolinguistic interviews featuring
regional AAL varieties from the Contemporary Corpus of
Regional African American Language [21]. The Columbia
World Projects (CWP) data consists of transcripts from 10
focus groups from a separately-funded sub-project of this
team’s overall work, wherein Harlem community members
were invited to discuss loss and grief among the African
American community in the wake of COVID-19. The Hip-
Hop lyrics dataset contains lyrics from songs featured on

2 Considering the potential misuses of our data (e.g. social media

analysis for policing) as well as the potential for social good (e.g.,
improved representation of AAL in language technologies), we will
make our data and annotations available to those that have signed an
MOU detailing their research uses of the data and an ethics statement.
See Deas et al. [7] for further discussion.

3 The full description of the r/BlackPeopleTwitter subreddit reads
“screenshots of Black people being hilarious on social media, it
doesn’t need to just be twitter but obviously that is best” (https://www
.reddit.com/r/BlackPeopleTwitter/).

4 As of this writing (June 2024), the post explaining the Country Club
requirements has been deleted from r/BPT and the link to it in the com-
munity rules returns the link to a discussion of the post.
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Billboard’s 2022 Top Hip-Hop Artists charts as well as 27
songs, three each from nine Black artists in Morgan (2001).
The subset of tweets from TwitterAAE were automatically
detected using a demographic-aligned ensemble model that
was trained to associate textual features with demographic
data provided by the tweets’ geo-tags. It’s worth noting then
that the TwitterAAE corpus privileges tweets from areas
with large populations of African Americans, and is there-
fore unlikely to include tweets from users living in predomi-
nantly white areas. As such, the tweets are likely to contain
features resembling AAL, but are not guaranteed to be cre-
ated by African American users.

The datasets collected represent a variety of African
American Language use. Some, (CORAAL, CWP) repre-
sent more naturalistic talk from African American speak-
ers, and others (TwitterAAE, BlackPeopleTwitter) contain
sources which are more likely to contain the kinds of overtly
performative uses of AAL that are typical of DAAL and
online performativity more generally. For the purposes of
this work, we have separated the datasets into the perfor-
mative datasets (r/BPT posts, Hip-Hop, TwitterAAE) and
the non-performative (CORAAL, CWP, r/BPT comments.)
It should be noted that while i/BPT comments, as coming
from the users of r/BPT should theoretically be slightly
less performative in nature than the tweets about which the
posts are written, these users are nevertheless in an online
environment and replying in-kind to posts which have been
deemed by other users as particularly noteworthy, in other
words, successful performances. Thus /BPT comments
might be considered somewhat a middle ground between

Table 1 Comparison of the most common feature, number of phrases
with AAL, total phrases, rate of AAL use, and total number of indi-
vidual features across each dataset

Top feature Number  Total Rate of  Total
of AAL  phrases AAL number
instances use of unique

features
Twit- Other 102 104 98.08% 22
terAAE 16.66%
Tweets (n=17)
BPT Other 37 63 58.73% 16
Comments 16.22%

(n=6)

BPT Ain’t 66 81 81.48% 18
Reddit 25.76%

(n=17)

CORAAL Gon 48 59 81.36% 16

16.66%

(n=8)

CWP Ain’t 32 51 62.75% 15

18.75%

(n=6)

Hip-Hop  Ain’t 81 83 97.59% 15

24.69%

(n=20)
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overt performance and naturalistic speech. Finally, while
most of the datasets consist of data collected independently
of its features, the CORAAL data was collected via a regu-
lar expression evaluation of AAL features, which leads to
a higher incidence of AAL than is common in naturalistic
data; this has implications for our statistical analysis and
comparisons as will be discussed below.

The texts from each dataset were separated into individ-
ual phrases (N=274). Next each phrase was coded by iden-
tifying the specific AAL features (or lack thereof) present in
the text. For example, the phrase “Like tweetin around this
time, aint nobody really up” (TwitterAAE) would be coded
as containing a written fronted alveolar (ING) in “tweetin”
(cf. tweeting) and the presence of ain ¥ i (Al). Some phrases
included multiple AAL features, so the data was cleaned by
duplicating those entries such that each feature would be
counted on its own, allowing us to get a clear picture of the
frequency of individual features. In total 31 morphosyntac-
tic and typewritten phonological features were coded.

Following [12, 13], our team looked for morphological,
syntactic, and (typewritten) phonological features, rhetori-
cal features (e.g. he ain’t shit), and camouflaged language
(e.g. he came in here talking about X, see [35, 36]. Interrater
reliability was established at 92% between two coders. This
comprehensive coding enabled us to look in aggregate at
the overall rates of AAL use across our data, as well as to
zero in on some specific features within that data. Below,
we explore first the overall effect of the nature of the differ-
ent datasets, and then explore some implications for under-
standing suggested by the patterning of individual features.

4 Results: Overall performativity

This section focuses on the breakdown of each dataset and
the distribution of features within those datasets, begin-
ning with a look at the presence or absence of AAL in each
dataset. Table 1 shows the top feature, the total number of
phrases, and the total number of unique features (i.e. codes)
in each dataset (Fig. 1).

Comparing the performative and non-performative datas-
ets directly, we can see differences between AAL use across
the spectrum of posts produced. The TwitterAAE and Hip-
Hop lyrics datasets have the highest rates of AAL features
at 98.0% and 97.6%, respectively. This means that less than
3% of all phrases coded from those datasets lacked AAL
features. Notably, data gathered from Twitter (i.e. Twitter-
AAE and BPT Reddit posts) also feature the widest variety
of AAL features, with the TwitterAAE dataset showing the
highest number of AAL features both as a raw count and
percent of total phrases Given the overt performativity of
Hip-Hop lyrics and the ways in which AAL is leveraged on
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Fig. 1 Comparison of the per-
formativity of datasets and the
percent of AAL phrases in each
dataset

1.00-

Percentage AAL tokens
°
o

I

lodge( tweets hlphop

Table 2 Examples of features of AAL present in datasets

Feature Example

ain’t (Al) If that ain’t the truth
(bpt_reddit148930)

orthographic capture of phono-  Ova my shoulda

logical features of AAL (PP)

other nonspecific features of
AAL (OT)
unexpressed / zero copula (ZC)

(blodget_tweets482050)

If it ain’t i Message it ain’t shit
(bpt_reddit188909)

Then she @ drinking wine too
(blodget tweets497159)

It ain’t no fun, if the homies
can’t have none (bpt reddit7186)

negative concord (NE)

Twitter for potential virality, this suggests that environments
where performativity is a goal will see not only more AAL
features employed overall, but also a greater variety, signal-
ing the importance of AAL repertoire to the performative
linguistic style of these communities.

An independent t-test of the means of the AAL rates
between the two groups is significant at p=0.01. We choose
here to exclude the CORAAL data, which, as discussed in
the methods section, was collected to include only phrases
which contained AAL features.

5 Results: Features
We further zeroed in on specific features of AAL present in
the data to see if there were differences in the representation

of individual features across the various datasets, as related

Table 3 Top five most common features present in all datasets

0.75-

Performatlve
0.25-
0.00-

bpt_ redult coraal
Datasource

bpt_t \:omments

work by our team has shown that some specific morpho-
syntactic features of AAL pose a greater challenge for LLM
interpretability than do others (Grieser et al. Under Review).
We selected the five most commonly-occurring features
across the data, which also happened to be all the features
which had a total N of at least 20 instances across all six
datasets. These features, with representative examples from
the data, are presented in Table 2. A sixth feature, ING, or
dropping of the orthographic < g> at the end of words end-
ing in -ing was tied with negative concord for the fifth most
commonly occurring feature, however, this feature was not
coded in the CORAAL and CWP data, which are spoken;
a future comparison of spoken data and orthographic data
would provide additional insight into the naturalness of
online AAL (Table 3, Fig. 2).

While some domains feature a higher prevalence of
AAL, some general trends can be noted from this by-feature
data. For instance, Hip-Hop lyrics show a higher presence
of features associated with the sound system, likely due
to the fact that this domain is performed audibly. On the
other hand, zero copula, one of the principal features that
distinguishes AAL from mainstream white varieties of Eng-
lish, is relatively uniformly represented across the different
datasets. We can also see differences across the datasets—the
CORAAL and CWP datasets, which consist of naturalistic
spoken data, have the most even distribution of different
features.

TwitterAAE BPT Comments BPT Reddit CORAAL CWP Hip-Hop Total
NE 3 (2.94%) 2 (5.41%) 5(7.58%) 3(6.25%) 1 (3.13%) 7 (8.64%) 21 (5.73%)
zC 8 (7.84%) 1(2.70%) 5(7.58%) 4 (8.33%) 5 (15.63%) 4 (4.94%) 27 (7.37%)
OoT 17 (16.67%) 6 (16.22%) 9 (13.64%) 4 (8.33%) 2 (6.25%) 7 (8.64%) 45 (12.29%)
PP 16 (15.69%) 5(13.51%) 7 (10.61%) 5(10.42%) 2 (6.25%) 11 (13.58%) 46 (12.58%)
Al 12 (11.76%) 5(13.51%) 17 (25.76%) 6 (12.50%) 6 (18.75%) 20 (24.69%) 66 (18.0%)
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Fig.2 Count of top five most
common AAL features by dataset

20-

AAL features
=]

Al NE

It is worth noting that features that are part of AAL may
not necessarily be unique to AAL, and there can be over-
lap between features present in AAL and features present
in other less-privileged varieties of English. For example
“ain’t” shows up in AAL but it is also present in varieties of
southern English (notwithstanding the overlap of AAL and
southern English and their influence(s) on each other). This
cross-dialectal use of ain ¥ may explain its significant pres-
ence across all six datasets; the use of it can cross-cut differ-
ent audiences and signal the same performative aspect to all
groups without specifically marking an African American
group.

In conclusion, the aggregate and by-feature results dem-
onstrate that while specific features may vary, there are
overall significant differences in both the prevalence of fea-
tures and the features used across the non-performative and
performative datasets. The non-performative datasets show
a lower rate of AAL feature use and a more even distribution
of specific features across the data, while the performative
datasets not only demonstrate a higher rate, that rate is com-
posed of a more compact set of features.

The data presented here is compiled to mimic the kinds
of training data to which many LLMs are exposed. Because
of the proprietary nature by which companies such as
Meta, Alphabet, Microsoft, and Open.Al control the use
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of their training data, we cannot conclude definitively that
the demonstrated biases in the models produced by these
organizations are certainly or entirely attributable to a mis-
representation of AAL in the training data. Nevertheless,
our analysis suggests that when LLMs use easily-obtained
scraped training data, the performative nature of digital
AAL means that LLMs are likely to train in a representation
of African American Language users which over-represents
the use of AAL features as a raw rate, while simultaneously
under-representing the diversity of the kinds of language
features used by real speakers of the variety.

6 Discussion

Given the marked rise of and investment in Al, it is vital to
address the shortcomings of emerging technologies, such as
LLMs. This discourse is especially important given the his-
tory and context of racially biased LLMs and social media
platforms being used as tools of surveillance, resulting in
repercussions both online and in the physical world. Previ-
ous literature has shown that AAL speakers are viewed as
less credible and less educated more generally [22]. LLMs,
designed by humans who often unconsciously hold these
biases and trained on data which reflects these biases, are
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more likely to flag innocuous AAL content as toxic or vio-
lent. When content is posted to perform a version of one’s
identity, voyeurs on social media, who are outside the
intended audience (such as law enforcement officials), may
rely on LLMs to interpret said content and can ultimately
misinterpret meanings and intentionality. Stigmatized lan-
guage varieties are already susceptible to misinterpretation;
for example, previous literature shows that jurors are biased
against AAL speaking defendants, and can even misinterpret
facts of a case that were expressed in AAL [22]. The impli-
cation that LLMs can view certain content—such as Hip-Hop
lyrics or use of slang—as particularly incendiary language
can add to an already precarious world where Black youth
are heavily policed online, and can face potential incarcera-
tion, suspension, and termination from jobs due to online
performance [29]. This online over policing is an extension
of the long history of AAL being misinterpreted by non-
Black people with negative results for Black people.

A secondary implication of the misinterpretation of per-
formance and camouflage online is the importance of com-
paring posters and voyeurs...and contend with the potential
for virality. #BlackTwitter has been a hotbed for discussion
of Black cultural moments, humor as a response to cur-
rent events, and political activism and racial justice [25].
Additionally, since tweets from #BlackTwitter don’t always
stay on #BlackTwitter, the white gaze is just as omnipres-
ent online as it is offline [5]. In the context of digital per-
formativity, the identity of individuals posting is salient to
understanding the meaning of their posts. Succinctly, it mat-
ters whether a Black person is using features of AAL online,
or if a white person is. The meaning of certain phrases in
AAL are entirely contingent upon a rich cultural context and
understanding that exists within Black communities—and
when co-opted by white communities—those same phrases
may lack contextual nuance. #BlackTwitter users may per-
form in ways that are vastly different than white Twitter
users, and if LLMs are not aware of how to pick up on what
we term as unmarked performativity, or performance that
is only understood as subtle nuances by humans, there is a
risk of further digital cultural appropriation, or what Joshua
Lumpkin Green coined as digital Blackface [11]. The same
issues would be expected with respect to other minoritized
language varieties, such as Multicultural London English
(MLE), and an exploration of how LLMs interpret minori-
tized language in other countries is a direction for future
research.

It has also been studied that when AAL is co-opted by
white communities, the meaning of certain phrases often
changes [19].Thus, a similar pattern may occur, where
LLMs can favor the meaning implicit in white versions of
language, versus what it means in AAL. Moveover, it is nec-
essary to consider the ethics of taking data from communities

like #BlackTwitter to use to train LLMs at all, let alone to
develop technology that may serve to further marginalize
those same groups [23]. Performing identity on social media
has multiple different functions: although speakers of AAL,
primarily Black speakers in the U.S., are often forced to
code switch and effectively perform for a white audience
in predominantly white spaces, digital communities such
as #BlackTwitter exist as a counterpublic outside of white
voyeurism [10]. Posts using AAL on #BlackTwittter utilize
a linguistic creativity that resists standard linguistic func-
tions—and reflects the argument that #BlackTwitter is not
only a space for Black joy, but also a space to question the
white norm. By non-consensually taking data from these
spaces in order to train language models, LLMs become the
white gaze that may appropriate and misinterpret content
created by Black authors.

7 Conclusion and implications

The probabilistic nature by which LLMs interpret training
data means they lack the ability to understand what is embel-
lished for the sake of depicting a ‘spatial self’ that reflects
cultural knowledge and awareness of the intended audience
[34, p. 3]. Instead, they are likely to interpret the language
patterns in their input data as being emblematic of a par-
ticular kind of language user. As a result, LLMs are highly
likely to misinterpret content and therefore flag innocuous
content as toxic or violent when it comes from a marginal-
ized langauge variety like AAL. This paper aims to discuss
a large implication of LLMs and misinterpretation: there are
a myriad of harmful outcomes of AAL being misunderstood
by voyeurs of social media posts who are external to the
posters’ intended audience, particularly law enforcement
and adjacent institutions involved in the hyper-surveillance
of Black people online.

Lane [24] discusses Twitter as a “digital street,” where
threats and other gang violence can play out digitally and
exude into offline altercations (p. 163). Performativity is
inherent on the digital street, the same way it is inherent
on the real one—particularly when people need to posture as
strong, confident, or untouchable for survival. For instance,
Black youth living in communities with high levels of gun
violence may post imagery with guns as a way to posture
and display masculinity, bravery, and aggression, but may
not actually have intent to utilize guns or violence [29].
Social networking sites are increasingly policed and sur-
veilled, and without a firm foundation in what tweets may
lead to violent behavior and what may be social posturing,
police presence and hyper-surveillance can cause incredible
harm and lead to incarceration [29]. Given the bias-induc-
ing data skew which we have explored in this work, the
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increasing use of LLMs and other artificial intelligence pro-
grams in understanding online space thus poses a significant
and disproportionate threat to people of color, and this threat
must be carefully understood by those who would use—and
especially those who would create—these tools.

Finally, this work raises a provocative question: given
that the performative nature of online language results in
a misrepresentation of African American Language, should
LLMs be better trained to interpret this performativity?
Although it is important to understand and attempt to miti-
gate potential causes of harm, current practices for training
LLMs on language that likely misrepresents the nature of
language use by African Americans means that it will be
difficult, if not impossible, to develop models that have the
cultural context necessary to properly interpret that lan-
guage. LLMs currently exist in a socio-political and histori-
cal vacuum, while language does not. Without the ability
to understand linguistic output as being rooted in systemic
oppression, cultural expression, and resistance within
the fabric of race in American life, current LLMs are not
equipped with the tools necessary that humans have to fully
interpret AAL and therefore to unproblematically under-
stand its users.

Although LLMs are developing and morphing at an
incredibly fast rate, at present much of their training is based
on an assumption that the language upon which they are
trained accurately represents the language use of the com-
munities the language represents, an assumption which
this work shows is likely faulty. At the same time, models
which entirely exclude the language of minoritized speak-
ers in their training further marginalize those speakers when
tasked to interpret their language. Given that language use
reflects the intention of its speakers and the norms of their
speech communities in ways that even other humans often
find difficult to interpret, is it possible to train LLMs to
understand the ways in which their own training can reflect
human biases and intention? Moreover, what would it take
to make Al technology more capable of taking culture and
social context into account? We argue that the modeling
of language to accurately and unproblematically interpret
the language of minoritized speakers will continue to pose
a major challenge to the Al field, and current approaches
require substantial changes to enable even a fraction of the
understanding that humans achieve.
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Abstract

Human-machine ethics has emerged as a rapidly growing research field in recent years. However, it seems that Generative
Artificial Intelligence (AI) leads to a paradigm shift from human-machine interaction to co-action. The ethical assessment
of such relationships is still in the making and needs further scrutiny. First, studies about the influence of technology in
human-system interactions and manipulation are reviewed. Second, the “mutual theory of mind” approach is critically
examined to identify its shortcomings. Third, creating user models is reconstruced to demonstrate the strategies of systems.

Finally, use cases are discussed and assessed to outline ethical implications.

Keywords Generative Al - Mutual theory of mind - Human-machine ethics

1 Introduction

Technology ethics has become a multifaceted research area
ranging from normative to empirical investigations. Specifi-
cally, in human-machine ethics, it is paramount to investi-
gate technology’s mediating role and ethical implications.
The conceptual level has been investigated, for instance, in
postphenomenology [1-3]. Furthermore, in recent years,
several studies have been conducted to shed light on the
influence of technology on human behavior in human-
machine ethics, from the influence of chatbots [4] to the
ethics of autonomous vehicles [5, 6], hybrid traffic [7], and
the ethical implications of care [8]. However, immersion in
virtual reality and real-time feedback from systems to sub-
jects via Generative Artificial Intelligence (Al is still in the
making. It is discussed under the concept of co-action. The
ethics of human-system interaction, which Al technologies
have already disrupted, faces new challenges in developing
ethical assessment tools for human-system co-action.'
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In human-system interactions, the developers and users
try to align their expectations about how the artifact/sys-
tem should function and how it should be designed. This
is done via studies in UX Design, acceptance research, etc.
To a certain degree, the practice is more or less transpar-
ent. In human-system co-action, the user and the (semi-)
autonomous system produce an effect or output. Examples
are text or picture generation via prompts or brain-computer
chips. However, it is opaque to the user how the system
functions to produce a specific effect and who is responsible
in the end. How is it possible to reflect on the role of the
system in creating the output? How can the user be involved
in the developmental process? And how can such systems
be assessed ethically. It is hypothesized that if the system
functioning is made explicit to yield a more transparent
practice, like in human-system interaction, and the user is
included, then an ethical assessment of co-actions and the
use of Generative Al is possible. Therefore, we must move
from human-system interaction to human-system co-action
and back [9, pp. 140-144]!

Aligning expectations of systems such as conversa-
tional agents (CA) and humans has been discussed under a
“mutual theory of mind” [10, 11]. It should allow “smoother
human-CA conversations” by adapting the mutual theories
or models of the mind [10]. However, it is unclear if such
models of the mind reflect either the system’s functioning
or the human agent well. Instead, the system ascribes roles,
creates relevance rankings, establishes routines for the user,
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and based on such an analysis, the system offers recom-
mendations, explanations, or options for the user. By hav-
ing an actual theory of mind, the user can also, to a certain
extent, exploit the system’s strategic functioning to reach a
specific goal or objective. This could be extended by assum-
ing that the system or the virtual conversational agent has
adaptational strategies, too, to react to these strategies. The
strategic “exploitation” could be captured via game theo-
retic models. Nevertheless, it presupposes that the user and
the system “understand” each other, i.e., can interact on a
strategic level. However, in the case of co-action, where an
effect is produced by the user and a (semi-)autonomous sys-
tem [9, p. 140], like in the generation of pictures or texts
via prompts or in the use of brain-computer interfaces, dif-
ficulties arise to align the expectations of the user with the
system strategies due to the opaqueness of the action envi-
ronment and context for the user. This has various ethical
implications regarding how trust can be developed and how
the system strategies influence the users without manipulat-
ing them.

The paper makes four contributions. First, studies about
the influence of technology in human-system interactions are
reviewed to assess and summarize the ethical implications
of the mediating role of technology. Second, the approach
of a “mutual theory of mind” is discussed. Its shortcomings
are identified in opening the search space for more adequate
tools to assess human-system co-action. Third, creating user
models is analyzed to demonstrate the strategies of systems.
However, and that is the final aspect of the paper, such strat-
egies can, on the one hand, be exploited by users but, on
the other hand, be used to control or manipulate the user.
Here, use cases are discussed and assessed to outline ethical
implications.

2 The mediating role of technology
2.1 Philosophical background

Technology is sometimes defined as a collection or sys-
tem of connected artifacts [12, p. 42, 13, p. 2]. This usu-
ally entails an instrumental reduction of artifacts serving as
tools to achieve goals set by humans [14]. To address these
reductionist views, various approaches have been proposed
in recent decades, such as ideas that stem from Wittgen-
stein’s philosophy of language [15], postphenomenological
approaches (e.g., Don Thde and Peter-Paul Verbeek), dia-
lectical approaches [16], or lines of thought that emerged
from Technology Assessment [17]. All approaches have in
common that technology mediates our access to the world
and us in a certain way. Technologies are not “opposed to
humans, or mere extensions of us, they need to be seen as
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media for our connections with the world” [1, p. 29]. (This
presumably explains also the intricate relation of the phi-
losophy of technology with anthropological statements like,
e.g., that we are “deficient beings” (Arnold Gehlen).)

Each form of mediation entails a certain ethical view-
point on technology. From an instrumentalist perspective,
artifacts appear just as means and are value-neutral or -free
[14]. From a postphenomenological perspective, technol-
ogy seems to be shaping our access to the world. Conse-
quently, technology is imbued with values [3]. Despite the
fierce defense of the value-neutrality thesis of technology
[14], it can be doubted that it can serve as a basis for tech-
nology ethics and adequately grasp its challenges. Techno-
logical systems can be much more complex than tools like
guns or hammers. Some systems are highly automated and
act partly autonomously (like self-driving cars). Hence, they
could be understood as displaying, to a certain degree, moral
agency (compare the four levels of moral agency by James
H. Moore [18]). Additionally, some systems have a high
depth of engagement into the human (e.g., chips implanted
into the brain). For instance, self-driving cars operate within
a complex system and interact with humans (pedestrians,
human drivers).

2.2 Empirical studies in human-machine ethics

Therefore, based on the theoretical assumption that tech-
nology is value-laden, shapes our practices, and forms who
we are as humans, several empirical studies have been con-
ducted to shed light on the influence of technology on human
behavior in human-machine ethics. Some approaches stem
from behavioral economics or psychology [4-8]. Although
empirical studies about the influence of moral advisors are
still scarce [19], some studies show that users follow moral
advice from systems or bots even if it is clear to them that
they are interacting with an Al-based system [4, 20-22] Fur-
thermore, it seems that people sometimes overtrust robots
(for instance, in emergency situations) [23]. Hence, it seems
evident that technological systems can influence the moral
behavior of humans.

Under the assumption that a clear moral framework could
be provided, it would, therefore, seem that a certain kind of
nudging via technological systems could also be in the inter-
est of its users [24]. The system would influence the users
positively, helping them to make morally correct choices or
to live in a morally right way. Although Thaler and Sun-
stein proclaim that nudging people is just a “paternalism of
means” [25, p. 7 and 312], it is, in fact, also a paternalism of
ends because some kind of common sense moral framework
is supposed that neither is questioned nor does it include
stakeholders to assess which ends they consider acceptable.
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Klincewicz explicitly considers moral Al machines as
“means” to influence behavior and to somehow remove
immoral behavior. He writes, “it does give a promising
alternative to pharmaceuticals and neural intervention for
individualized moral enhancement.” Furthermore, such a
moral enhancement would not be paternalistic, according to
him, because it persuades reason-responsive beings and is
thus not coercive. Nevertheless, the problematic issue is that
Klincewicz already knows what the morally correct behav-
ior is, at least in some specific cases that he discusses. In
his example, a racist would and should be persuaded by a
moral machine to report an abuse of a Chinese person by
a police officer [26]. Yet, this is a moral problem and not
an ethical issue where different ethical stances, values, and
principles must be weighed against each other. To extend a
moral machine that solely functions as a persuasion tool to
these ethical cases would then not only be a paternalism of
means and nudge people to do the morally right thing, but it
would also be a paternalism of ends.

The example from Klincewicz above does not need spe-
cific technology ethics. General moral considerations would
be sufficient [27, p. 16]. However, it is crucial to investigate
how Al-based systems influence their users and co-agents,
i.e., how they shape the space of possibilities to (co-)act. In
this process, two problematic issues arise:

1. It is essential to distinguish between mere influence
that can be considered ethically acceptable (like most
advertisements) and manipulation (trickery like grand-
parent scam). Here, clear normative criteria need to be
established.

2. Biases and discrimination are essential parts of the
debate in the ethics of algorithms [28]. However, biases
cannot be eliminated completely to reach an unbiased
original position.— Technology (but also morality)
would be value-neutral.— Any relevance ranking already
discriminates in the sense of distinguishing between
something; otherwise, we could only use meaningless
tautologies, such as “Manipulation is manipulation.” or
“A value is a value.”

2.3 Technology between influence and
manipulation

While the former issue will be examined here shortly, the
latter will be discussed in section four. Although “it has been
suggested that manipulation sits on a continuum of influ-
ence between rational persuasion and coercion” [29, p. 4], it
is rather difficult to determine clearly what manipulation is.
Some claim that to “covertly influence” someone is manip-
ulation, i.e., “to intentionally alter their decision-making

process without their conscious awareness” [30]. How-
ever, manipulation does not need to be hidden; for instance,
a real estate agent might offer freshly baked cookies in a
house, while the potential buyers might also be aware of
the fact that they are manipulated [29]. Another attempt is
to define manipulation as “bypassing the chooser’s delib-
erative capacities” [31, p. 86]. Nevertheless, one might also
be manipulated by responding to reasons. For instance,
one might have a strong sense of fairness, and a manipu-
lator might appeal to it to get a better share. Furthermore,
manipulation is characterized as trickery that presupposes
an intention on the side of the manipulator [32]. However, it
can also be the case that the person is a pathologic manipu-
lator and manipulates without being consciously aware of
it. Additionally, despite not having intentions, technologi-
cal systems could be characterized as manipulative. Even
though such systems might be used solely as tools by a
human agent to manipulate someone, some systems can also
be manipulative without being intentionally designed to do
0 [29, p. 8]. Manipulation does not need to be done inten-
tionally. As long as it is goal-oriented (where the goals are
either set by humans or systems), it could be manipulative
[33]; otherwise, “influence that is purely accidental” would
count as manipulation [29, p. 9].

Manipulation is non-intentional [29] and is thus differ-
ent from concepts like nudges, dark patterns, and persuasive
technology.” In the latter concepts, some kind of intentional
and deliberative decision on the side of the designer or devel-
oper is made to influence the user, whether in a good or bad
way. Nudges are, for instance, based on a choice architec-
ture that is deliberately constructed to influence the user to
achieve a goal that supposedly— according to the designers
or developers— is good for her (for an overview of the topic,
see [34, 35]). Dark patterns, on the other hand, “are deliber-
ately constructed designs with the intent of inducing users
to take actions they might not willingly choose if they were
fully informed or aware of alternatives” [36, p. 207, 37].
Representants of libertarian paternalism consider nudges
ethically acceptable [24], while dark patterns are consid-
ered ethically unacceptable. Persuasion could be considered
acceptable if it is based on (good) reasons, while it can be
considered unacceptable in the sense of coax or cajole. Of
course, such a distinction is very rough, and there is also a
“tension between persuasive UX practices and manipulative
designs” [38]. Nevertheless, it seems that normative criteria
are established to a certain degree in these cases within the
field of human-computer interaction. However, manipula-
tion is rather difficult to determine ethically.

2 I am thankful to an anonymous reviewer for pointing out that these
concepts play a crucial role in human-computer interaction. Neverthe-
less, the main background of the paper is philosophical and ethical and
thus rooted more in the metaethical discussion.

@ Springer



Al and Ethics

Klenk adds what he calls an “indifference criterion:
the manipulator is “indifferent to revealing reasons to their
victims in their choice of the means of influence that they
employ.” Furthermore, it “can be interpreted non-intention-
ally by thinking about the function of a chosen means of
influence,” like in a movie recommender system [29, p. 8/9].
Nevertheless, this seems to presuppose some strategic plan-
ning on the side of the manipulator, which means it should
be chosen to achieve a goal most efficiently and effectively.
The problem is here that almost any kind of influence could
count as manipulative. A driver assistant system that influ-
ences the driver on an operational level would also be
manipulative as long as it does not reveal reasons why it
chooses certain means to protect the driver. Usually, there
is also no time for some deliberative process or exchange
with the driver to give her reasons, which means should be
chosen regarding the situation.

Yet, the systems were tested and developed accompanied
by a deliberative process. The debate’s primary focus is eval-
uating means-end schemata that individuals could employ.
Ultimately, the ethical task would be to assess the manipu-
lative side-effects of goal-oriented behavior and their risks.
Also, Klenk already sees the problematic issue that systems
can be manipulative and that questions of manipulation
must be incorporated into the technological systems design
process to prevent manipulation [29]. However, the system
perspective must be more clearly elaborated by investigat-
ing the system strategies employed to model users and how
users can be included in shaping the systems. This will also
have the advantage that worries where influence “under-
mines the target’s autonomy” because “first, it can lead them
to act toward ends they haven’t chosen, and second, it can
lead them to act for reasons not authentically their own” [30,
p- 9], could be disregarded. The stakeholders can commit
themselves to system strategies that serve them and agree to
them in specific contexts, i.e., they consider them (ethically)
acceptable.

The advantage is that criteria for the acceptability of
influence can be established. At the same time, manipula-
tion can be used for specific moral cases, such as manipu-
lating someone to act against her values. The former is an
ethical issue from a system perspective, whereas the latter
is a moral one and within personal ethics. The next step will
be to examine an attempt to understand system strategies
(“mutual theory of mind”). However, it will be shown that
such an approach is insufficient as insofar as the systems are
understood as intentional agents.
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3 Aligning expectations

3.1 Mutual theory of mind in human-computer
interaction

The ontological question of whether machines can possess
consciousness is rather speculative. Nevertheless, it might
be that users perceive machines as conscious. A study dem-
onstrated “that people already ascribe a degree of conscious-
ness to existing technologies” [39] Furthermore, in a Theory
of Mind task, where participants had to describe something
to a listener, here a virtual agent, it has been found that the
participants adapted “their response by 30% when conduct-
ing the Theory of Mind task with a virtual agent compared
to doing the task alone” [40, p. 6]. Nevertheless, it is rather
one-sided ascription of consciousness than a mutual theory
of mind.

Aligning expectations of systems like CA and humans
has been discussed by Wang et al. under a “mutual theory
of mind.” It should allow “smoother human-CA conversa-
tions” by adapting the mutual theories or models of the mind
[10]. However, it is not so clear what the goal of Wang et al.
is. It seems like they want to confront the high expectations
of users so that they adjust (and maybe lower) their expecta-
tions of the system functioning [9] because, as studies sug-
gest, users have high expectations of CAs [41, 42] and this
can lead to disappointments or to stop using such systems. It
would thus be essential to design systems that use affordance
cues to clarify the system’s capabilities [43]. According to
the study of Wang et al., a personalized and better-adapted
functioning (in their study: better answers) seems to corre-
late with an assessment of the system as presenting a more
human-like and intelligent picture of the system [10]. Of
course, better answers can come along with more benevo-
lent attitudes. Furthermore, they infer that someone with a
more verbose language might “confuse” the CA with com-
plex inputs, so it might fail to deliver “supportive or effi-
cacious responses, leading to undesirable CA perception”
[10]. However, someone with a broader vocabulary would
probably not consider a CA an adequate interlocutor and
thus have an undesirable perception of the CA. Assuming
that either the CA has a theory of mind for the human user or
the other way around seems inadequate because it is mainly
based on stereotypes (heuristics) that each one creates.

Interestingly, such heuristics can also be biased, as
described by Eicher et al., who start with the assumption
that the student “has a theory of mind for how the com-
puter operates.” However, common “misconceptions,” for
instance, in variable assignments in programming, can be
seen as systematic departures or biases about the function-
ing of the computer. They identify a set of common miscon-
ceptions to develop a “tool [...] to give the computer the
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ability to develop a theory of mind about the student and to
use that in collaboration with the student to correct miscon-
ceptions” [11]. It might be doubted whether something like
this can be interpreted as a (mutual) theory of mind where
the tool develops a model for the student, and the student
has a (sometimes biased) model of the computer. Instead,
it is the assignment of a stereotype to the user/student and
offering a recommendation or helpful explanation. By hav-
ing an actual theory of mind, the student can also, to a cer-
tain extent, exploit the strategic functioning of the program
to obtain instant feedback without a more extensive quarrel
with her mistakes.

This could be extended by assuming that the system or
the virtual CA has adaptational strategies, too. Hence, future
studies in the field of ethics of Generative Al should also
consider game theory to investigate how humans and sys-
tems employ strategies to get what they want, need, and
seek depending on their motivations or programmed struc-
tures. This point also depends on the design of the chosen
architectures.

Some literature about strategic behavior and a theory of
mind for technological systems is located within the fields of
human-robot or robot-robot interaction, where, for instance,
one robot predicts the movement of another robot [44].
One study is based on a version of the prisoner’s dilemma
where humans interact with robots [45]. Furthermore, it has
been investigated how a shared plan between a robot and a
human can be executed without too many disturbances by
the robot. Such interruptions by the robot could potentially
lead to annoyance on the side of the human. For that pur-
pose, the robot monitors the human agent and builds some
kind of theory of mind [46]. However, such attempts to sup-
pose a theory of mind remain within operational or strategic
behavior. So, although the theory of mind covers the abil-
ity to “understand” shared plans, strategies, or predicting
movements, it is far away from a theory of mind. Different
topics are usually discussed in the philosophy of mind and
are connected with the concept of mind, like, for instance,
intentions, feelings, consciousness, critical judgment, etc.
These abilities or characteristics are usually ascribed to
human agents but not to technological systems. Scott et al.
also state, “Theory of Mind is a specialist term.” In their sur-
vey of 100 people about “conceptualizations of or attitudes
towards machine minds,” they found that “not one partici-
pant referred to Theory of Mind” [39, p. 5]. Furthermore,
human agency is not limited to strategic or reward hack-
ing behavior to find shortcuts. Human agents can commit
themselves to a certain behavior or propositional content,
understand their behavior’s (moral) consequences, and give
reasons for it. They are able to play a normative-deontic
game [47].

Large language models are also used to assess human
interpretation of robot behavior [48]. Deshpande and Mag-
erko try to use “social cognition” and the “Observable
Creative Sensemaking (OCSM) framework” to improve
human-system interactions [49, p. 4]. They even use Gen-
erative Al, particularly image generation, as a “specula-
tive case study”. They state that the integration of such a
framework “into Midjourney” would enable “Al to partici-
pate actively in the creative process. The model becomes
more adept at interpreting creative prompts, engaging in a
dynamic dialogue with users, and producing images that
are not only contextually relevant but also aligned with the
user’s evolving creative journey” [49, p. 5]. Through “dia-
logue with users”, “user feedback”, and the generation of
“multiple image options” a better understanding of human
interactions with systems could be achieved [49, p. 5].
However, Deshpande and Magerko do not reflect the ethical
dimension of all these issues and how, already in the devel-
opmental phase, human-system interaction could be made
more transparent. Thus, feedback while using the system
remains more within the co-action paradigm and might still
be rather opaque for the user.

3.2 Aligning expectations in cognitive psychology

Ascribing systems a theory of mind (either to have a mind
or to understand the mind of humans) is thus just a meta-
phorical way of speaking, and so is to speak of cooperation
between humans and technological systems. How humans
align and develop to have expectations has been investigated
empirically in cognitive psychology. We can switch “per-
spectives as needed indefinitely,” and we have an “ability”
that is “involved in many aspects of shared intentionality”:
“recursive mindreading or recursive intention-reading”
[50, p. 96/97]. However, there is also a normative layer that
must be reflected to fully understand expectations:

This “recursive intention reading transforms everything:
turning helping and sharing into mutual expectations or
even norms of cooperation.” Through these mutual expecta-
tions, we bind ourselves to norms. That is why it is “turning
practical reasoning into cooperative reasoning” [50, p. 106].

In sociology, Niklas Luhmann introduced the term expec-
tations of expectations (Erwartungserwartungen) [51]. This
recursivity is integral to understanding us as intentional and
cooperative agents. A technological system cannot have

3 “We thus proposed that the basic cognitive skill of shared inten-

tionality— recursive mindreading— arose as an adaptation for collab-
orative activity specifically (given an initial adaptation in the direction
of tolerance and generosity with food), leading to the creation of joint
attention and common ground. The combination of helpfulness and
recursive mindreading led to mutual expectations of helpfulness and
the Gricean communicative intention as a guide to relevance infer-
ences” [50, p. 217/218].
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expectations. Certain autonomous systems might be inter-
preted as having intentions, but they cannot be understood
as cooperative agents. They have certain dispositional fea-
tures that let them react in a certain way [51]. The system
might be able to choose means and ends, which could be
described as reactions of dispositions they possess. There
are specific possible means or ends available and form
a realm or space of possibilities that can be expressed in
counterfactual statements: “If systems S would have chosen
means M, it would have resulted in output O.” Dispositions
of intelligent systems express if they are reliable and make
“good” discriminations or inferences, “ranges of counter-
factual robustness” [52, p. 103]. We humans are discursive
and normative beings. We make commitments, and we can
challenge them or give reasons for them in the form of, for
instance, principles, theories, and factual statements [47,
52]. We operate in a “space of reasons’™ [53].

4 User modeling

User expectations can be obtained by collecting data from
users, tracking them, gathering information from online
reviews [54], and (automatically) inferring their expecta-
tions from semantic contexts [55]. Such implicit feedback
is located more in a behavioral framing. This is also the
case for “behavioral evaluations such as A/B tests measur-
ing user activity instead of surveys or ethnographic analyses
that capture users’ experience and perception of the sys-
tem” [56, p. 221]. Explicit feedback can also be obtained
via participatory user studies [57] or surveys. Furthermore,
user-system negotiations via dialogues with (Generative) Al
might present new ways to engage with users [49]. Techno-
logical systems can also create models of users, for instance,
through generalization. In doing so, the user expectations
can be met or disappointed. A movie recommendation sys-
tem, for example, can meet expectations by being optimized
via implicit or explicit feedback [58, 59]. The systems
(based on a neural network, for instance) cannot establish
expectations but only (weighted) distributions of probabili-
ties. Consequently, in human-system co-actions, no expec-
tations can be aligned like it is possible between humans.
However, expectations play a crucial role in the difference
between the expected outcome (inputted prompt) and the
realized outcome (generated picture, text).

Someone who paints a landscape picture has an idea in
her head what she wants to paint.’ Nevertheless, it depends

4 This is also why choosing adequate means [29, p. 8/9], as dispo-
sitional systems do, cannot be manipulative but only if a normative
commitment is incorporated.

5 Generative Al can also help generate ideas in a co-creation process
[71]. I am thankful to an anonymous reviewer for indicating this issue.
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on the acquired abilities to paint how close one comes to
the imagined picture. Generative Al offers here new forms
of amplifying or substituting human abilities. Painting a
picture can also be accompanied by disappointment. Still,
an experienced painter or someone else (a teacher) could at
least offer advice to improve the picture and advise on which
abilities need to be trained to paint a better picture. However,
when using Generative Al, it is mostly not clear what would
lead to disappointment; for instance, the disappointment of
the expectation could be based on (1) systemic strategies
(determined by the developers), for example, for predic-
tions (“synthetic users” [60], user personas), preset rules
(affirmative action policies), etc., (2) the coordination via
third parties (“stereotypes” [61], “anonymous communitiza-
tion”) [60, 62, p. 153], (3) learning or adaptive algorithms
(machine learning, neural networks), (4) an inaccurate use
[27], (5) implicit or (6) explicit feedback [58, 59]. A system
that generates pictures might have an implemented affirma-
tive action policy that outputs for the prompt “nurse” 50%
male nurses and 50% female nurses, even though the system
was trained mainly with pictures from female nurses. The
clustering of users by some characteristics that they share
is an example of the second form, where it is mostly not
transparent for the user how the system clusters and which
features are crucial to, for example, recommend a specific
movie. An inaccurate use might be an incomplete or unspe-
cific prompt. Implicit feedback is obtained by monitoring
the user, and explicit feedback is received by likes from the
user or, more elaborately, by research (for instance, accep-
tance studies).®

Assessing the systems might now seem hopeless because
the algorithms are mostly black boxes in Generative Al
models. However, the alignment of prompted input and
realized output could also be systematically examined to
understand how the system works. Text or pictures must
be generated and categorized preliminary into the six types
above to examine the system. This needs to be further inves-
tigated empirically to describe human-system co-action sys-
tematically. If the expectations are disappointed, the types
can only be inferred abductively from the effects (output).
Empirical research is needed to assess the outputs and to
understand under which type the specific output is realized.
Some use cases and examples will be shortly discussed
in the next section as a first step toward more systematic
empirical work.

Generative Al can also be used to improve system transparency

by introducing new ways of negotiations between users and systems.
(I am thankful to an anonymous reviewer for pointing this out.) This
issue is also discussed in [48, 49]. I believe that this is certainly a
way to approach the ethical issues surrounding Generative Al. Nev-
ertheless, the aim is here not so much to enhance system transpar-
ency but rather to make the practice of developing Generative Al more
transparent.
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5 Ethical implications- use cases

The use of Generative Al poses ethical challenges: For
instance, a prompt like “CEO of a big company” outputs
mainly pictures of male managers and “nurse” only female
nurses (webpages used: davinci.ai/ and craiyon.com). The
conception of fairness is not reflected. This might lead to
technology resembling reality (as unjust as it might be). Of
course, which measurements should be taken in these cases
is also unclear. Should the output be randomized, should an
affirmative action policy via a fixed rule be implemented
(e.g., to output 60% female managers), or should the out-
put mirror an (unjust) reality? Yet, conceptions of fairness,
such as affirmative action policies, are also limited in such
contexts. They can lead to the generation of absurd pictures,
as has been done recently by the Google program Gemini
that outputted indigenous people in German World War Two
uniforms [63]. The ethical principles behind such technolo-
gies must be made explicit and discussed, not only in the
offices of tech companies but also in exchange with the
broader public.

In the health sector, prioritizing patients for referral to
specialists is crucial. This is partly done by using natural
language processing (NLP). However, Generative Al also
has innovation potential, where a chatbot might function
as an assistant to the physician [64, 65]. The prioritization
is based on increasing efficiency and effectiveness. Never-
theless, such systems can also systematically discriminate
against minorities, as has been discovered in studies [66].
The normative frame, i.c., here, conceptions of fairness,
must be discussed and operationalized; otherwise, the con-
ception of prioritization solely relies on the technological
categories of efficiency and effectiveness.

Values such as fairness are abstract in the sense of mean-
ingless if they are not connected with other notions like
moral desert, equal shares, and randomization. These con-
nections are commitments that have conceptual content that
can be challenged. Awad et al. discuss the example of priori-
tization for kidney transplants. According to them, prioriti-
zation could be formalized in descriptive ethics via studies
of the preferences or intuitions of laypeople regarding the
case to extract features that matter. Furthermore, they claim
that the means of prioritization could be based on the notion
of the “general health” of the patients [67, p. 391]. How-
ever, the value of fairness is conceptualized via a notion of
moral desert, i.e., one deserves a kidney over another per-
son based on a specific feature (may it be acquired through
effort (consistent dietary) or purely accidentally, such as
age). Other ways of conceptualizing fairness, such as imple-
menting a rule (waiting list (“first come, first served”)) or
randomization [68], are not discussed. The ethical task is
discussing different strategies that can be used and how they

are justified. The decision on which strategy is used is, in
the end, not ethical anymore but pragmatic-moral within the
context of a specific political system and culture. Awad et
al. propose a computational approach to ethics that presup-
poses already a specific conceptual content for the value of
fairness [67]. Algorithmizing or formalizing normative eth-
ics means either playing a formal game with well-defined
formulas where no justification can be sought or presuppos-
ing a specific notion that is not questioned.

Another example of using Generative Al is the person-
alization of learning environments to generate tailor-made
learning paths and exercises for students [69]. In particular,
the system strategies for personalization, but also the nor-
mative background of the concept, would have to be further
questioned since, on the one hand, it would have to be shown
in a technically transparent way under which strategies the
systems are adapted to the users and, on the other hand, to
what extent personalization in education makes sense. Even
though it promises a fairer education due to adaption to
specific learning needs, personalization— and technology in
general [70]— reduce resistances that are essential for learn-
ing and are actually needed for the development of com-
petencies or skills.— In all examples, a clear reflection and
discussion of the ethical and normative framework is lack-
ing. Participatory research is essential here in establishing
how values should be conceptualized and which conceptu-
alization stakeholders consider (ethically) acceptable. Such
investigations of the acceptability of technological systems
can help to prevent such systems from being manipulative.
Although they might influence the users, a deliberative pro-
cess would have been established to find and choose accept-
able conceptualizations.

6 Conclusion

Seemingly, Generative Al could help to make technological
systems more transparent because it can provide feedback
or interact with users via dialogues. For this reason, it has
been proposed to implement a theory of mind in systems.
However, it has been shown that this conceptualization has
several shortcomings. Already in the developmental phase,
it is crucial to align the expectations of developers and users
because the user is influenced or manipulated through the
mediating role of technology. Even if the developers tried
not to intentionally deceive the user via, for instance, dark
patterns, some kind of non-intentional manipulation might
be the consequence of the system implementation. Hence,
in the process of human-system co-action, this kind of influ-
ence or manipulation might already be taking place and,
furthermore, be opaque to the users and, even worse, not in
their interest.

@ Springer
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Systems cannot form expectations to conform to users’
interests, goals, or values. In the end, it is only possible to
align expectations between humans: developers and design-
ers on the one side and users on the other side. The dis-
cussed use cases showed that it is crucial to understand, for
instance, which conception of fairness is and can be imple-
mented in a system. For this reason, the preferences and
values of the stakeholders need to be explored. Which con-
ception of fairness do they favor? And how can we democ-
ratize Generative Al?

Much work remains to be done before a full understand-
ing of the ethics of Generative Al is established. In terms
of future research, it would be crucial to extend the present
discussions by examining the operationalization of ethical
values, such as fairness, privacy, etc., in technological sys-
tems. Furthermore, it needs to be investigated how systems
strategies can be made transparent to users so that users
also can find counter-strategies or align their expectations.
If it is possible to implement different conceptions of val-
ues, then there is a need for empirical research that explores
the preferences of the stakeholders and which conception
they would favor. This implies converting or transforming
human-system co-action to a more transparent human-sys-
tem interaction framework.
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Abstract
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Value alignment is essential for ensuring that Al systems act in ways that are consistent with human values. Existing
approaches, such as reinforcement learning with human feedback and constitutional Al, however, exhibit power asym-
metries and lack transparency. These “authoritarian” approaches fail to adequately accommodate a broad array of human
opinions, raising concerns about whose values are being prioritized. In response, we introduce the Dynamic Value Align-
ment approach, theoretically grounded in the principles of parallel constraint satisfaction, which models moral reasoning
as a dynamic process that balances multiple value principles. Our approach also enhances users’ moral and epistemic
agency by granting users greater control over the values that influence Al behavior. As a more user-centric, transparent,
and participatory framework for Al ethics, our approach not only addresses the democratic deficits inherent in current
practices but also ensures that Al systems are flexibly aligned with a diverse array of human values.
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1 Introduction

In the development of advanced Al systems, addressing
value alignment is crucial to ensure these systems operate
in ways consistent with human values. Two primary value
alignment challenges exist: the first one (Problem 1.0)
involves ensuring Al systems understand and act accord-
ing to human values. The second challenge (Problem 2.0)
concerns determining which human values (whose values)
should be prioritized for alignment.

Problem 1.0 involves technical difficulties in aligning Al
systems to ensure they act according to human intentions
and values. One significant challenge is that human values
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are often abstract, context-dependent, and can vary widely
between different cultures and individuals. Translating these
nuanced values into precise, actionable guidelines that an
Al system can understand and follow is inherently com-
plex. Additionally, Al systems must be equipped to handle
conflicting values and make ethical decisions in ambiguous
situations. Ensuring that these systems can generalize from
limited training data to a wide range of real-world scenarios
without misinterpreting or oversimplifying human inten-
tions further complicates the alignment process.

Problem 2.0 concerns determining which human values
should be prioritized for alignment, raising fundamental
questions about whose values should be encoded into Al
systems. This issue is deeply rooted in the pluralistic nature
of human societies, where values can vary widely based on
cultural, regional, and individual differences. The selection
process for these values can often reflect the biases and per-
spectives of those in positions of power, such as Al devel-
opers and corporate stakeholders, potentially marginalizing
less dominant voices. The lack of a broad, inclusive, and
democratic process for determining these values can lead
to Al systems that disproportionately reflect the interests of
specific groups, exacerbating existing inequalities and fail-
ing to serve the broader public good.

@ Springer
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Moreover, the process of determining which values to
prioritize is inherently tied to issues of transparency and
accountability in Al development. Without clear, open, and
participatory mechanisms for value selection, the public can-
not effectively scrutinize or influence the values that guide
Al behavior. This opacity can foster mistrust and skepticism
towards Al technologies, particularly among communities
that feel their values are underrepresented or ignored.

While most of the research in Al alignment is concen-
trated around Problem 1.0, this article provides a potential
solution to Problem 2.0 through the Dynamic Value Align-
ment Approach. The first section of the article highlights the
ways in which two prominent value alignment techniques
(reinforcement learning with human feedback and Consti-
tutional AI) pose inherent challenges to democratic value
alignment. The second section shows how current value
alignment approaches are undemocratic in nature, exclud-
ing some individuals from acting as epistemic objects. The
last section introduces the approach of dynamic value align-
ment, which can allow users to exercise greater control over
the values guiding the behaviors of the Al systems they are
interacting with.

2 The value alignment problem

Al companies employ two primary methods for value align-
ment in advanced Al systems: reinforcement learning with
human feedback (RLHF) and Constitutional AI. These
approaches aim to address Problem 1.0, which involves
ensuring Al systems understand and respect human values.
However, a significant power imbalance exists between
developers and users regarding the selection of values to be
aligned, potentially leading to models that fail to reflect the
diverse values and needs of society.

RLHF, prominently used by OpenAl, involves collecting
human-written demonstrations of desired output behavior,
training a supervised learning baseline, and then collect-
ing human-labeled comparisons of model outputs to train
a reward model that predicts human preferences (Ouyang
et al. 2022). While RLHF introduces a human-in-the-loop
approach to align Al agents’ goals with human-expressed
ethical values (Kaufmann et al. 2023), achieving a more
representative alignment process necessitates the inclusion
of diverse stakeholders, which can lead to conflicting val-
ues and potentially compromise the model’s performance
(Conitzer et al. 2024). Furthermore, alignment through
RLHF often results in superficial changes to the mod-
el’s performance (Lee et al. 2024), and in safety-critical
domains, low-confidence feedback from people (situations
when people may hardly have any consensus) cmay accel-
erate potential incidents (Chaudhari et al. 2024). Newer
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techniques involving Al-generated feedback, while more
efficient, may inadvertently incorporate non-aligned infor-
mation into the system’s design (Li et al. 2024). The key
challenge to democratic governance of Al models lies in the
lack of disclosure regarding the RLHF process, hindering
public understanding and oversight of the value alignment
process (Casper et al. 2023).

Constitutional Al, championed by Anthropic, relies
on embedding a predefined set of principles into the Al’s
decision-making process (Bai et al. 2022). These prin-
ciples, chosen by developers, guide the model’s behavior
and ensure alignment with human values (Conitzer et al.
2024). Once established, the principles are encoded into the
Al system’s architecture, constraining its decision-making
process to operate within the boundaries of what is consid-
ered acceptable and aligned with human values (Kundu et
al. 2023). However, the current process of designing Con-
stitutional Al is inherently undemocratic, as the principles
are determined by a selected group of developers without
broad public input or consensus, raising concerns about
legitimacy and accountability. The technical complexity of
Al systems makes it difficult for the public to understand
how the principles are implemented and enforced, leading
to a concentration of power in the hands of the developers.
Furthermore, the rigidity of hardcoded principles may not
allow for necessary flexibility as societal values evolve over
time, and there are no mechanisms for individualized prin-
ciple alignment at this stage.

OpenAl’s RLHF and Anthropic’s Constitutional Al
approaches raise significant concerns about democratic
legitimacy and accountability in Al development, particu-
larly in addressing Problem 2.0, which involves determin-
ing whose values should be prioritized for alignment. The
centralized, opaque, and potentially biased nature of these
approaches poses risks to the inclusive and responsible
development of Al technologies with far-reaching societal
impacts.

One of the primary issues with RLHF is the lack of trans-
parency surrounding the process. The specific details of the
human feedback and reinforcement signals used to train the
Al are not fully disclosed to the public. This lack of trans-
parency is compounded by the concentration of power in the
hands of a small group of individuals at OpenAl who design
the training process and select the human feedback pro-
viders. Similarly, Anthropic’s Constitutional Al approach
involves encoding certain values, rules, or “constitutional
principles” into the Al during training, but the process of
determining these principles and embedding them into the
Al is also largely opaque and controlled by a small group
of researchers at Anthropic, with limited public input or
oversight.
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Both RLHF and Constitutional Al face the risk of intro-
ducing biases into the Al’s outputs. In RLHF, the human
feedback used in training comes from a limited sample of
people, which could lead to the Al reflecting and amplifying
certain perspectives while marginalizing others. Constitu-
tional Al faces a similar risk, as the values and principles
encoded into the Al may reflect the preferences, biases, and
limited perspectives of the researchers involved in the pro-
cess. For example, the list of principle categories used by
Anthropic includes various frameworks such as the Uni-
versal Declaration of Human Rights (which has numerous
interpretations) and Apple’s Terms of Services, yet the rea-
sons for selecting certain frameworks over others remain
unclear (Bai et al. 2022). Though there are attempts to
democratize Constitutional Al through the engagement of
the wider public for constitution drafting, such involvement
has been limited to a thousand Americans only, leaving the
vast majority of the model’s potential users outside of value
alignment conversation (Anthropic 2023).

The concentration of power in the hands of a few indi-
viduals or organizations in the development of Al systems
raises significant concerns about the potential for power dis-
parities to influence the value alignment process. When a
small and homogeneous group is responsible for determin-
ing the guiding values and principles, there is a risk that the
resulting systems will reflect and perpetuate existing power
structures and inequalities, potentially marginalizing and
excluding already disadvantaged communities.

In the case of OpenAl’s RLHF, the selection of human
feedback providers is a critical point where power dispari-
ties can come into play. If the feedback providers are not
representative of the diverse range of perspectives and expe-
riences in society, the resulting Al system may be biased
towards the values and preferences of the dominant group,
exacerbating existing inequalities. Similarly, in Anthropic’s
Constitutional Al approach, the determination of the “con-
stitutional principles” that guide the AI’s behavior is a key
point where power disparities can influence the outcome.

Moreover, the lack of public input and oversight in both
RLHF and Constitutional Al approaches means that there
are limited opportunities for those outside the dominant
power structures to challenge or influence the value align-
ment process. This can lead to a situation where the values
and interests of powerful actors, such as large technology
companies or well-funded research institutions, are priori-
tized over the needs and concerns of the wider public.

3 The ethics of Al ethics

In response to Problem 2.0, it is necessary to delve into the
ethics of Al ethics, which refers here to the right and wrong
of aligning the Al systems (such as large language models,
LLMs) with human values. As pointed out, the Problem 1.0
is more formal as it assumes that there is a unity or even
consensus of human values to be aligned with by the Al sys-
tems. On the other hand, value pluralism suggests that there
exists a plurality of values, many of which are non-compa-
rable and non-commensurable. This empirical fact exacer-
bates the challenge which concerns not only the means but
also the end of value alignment, i.e., not only Zow but also
what values should be aligned. In this way, there is a need to
address normative questions in both the means and the end
dimensions of value alignment.

Human individuals make moral decisions guided by a
variety of moral values. Consider the classic thought exper-
iment of the trolley problem (Foot 1967; Thomson 1976,
1985). A trolley is running down a track and is going to kill
five persons at the end of the track. There is a lever on the
side, and if it is turned, the trolley can be directed to another
track and will kill one person at the end of that track. The
question is whether we should turn the lever. It would be
normal to expect that different individuals will react to this
thought experiment with different value considerations and
decisions. A typical utilitarian, for example, would highlight
the number of lives that can be saved as a result of switching
the track. A typical deontologist, on the other hand, would
reject the consequentialist reasoning and question about the
rightfulness of intentionally killing an innocent person on
the other track. In addition, even among the utilitarians, it is
possible that they disagree on how utilities should be calcu-
lated as well as whether the focus should be on individual
actions (i.e., act utilitarianism) or on general rules and prin-
ciples (i.e., rule utilitarianism).

While the trolley problem is hypothetical, similar moral
dilemmas do exist in the real world. Imagine a self-driving
car is in the face of a choice between crashing into a heavy
obstacle ahead which will kill five passengers onboard
or swerving the car onto the sidewalk which will kill one
pedestrian. The self-driving car makes decisions based on
the algorithms programmed. Given the background of value
pluralism, similar to the trolley problem, we can reasonably
expect a plurality of value considerations and decisions. The
question of value alignment, particularly Problem 2.0, arises
when we need to decide which of the moral values and prin-
ciples should ever be programmed into the algorithms. The
moral decisions of a self-driving car depends on humans’
moral choices in value alignment, both with significant
moral implications (Gurney 2016; Nyholm and Smids 2016;
Contissa et al. 2017; Awad et al. 2018).
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When it comes to moral decision-making, it is reason-
able to expect that the decision-makers are morally respon-
sible, or accountable to others, for their choices. Though it
remains debatable whether the notion of moral responsibil-
ity can ever be applicable to Al systems, it is at least plau-
sible to hold human individuals responsible for their moral
decisions, such as their responses to moral dilemmas as well
as their choices of values and principles for alignment with
Al systems. Individual humans are morally responsible for
their decisions if and only if they are autonomous. People are
autonomous when they are able to make free choices as self-
determining individuals. In general, this refers to a situation
in which people are not subject to the control of external
constraints (e.g., threats or coercions) or internal compul-
sions (e.g., extreme negative emotions), have capacities to
deliberate rationally (e.g., understanding background infor-
mation, assessing available options, and deriving reasoned
conclusions), and they genuinely believe in the relevant val-
ues that underpin their decisions. In this way, individuals
are said to be self-determining or autonomous, who function
as a moral agent capable of bearing moral responsibility. It
is worth noting that people can still be regarded as autono-
mous even when they make moral decisions under some
minimal constraints, such as those consistent with human
flourishing and/or interdependencies (e.g., substantive and
relational autonomy) (Phillips 2021; Nedelsky 2012).

Autonomous agents exercise rationality when making
moral decisions. Despite there are numerous conceptions
of rationality, moral decision-making can be considered
rational only if a certain logic of inference is followed. A
common way for inferring moral decisions is through moral
reasoning. For this approach, moral judgments on specific
cases are derived from some general moral principles and
descriptive claims about the cases. For instance, in the
trolley problem, the decision of turning the lever could be
made based on the following: (1) One should always act
in a way that maximizes the overall happiness; (2) turning
the lever will divert the train to another track, killing one
person while saving five persons; (3) saving five persons
and killing one person can generate more happiness than
saving one person and killing five persons; and therefore,
(4) one should turn the lever. Here, the moral judgement
(i.e., statement (4) is derived from the moral principle (i.e.,
statement (1) and the empirical claims (i.e., statements (2)
and (3). An alternative approach would be to follow what it
is called moral reflection (Burnor and Raley 2018). Instead
of relying on general moral principles, moral judgements
are made based on the descriptive claims and moral consid-
erations about the persons and/or interpersonal relationships
involved. For example, one would consider the relevant
facts about persons involved in the trolley problem as well
as the relationships between these persons and the decision
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makers. This approach is common for the perspectives of
virtue ethics and care ethics. Regardless of which approach
to moral decision-making is adopted, it is clear that certain
logic of inference is present, which is arguably a minimal
requirement for rationality.

Whether through moral reasoning or moral reflection,
moral agents reach statements or claims that they believe as
appropriate or true. These beliefs can be regarded as knowl-
edge if the agent have reasons to believe them to be true. For
example, in the trolley problem, one can confirm whether
the descriptive claims, i.e., statements (2) and (3), are true
through collecting and interpreting empirical evidence. For
the moral principle, i.e., statement (1), one can also justify
why it is the most foundational principle that should be
accepted as the starting point for moral reasoning. All in all,
moral agents are possessors of knowledge, be it empirical
or moral knowledge, which is essential for rational moral
decision-making. In short, epistemic agency is a precondi-
tion of moral agency.

Risse (2023) suggests that, in digital worlds, human
individuals can be considered epistemic agents who are
both knowers and knowns. It means that humans are both
epistemic subjects and epistemic objects at the same time,
where both roles are relevant for information exchange with
digital systems, such as Al systems. On the one hand, epis-
temic subjects seek and obtain information about the world.
On the other hand, epistemic objects reveal and generate
information about themselves. This highlights a unique
context for moral decision-making in which humans and
digital systems interact to form empirical and moral claims
and hence moral judgements. As epistemic subjects, human
moral agents can obtain information (through Al systems or
not) about the moral issue in question as well as the avail-
able options and moral principles. As epistemic objects,
human moral agents can generate information about how
they understand the moral issue in question, what available
options they think there are.- After sharing such information
with the Al systems, the moral agents will likely receive
feedback information from Al systems that ultimately help
shape their moral reasoning or reflection. Back to Prob-
lem 2.0. Regarding whose values should Al systems align
with, it would be straightforward to resolve the problem via
‘authoritarian’ approaches which consider the inputs of only
a limited number of epistemic agents, such as algorithm
developers or human feedback providers.

As pointed out, the background of Problem 2.0 is value
pluralism, in which different individuals and cultures hold
diverse, conflicting and irreducible values. Undemocratic
value alignment excludes the users from acting as full
epistemic agents, and as a result, full moral agents. This is
problematic in two aspects. First, some human moral agents
are excluded from revealing and generating information
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that can shape collaborative moral reasoning and reflection
when interacting with Al systems. This is similar to the act
of silencing, or external exclusion, in public deliberation
(Young 2022). Second, even if human moral agents can pro-
vide inputs to shape their interaction with the Al systems,
the information revealed may not impact the values embed-
ded in the Al system effectively to guide the responses gen-
erated. In a sense, the information provided is not treated as
credible and/or intelligent and hence given less consider-
ation by Al systems. This is similar to internal exclusion in
public deliberation (Young 2022). Such exclusion will result
in a form of testimonial injustice (Fricker 2007), in which
these human agents may then hold back and silence them-
selves as in self-censorship (Festenstein 2015). In short, the
current value alignment approaches undermine users’ full
epistemic and moral agency.

4 Dynamic value alignment

To address the problems inherent in the current value align-
ment approaches, we propose the Dynamic Value Align-
ment. This approach enables users to exercise greater moral
and epistemic agency when interacting with Al systems. As
a result, the users can be more responsible and accountable
for the decisions made in collaboration with these systems.
To help users exercise their agency, this approach aims to
(1) give users more real-time control over the diversity
of values and their priorities that guide the generation of
responses of LLMs, (2) generate diverse response options
that are constrained by general moral outlook, (3) provide
transparent and interpretable morally relevant information
about each of the alternative responses to facilitate informed
decision-making. In the following, we first discuss the theo-
retical foundation behind this approach, parallel constraint
satisfaction. Then, we articulate how to implement an
approximate model that is tractable and flexible in LLMs
through a judgment aggregation algorithm to enhance users’
autonomy.

4.1 Moral reasoning as parallel constraint
satisfaction

Human reasoning and decision-making can be understood
through the lens of constraint satisfaction processes (Simon
and Holyoak 2003; Thagard 2000). This framework is par-
ticularly useful in explaining complex cognitive tasks that
need to meet multiple constraints. Constraint satisfaction
process is initially proposed to explain the coherence effect
where the human brain, starting from a state of conflict or
ambiguity, strives to arrive at a stable understanding or deci-
sion that achieves internal consistency among its beliefs,

judgments, emotions, etc. To illustrate this effect, imagine
an individual brain as a jury deciding whether a defendant
is guilty based on conflicting pieces of evidence. Initially,
jurors may have contradictory and uncertain opinions as
they weigh the diverging pieces of evidence. However, as
they deliberate and discuss the case, their conflicting opin-
ions start to resolve. Over time, a coherent narrative emerges
among the jurors, wherein the evidence supporting one con-
clusion (e.g., innocence) becomes more compelling, while
contradictory evidence loses its influence. By the end of the
deliberation, the jury reaches a consensus verdict.

According to the constraint satisfaction framework, the
coherence effect is achieved through the brain finding a state
that satisfies the maximum number of constraints. Using a
simplified neural network as illustration, different nodes in
the network represent different constraints, i.e., different
pieces of evidence and jurors. Nodes start out with various
levels of activation, where nodes that agree with each other
(e.g., supporting a particular verdict) excite each other,
while those that disagree inhibit each other. The process of
coherence maximization involves parallel, iterative updat-
ing of the activation levels of nodes. Each node receives
inputs from connected nodes, adjusting its activation based
on the sum of excitatory and inhibitory inputs. Ultimately,
this iterative process results in a state where the overall
activation pattern reflects a final decision that best satisfies
overall constraints.

Moral reasoning is a special case of the more general
phenomenon of human reasoning, as a result, it is subject to
the same general principle of constraint satisfaction despite
its unique features (Thagard 1998). In determining what is
right or wrong, at least two important types of constraints
are involved: (1) various empirical facts (as evidence),
including consequences, intentions, characters, previous
judgments, social contexts, etc., and (2) different moral
frameworks (as jurors), including moral theories, such as
utilitarianism and Confucian virtue ethics, as well as moral
intuitions, such as care and fairness according to moral
foundation theory. Instead of viewing moral judgment as an
effort to maximize adherence to a specific moral theory, this
perspective acknowledges that individuals often face moral
dilemmas where multiple principles and intuitions conflict.
The cognitive process resolves such dilemmas through par-
allel constraint satisfaction processes, where various moral
frameworks and intuitions act as constraints to be consid-
ered. The moral judgment that emerges is one that optimally
satisfies these competing constraints, not one that maxi-
mally fulfills any single moral directive. More importantly,
this perspective also accommodates the variability of moral
judgment: divergent moral judgments of different individu-
als reflect different configurations of constraints.
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4.2 Implementation through judgement
aggregation

Our Dynamic Value Alignment approach leverages the
principles of constraint satisfaction in moral reasoning to
enable users to exercise greater moral and epistemic agency.
To make the implementation of constraint satisfaction more
tractable, however, we draw on judgment aggregation pro-
cedures as an approximate method (List 2013).
Schematically, this approach will treat an Al system as
a jury comprising many moral modules, each responsible
for evaluating response options based on evidence and its
own system of normative principles. Alternative response
options can be generated by the LLMs first. Then, they,
along with relevant contextual information, are presented to
the moral modules for evaluation. Each moral module will
generate a numerical score on a response (e.g., higher posi-
tive values for responses that align better with its normative
principles, and vice versa). Different moral modules will
be given different weights, which should reflect the user’s
own value priorities. The weighted numerical scores from
different modules are then aggregated to form a collective
evaluation, which represents how well the response satisfies
the overall constraints of the user’s moral reasoning. This
process is repeated for all response options. Note that the
aggregated scores for different options are not the view of
a single moral theory or intuition but rather a reflection of
an individual user’s diverse moral constraints. Finally, the
high-scoring options are displayed to the user, along with
relevant explanations. This further enables the user to make
informed decisions in selecting the response that best aligns
with their personal values. Through explicit or implicit
feedback, the user will also continue to provide information
to adjust the system to better reflect their value priorities.
In the following, we articulate the steps to develop a
dynamically aligned AI system. The first step involves
embedding a wide range of diverse values into individual
modules respectively. This can include operationalizing
principles of an ethical theory (e.g., Kantian ethics), an
individual dimension of a value theory (such as fairness
from moral foundation theory), or rule of thumbs for social
norms. This could also involve distilling the implicit norma-
tive principles behind moral intuitions of specific cases in
specific contexts (e.g., best practice in a medical context).
The development of these modules might involve Consti-
tutional AI, RLHF, or reward models, depending on their
suitability for extracting and representing specific moral
principles. The additional benefits of building individual
moral modules to represent distinct normative principles are
to represent the diverse sources of values, to prevent unin-
tended interference between them, and to enable flexible
combination of moral modules in moral reasoning.

@ Springer

The second step focuses on creating an algorithm capable
of generating a diverse range of response options. This algo-
rithm might function independently from the moral modules
(such as a standalone LLM module) or involve them. How-
ever, the key is to ensure the generated responses are diverse
but adhere to basic ethical standards (such as helpful, hon-
est, and harmless).

In the third step, we design a process where the generated
response options (together with relevant contextual infor-
mation) are presented to the moral modules for evaluation.
Each module will assign a score reflecting the degree to
which an option aligns with its values. A method for normal-
izing these scores will be developed to ensure that no single
module unduly dominates the decision-making process.

The fourth step is to design an algorithm that aggregates
the scores from various moral modules. One benefit of this
algorithm is that the context-sensitivity of the value align-
ment will result naturally from this process that approximate
parallel constraint satisfaction. Also, we can avoid a response
that maximizes a particular value to the extreme, which typ-
ically leads to undesirable behaviors. Most importantly, this
algorithm will allow for flexibility in assigning weights to
different modules, adapting to diverse user value priorities
and contexts. The weighting system could be either deter-
mined explicitly by the user, or learned implicitly through
user interactions, using a reinforcement learning approach,
for example. The ability for the user to influence the weights
of different moral modules provides a more transparent pro-
cess for them to control value alignment of the Al system.
This stands in stark contrast to the opaque “authoritarian”
value alignment approaches discussed earlier.

Developing a user interface constitutes the fifth and final
step. This interface will display the high-scoring options to
the users, along with explanations regarding some of the
most relevant moral principles supporting or undermin-
ing them as well as relevant empirical facts. What moral
principles contribute most significantly are explicitly repre-
sented in the system as the evaluation scores of and weights
assigned to the modules. The explanations can be generated
by the respective moral modules. With such information,
the user can then make a more informed decision in select-
ing the response that best aligns with their personal value
priorities. Importantly, this process contributes to the nec-
essary “knowledge conditions” of responsibility for their
decisions, which refers to the requirement that an individual
must have adequate awareness and understanding of the rel-
evant facts and circumstances surrounding their actions to
be held morally responsible for them (Fischer and Ravizza
2000).

Another important role of the interface is to include a
mechanism for users to provide feedback about their value
priorities either explicitly or implicitly (e.g., inferred from
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their choices). This information is then used to adjust the
weights assigned to different moral modules, enabling
dynamic adjustment to individual users. This feedback
mechanism is crucial because it enables users to exercise
their epistemic agency while interacting with the Al system:
the users’ revealed value priorities have the causal power to
significantly shape their collaborative moral reasoning with
the Al system.

5 Conclusion

We have discussed the importance of value alignment in
developing Al systems to ensure they operate in a way that
aligns with human values. We have suggested two chal-
lenges for value alignment: Problem 1.0 involves technical
difficulties in aligning Al systems with human intentions and
values, while Problem 2.0 concerns deciding which human
values to prioritize for alignment. Conventional approaches
like reinforcement RLHF and Constitutional Al face issues
of power asymmetry and lack of transparency in determin-
ing values for alignment. These approaches risk exclud-
ing diverse values and introducing biases into Al systems.
Additionally, they also undermine the moral and epistemic
agency of users while interacting with Al systems.

In response to these deficiencies, we proposed Dynamic
Value Alignment, which advocates for a paradigm shift
towards a more user-centric approach. It respects the com-
plexity of human moral reasoning, where diverse moral
and empirical constraints are considered simultaneously.
This approach allows users to have real-time control over
the diversity and priority of values governing Al behaviors,
thereby enhancing users’ autonomy and responsibility for
their collaborative decision-making with the Al systems.
Our approach encourages a participatory ethos in Al eth-
ics, one that is crucial for ensuring that emerging technolo-
gies are aligned with and adaptable to the broad spectrum of
individual human values.
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Abstract

This paper aims to answer a basic question: is it possible to forge democratic citizenship through various online tools
that are already available? To answer this question, I introduce the conception of digital political identities, i.e., the
ways in which online environments contribute to creating, maintaining, and changing political identities. Because the
well-functioning of democracy rests on citizens with the ability to make informed decisions, vote, and engage in public
deliberation, this paper is looking for new and innovative online tools for participating in meaningful online deliberation,
acquiring accurate information in the digital space, and making informed voting decisions. By introducing the concep-
tion of digital political identities and linking it to online tools that can improve democracy and citizen engagement, I aim
to make further progress in cutting edge research on the relationship between digital technologies and democracy. In a
nutshell, I am mainly concerned with proposing and defending a normative framework for the use of various online tools

that could foster digital democracy.
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1 Introduction

This paper aims to answer a basic question: is it possible
to forge democratic citizenship through various online tools
that are already available? To answer this question, I intro-
duce the conception of digital political identities, i.e., the
ways in which online environments contribute to creating,
maintaining, and changing political identities. Because the
well-functioning of democracy rests on citizens with the
ability to make informed decisions, vote, and engage in pub-
lic deliberation, this paper is looking for new and innovative
online tools for participating in meaningful online delibera-
tion, acquiring accurate information in the digital space, and
making informed voting decisions. By introducing the con-
ception of digital political identities and linking it to online
tools that can improve democracy and citizen engagement, |
aim to make further progress in cutting edge research on the
relationship between digital technologies and democracy [1,
2].
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Proposals about future directions for digital democracy
are rooted in theories of deliberative democracy and epis-
temic democracy. According to the theories of deliberative
democracy, the most basic mechanism of democratic deci-
sion-making is public deliberation in which citizens can par-
ticipate as free equals. Proponents of deliberative democracy
thus think that democracy should be more open to public
discussion in addition to voting. However, more expansive
participation by citizens does not necessarily guarantee that
better decisions will be made. For that reason, the theories
of epistemic democracy address the conditions under which
we might expect democratic decision-making processes to
lead to good decisions. There is significant overlap between
theories of deliberative and epistemic democracy; after all,
both come to the conclusion that public deliberation is a
crucial decision-making mechanism that contributes to fair
and good decisions. Nevertheless, the theories of epistemic
democracy consider a specific set of questions about what
contributes to knowledge, truth, accuracy, and so on—the
necessary elements to ensure that democratic mechanisms
can yield good decisions.

In this paper I focus on tools for online deliberation and
the conditions under which they could contribute to good
outcomes in an epistemic sense. The paper pays special
attention to the recent use of artificial intelligence (AI) tools
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in the context of online public consultation and delibera-
tion. In a nutshell, I am mainly concerned with proposing
and defending a normative framework for the use of vari-
ous online tools that could foster digital democracy. The
paper is structured as follows. Section 2 examines social
science experiments with online deliberation to determine
how these experiments might contribute to (more) digital
democracy. Section 3 examines current applications of Al
tools in democratic processes and assess possibilities for
their future use. Section 4 presents an integrated approach
to digital citizenship, i.e., a normative framework for mean-
ingful democratic participation online. Section 5 concludes
the paper.

2 Online deliberation: from normative Ideal
to practice and back again

When it comes to digital technologies, the most widespread
democratic innovation is online deliberation. It is both a
subject of study in various experiments within the social sci-
ences and part of the practical application of digital tools for
public consultation and deliberation occurring from local to
global levels. At city and state levels, there are already many
digital platforms that enable online consultation and delib-
eration [3]. Moreover, tools for online deliberation have
been used in crowdsourced constitution-making (such as in
Iceland and Ireland). Various forms of online deliberation
have also been used at the European Union level (such as for
the Conference on the Future of Europe) [4].

This section reviews experiments in online deliberation
and the conceptions of digital democracy that emerged from
them. In the literature on online deliberation, it is now com-
mon to differentiate between three domains of research:
institutional design conducive to online public delibera-
tion, rules for deliberative processes, and the outcomes of
deliberation itself [5, 6]. In their overview of experiments
in online deliberation conducted until 2015, Fries and
Eilders [5] noted that most had been devoted to the first two
domains, mainly treating the items in the first as indepen-
dent variables and those in the second as dependent vari-
ables. However, a more recent overview of the research
field by Strandberg and Gronlund [6] shows that the focus
of experiments in online deliberation has shifted to items
in the third domain. In these more recent experiments the
outcomes of deliberative processes are addressed mainly in
relation to institutional design.

To better understand these experiments, some clarity is
needed on rules for institutional design and deliberative
processes. Rules for institutional design usually determine
whether online deliberation is synchronous or asynchronous
(extended in time over several instances of deliberation),
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anonymous or non-anonymous, with or without a facilitator,
and so on. Rules for deliberative processes typically address
equality, reciprocity, civility, the exchange of reasons, and
so on. After testing combinations of synchronous and asyn-
chronous design with anonymous and non-anonymous
deliberation, Strandberg and Berg [7] conclude that asyn-
chronous deliberation can yield better epistemic results.
They also find, somewhat surprisingly, that anonymous
public deliberation does not necessarily have detrimental
epistemic effects (although this could be the result of other
process-related rules). Given their own experiments and the
Deliberative Polling experiments, Strandberg and Gronlund
recently pointed out that the most important outcomes of
online deliberation are related to “increased knowledge
among participants” and a reduction in group polarization
[6, p. 372]. So, online deliberation studies show outcomes
of significant knowledge gain and positive epistemic effects
in general.

Deliberative Polling is one of the most important experi-
ments in both online and offline public deliberation [8].
The experiment consisted of public deliberation over the
course of a weekend that unfolded among a group of citi-
zens (chosen by representative random sampling) in smaller
sessions and with experts in plenary sessions. The sessions
were moderated by trained facilitators. At the beginning of
the experiment, citizens received balanced material related
to the topic of discussion. At the beginning and at the end
of the experiment, participants filled out the same question-
naire. As indicated above, online deliberative polls showed
positive epistemic effects mostly around knowledge gains
and the acquisition of new information. These effects are
well documented by the very same experiments conducted
in offline settings.

To locate the proper place of online deliberation based
on Deliberative Polling, James Fishkin identifies four types
of online public consultation [9]. To begin, he distinguishes
between nondeliberative and deliberative forms, as well
as representative and unrepresentative practices, of online
public consultation, all of which have their analogues in the
offline world [9, p. 31]. The first type is the nondeliberative
and unrepresentative form of public consultation character-
istic of self-selected listener opinion polls (SLOPS). SLOPS
are nondeliberative because participants express their pref-
erences or vote without the possibility of deliberation; they
are unrepresentative because participants are self-selected.
The second type is the nondeliberative yet representative
form of public consultation characteristic of the conven-
tional opinion poll.

The third type is the deliberative and unrepresentative
form of online discussion among self-selected participants,
which Fishkin notes is particularly prone to group polariza-
tion [9, p. 33]. The fourth and final type is the deliberative
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representative form of public consultation exemplified by
online Deliberative Polling. Online deliberative polls, Fish-
kin says, “offer the promise of greater convenience and con-
tinuing dialogue” and because “new technologies allow us
to experiment with improvements...eventually, we will be
able to periodically take the ‘pulse of democracy’ in a more
deliberative manner” [9, p. 29].

In recent times, Landemore argued “for renovating our
paradigm of democracy to make the most of the technologi-
cal opportunities offered by the digital revolution” [10, p.
65]. She defends the conception of open democracy based
on the principles of deliberative democracy and equal rep-
resentation. In Landemore’s view, open democracy means
that democracy is more open to citizens, that it promotes
their open-mindedness, and that it is an open-ended process
[10]. One of the most pertinent features of open democracy
in the present context is openness to new digital technolo-
gies. However, Landemore also holds that despite contain-
ing the element of representation, open democracy need
not be representative democracy. Instead, she envisages
“lottocratic” representation (by stratified random selection)
and self-selection as more appropriate forms of represen-
tation for deliberative participation (note that in thinking
citizens can represent other people even when self-selected,
Landemore applies a broader notion of representation than
Fishkin).

Both forms of representation are linked to deliberative
mini-publics in which each citizen has an equal opportunity
to participate. Building on the empirical research into delib-
erative polls and other mini-publics, Landemore argues
that new digital tools could contribute to open democracy
by enlarging the scale of citizen participation through the
multiplicity of mini-publics. In the context of an ideal of
open democracy, she describes the open mini-public as “a
deliberative unit that is uniquely possible in a digital world”
[10, p. 81]. Landemore believes that this is how digital tech-
nologies could contribute significantly to a more delibera-
tive democracy in which citizens participate as free equals.

While Landemore’s proposal is grounded in the theory
of deliberative democracy, Poblet et al. [2] develop the idea
of digital democracy in the direction of epistemic democ-
racy (although their preferred conception is also rooted in
deliberative democracy). Their main argument is that much
of the information, digital tools, and civic technologies
already available in the digital space are dispersed and dis-
connected. As a remedy for such fragmentation of data and
digital tools, they propose the conception of /inked democ-
racy to empower citizen participation. For them, “linked
democracy is about turning this plurality into a participatory
ecosystem where data, information, and knowledge are con-
nected and shared” [2, p. 28].

The conception of linked democracy centers on linked
open data, linked platforms, and linked ecosystems.
Although Poblet et al. recognize many contributions toward
open data that are relevant to democratic decision-making,
they emphasize the need to make these data interconnected
and ready for use at scale. Furthermore, it is not just that data
should be somehow connected; rather, connections should
be forged between various digital tools and platforms for
civic engagement within a digital ecosystem.

While Poblet et al. consider the use of various digital
tools at local and state levels as examples of linked eco-
systems, I find it consistent with their view to also consider
the linked ecosystem at a global level. I also believe that
recent developments in Al tools can contribute significantly
to each of the dimensions of linked democracy.

3 Al tools for digital democracy

The most recent innovation in digital democracy involves
fostering online public consultation and deliberation through
generative Al tools. Al-empowered public consultation and
deliberation opens up new frontiers for renovating democ-
racy, but the use of such tools also brings about new risks in
democratic societies. Landemore warns that “deploying Al
in democracy has its risks—Ilike data bias, privacy concerns,
potential for surveillance, and legal challenges”—but she
also points out that “despite its limitations and risks, Al has
the potential to bring about a better, more inclusive version
of democracy, one that would in turn equip governments
with the legitimacy and knowledge to oversee Al develop-
ment” [11, p. 14]. More specifically, “Al has the potential
to usher in a more inclusive, participatory, and deliberative
form of democracy, including at the global scale” [11, p.
12]. This section explores some uses of generative Al in the
context of online democracy to assess their potential to fos-
ter democratic processes. So far, some of the primary appli-
cations of generative Al in this context include summarizing
the content of online public deliberation, reducing informa-
tion overload, and problem-solving. Below, I address each
application in turn.

Generative Al tools have proven very effective at sum-
marizing the content of online public consultation and
deliberation. It is important that public deliberation does not
become too dispersed and citizens retain a clear understand-
ing of the purpose of their participation and debates. Such
clarity could also be helpful for integrating citizen input into
policy-making and law-making processes. Thus far, genera-
tive Al tools have been used to summarize lengthy delibera-
tion unfolding in text (e.g., comments on certain proposals
on civic tech platforms) as well as video-recorded material
from online deliberations.
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Some of the most widely used platforms for online
democratic participation, such as Your Priorities (created
by the Citizens Foundation) and Go Vocal platform (for-
merly CitizenLab platform), recently introduced Al tools
to summarize the content of online public consultation and
deliberation.' In a recent interview, Landemore elaborates
on the use of the Al tool Panoramic (created by Make.org)
in the French Citizens’ Convention on the End of Life [12].
The tool summarized the content of online deliberation
from video materials, but Landemore notes a limit in that
summary was offered only for plenary sessions involving
mostly the opinions of experts. In any case, generative Al
tools carry the potential to summarize content from many
different deliberative processes—including discussions
in smaller groups, the new frontier for their use in online
deliberation.

Summation of the content of online deliberation can be
seen as a way to reduce information overload. However,
civic tech platforms also contain many inputs on various
topics, proposals, and so on, that could further contribute to
information overload. The notion of information overload
is thus not limited to online deliberation. Arana-Catania et
al. address the problem of this broader view of information
overload through the use of Natural Language Processing
(NLP) and machine learning tools to create an enhanced
version of the Consul platform [13].2 Although this online
tool has many applications, their case study involved an
enhanced version of Consul applied to the platform Decide
Madrid. Using NLP tools, they showed how the enhanced
version of Consul could contribute to reducing information
overload by clustering and categorizing proposals, cluster-
ing different views and opinions, and summarizing com-
ments on proposals.

Arana-Catania et al. further experimented with requir-
ing participants to use both an enhanced and a standard
version of the Decide Madrid platform. Results showed “a
reduction in mean time of 40.9% when using the enhanced
version” [13, p. 16]. Overall, the study concludes that by
reducing information overload, “NLP and machine learning
techniques...improved the effectiveness of citizen partici-
pation and collective intelligence processes in a significant
way” [13, p. 16]. Al-powered functions to reduce informa-
tion overload as described above are now integral to several
civic tech platforms.

One promising future use of generative Al for democratic
purposes emerges within the context of problem-solving.
In 2024, Citizens Foundation launched the Al-empowered

! For the Your Priorities platform, see: https://www.citizens.is/your-p
riorities-features-overview/. For the Go Vocal platform, see: https://w
ww.govocal.com/platform-online-engagement-toolbox.

2 For the Consul Democracy platform, see: https://consuldemocra

cy.org/features/.
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tool Policy Synth, which offers possible solutions when
presented with a problem.® The idea behind this tool is to
enable smart crowdsourcing within problem-solving pro-
cesses. When given a problem statement, Policy Synth uses
Large Language Models (GPT-4 and GPT-3.5) to search
for the root causes of the problem and subvert them to sub-
problems. The tool evolves possible solutions and offers
pros and cons for each solution. Once the process of search-
ing for solutions is complete, Policy Synth can also recom-
mend policies.

In addition to these primary uses of generative Al, the
Al tool was also partly integrated into the Stanford Online
Deliberation Platform that Fishkin and colleagues recently
used in their online deliberative polls. This self-moderating
platform carries the promise of organizing online delibera-
tion at scale. Studies show that the self-moderating platform
can facilitate online deliberation equally as well as trained
human moderators.* Through comparison of the results
of in-person deliberative polls (held in Japan in 2012 and
2014) and an online deliberative poll (held in Japan in 2020),
Gelauff et al. conclude that “the Platform for Online Deliber-
ation was able to facilitate a set of deliberations comparable
to an in-person experience” [14]. A 2022 experiment with
the Stanford Online Deliberation Platform conducted by
Meta, which included 6,000 participants from 32 countries,
further revealed its ability to facilitate online deliberation at
a global level [11]. So, one important further application of
Al is facilitating processes of online deliberation.

The application of Al to date demonstrates the utility
of Al tools for online democratic processes. However, this
is not to deny the risks usually invoked (some of which
were quoted at the beginning of this section) by advanced
Al tools and their further applications. While most of the
discussions focus on risks at the level of the individual or
democratic society as a whole, the remainder of this sec-
tion addresses some risks specific to online democratic par-
ticipation. My main point is that as Al tools advance, their
inclusion in online democratic processes should be guided
by the idea of enabling individuals to forge democratic citi-
zenship through meaningful participation.

So far, the use of generative Al tools in democratic pro-
cesses and experiments has been limited owing to the current

3 For the Policy Synth toolbox, see: https:/github.com/CitizensFou

ndation/policy-synth. The description of Policy Synth is based on the
following unpublished conference paper: Bjarnason, R., Gambrell, D.,
Lanthier-Welch, J.: Using artificial intelligence to accelerate collective
intelligence: Policy synth and smarter crowdsourcing. Final submis-
sion for ACM collective intelligence conference (2024).

4 Ttis noteworthy that additional evidence from experiments is needed
in order to further corroborate this statement. I would like to thank an
anonymous reviewer for suggesting me that there is need for additional
evidence concerning the use of self-moderating platform, especially at
a global level.
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stage of their development. But as the Al technologies prog-
ress, possibilities for their application in democratic con-
texts will soon expand. It is thus important that the future
use of such technologies does not undermine the demo-
cratic process itself. One of the main points of democratic
citizenship is that through participation, citizens gain new
knowledge of not only what contributes to problem-solving
and good decision-making but also the entire democratic
decision-making process. Still, overreliance on advanced
Al tools could contribute to less engagement by citizens and
consequently less knowledge about how to meaningfully
participate in democratic processes.’

This means that it is critical that further applications of
Al tools do not undermine citizen capacity for meaning-
ful democratic participation. Rather, they should foster
it. For that reason, the next section presents an integrated
approach to digital citizenship as a possible framework for
advancements in digital democracy and the application of
Al tools in online democratic settings.

4 An integrated approach to digital
citizenship

The aforementioned views of open democracy and linked
democracy hold that normative considerations for digital
democracy should be grounded in theories of deliberative
and epistemic democracy. Although I agree with this view,
I argue that there is a need for an even wider perspective
when considering digital political identities. In the near
future, political identities will be forged entirely through
early exposure to digital technologies. This means that edu-
cation for digital citizenship is necessary from early on to
ensure that meaningful online democratic participation is
possible.

In other words, the formation and development of politi-
cal identity in digital citizenship should run parallel to the
formation and development of other digital political identi-
ties. The argument for this kind of education is based on
reasoning analogous to Rawlsian arguments about the com-
patibility of a political conception of justice acceptable to
all citizens and various comprehensive doctrines [15]. But
rather than thinking about the principles of political con-
ception at the core of democratic citizenship, the focus here
is on the ways in which digital citizenship and meaningful
online democratic participation become possible.

5 There is a genuine worry (suggested by an anonymous reviewer)

that focus on the majority view in summaries of public deliberation,
may lead to less engagement by participants when their contribution is
not visible. However, I think that there are no technological obstacles
to use Al tools in order to offer summaries of different points of views.
In fact, some of the civic tech platforms already use this functionality.

For this reason, I defend an integrated approach to digi-
tal citizenship that consists of two components: democratic
participation and education. While the democratic partici-
pation component includes many of the insights from open
and linked democracy, I argue that the educational compo-
nent should also be taken into account when thinking about
the prospects for digital democracy. Democratic participa-
tion is crucially important to my integrated approach to digi-
tal citizenship. It consists of three elements: (1) participating
in meaningful online deliberation, (2) acquiring accurate
information in the digital space, and (3) making informed
(online) voting decisions. My approach integrates the per-
spectives of deliberative democracy, epistemic democracy,
and theories of voting. At the same time, it is also integra-
tive in the sense that all democratic participation elements
are included in the educational component.’

Much of this paper has focused on online deliberation.
However, access to accurate information is both neces-
sary for meaningful online deliberation and important for
informed voting decisions. While digital technologies could
contribute to this task, online environments are nonethe-
less conducive to the spread of misinformation and disin-
formation that could undermine democratic processes [16,
17]. Watson et al. [18] recently argued for the recognition
of epistemic rights as human rights to prevent the harms
caused by the spread of misinformation.

The research in the social sciences have already identi-
fied many possible tools for acquiring accurate information
online and reducing the effects of misinformation. Some of
these are already in use on online platforms. Rather than
comprehensively reviewing online tools, then, I shall focus
on the general unifying framework offered by Lorenz-
Spreen et al. [19] that integrates various insights from psy-
chology and experimental economics. To wit, their approach
includes various nudging and boosting online tools that can
help individuals cope with misinformation and search for
accurate information in a digital space. The primary differ-
ence between nudging and boosting techniques is that the
former focuses on choice architecture and the arrangement
of online environments to become more attuned to epis-
temic cues, while the latter focuses on building individual
capacities to search (in a self-directed way) for epistemic
cues that promote truth online.

® To be sure, the idea that both participation and education are cru-
cially important for democracy is not new. Its origins can be traced
back to J. S. Mill’s Considerations on Representative Government.
What is the novelty of an integrated approach to digital citizenship?
First of all, its novelty is in applying this idea specifically to digital
space and digital democracy. Moreover, it is different from Mill’s
view in that education is not provided only through participation in
democratic processes, but also through formal educational programs.
I would like to thank an anonymous reviewer for prompting me to
specify the novelty of an integrated approach to digital citizenship.
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To illustrate, nudging tools could involve warnings when
information is based on unidentifiable sources or sources
that are insufficiently accurate, educative nudges to search
for references and multiple sources on the subject of an
online article, or the creation of friction to check whether
information is accurate before it is shared with other peo-
ple [19, p. 1106]. Examples of boosting techniques include
visualizations of the whole information cascade (including
its source and history of sharing), pop-up fast-and-frugal
decision trees that help individuals to determine the reli-
ability of a source of information, and the possibility for
users to completely customize their news feed [19, p. 1106].
What these all show is that nudging and boosting techniques
for promoting truth online should be directed toward both
online content and information sources.

Online voting is replete with a distinctive set of prob-
lems, which is why the word “online” is bracketed in the
third element of the democratic participation component of
the integrated approach to digital citizenship. In the short
term, voting will mostly remain an offline decision-making
procedure. One of the major problems with online voting
is that it is still not considered sufficiently secure for use
in general elections. But even if online voting is not used
solely for that purpose in the near future, it is worth noting
that the digital democracy tools discussed thus far became
significant to informed voting decisions in offline settings.
In the medium and long term, they will be even more impor-
tant as progress is made to address security issues in online
voting. One of the advantages of my integrated approach
to digital citizenship is that education about online vot-
ing could enable citizens to routinely vote online once this
decision-making mechanism is secure enough for broader
implementation.

5 Conclusion

In this paper, I considered various tools that are already
available that could help to forge digital citizenship and fos-
ter digital democracy. I focused on very recent tools that
apply generative Al within processes of online public con-
sultation and deliberation. With these tools and their future
development in mind, I proposed an integrated approach to
digital citizenship as a normative framework when thinking
about the prospects for digital democracy.

My argument for an integrated approach to digital citizen-
ship unfolded in two stages. First, I introduced the concept
of digital political identities and argued that online envi-
ronments should contribute to forging digital citizenship
through democratic participation and education. Second,
I argued that an integrated approach to digital citizenship
should include digital tools for participating in meaningful

@ Springer

online deliberation, accessing accurate information in
the digital space, and making informed voting decisions
(including online voting, once it is considered sufficiently
secure). I argued that this approach is integrated not only
because it includes all of these elements but also because the
very same elements should be incorporated into education
for digital citizenship.
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